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Abstract

Full Disk Encryption (FDE) is the predominant solution for protecting the sensitive data on our
computers from unauthorized physical access. However, while strong encryption can prevent an
attacker from directly accessing the data, it cannot prevent more sophisticated physical access
attacks. Techniques such as cold boot attacks, which extract encryption keys from memory, and
evil maid attacks, which manipulate devices to hijack user passwords, highlight the limitations
of FDE. Designing effective countermeasures against these vulnerabilities requires a thorough
understanding of the underlying attack vectors.

This thesis presents a comprehensive review of the available literature on physical access at-
tacks and possible countermeasures. The complex interactions between attacks and counter-
measures are then examined to evaluate the effectiveness of different solutions. Based on these
findings, a guideline for hardening Linux computers against physical access attacks is developed.
The process of implementing this guideline, from hardware and software choices to setting up
physical tamper detection, is then documented to provide a blueprint for others seeking to en-
hance their system’s security.

Following this guideline resulted in a Linux computer hardened against most of the physical
access threats identified. However, this process revealed vulnerabilities that cannot be addressed
with current solutions, which prompted proposals for future research to improve defenses against

physical access attacks.






Kurzfassung

Festplattenverschliisselung ist die vorherrschende Losung, um die sensiblen Daten auf unse-
ren Computern vor unbefugtem physischen Zugriff zu schiitzen. Starke Verschliisselung kann
zwar einen Angreifer daran hindern, direkt auf die Daten zuzugreifen, sie kann jedoch keine an-
spruchsvolleren physischen Angriffe verhindern. Techniken wie Cold-Boot-Angriffe, bei denen
Schliissel aus dem Speicher extrahiert werden, und Evil-Maid-Angriffe, bei denen Gerite mani-
puliert werden, um Passworter zu stehlen, zeigen die Grenzen von Festplattenverschliisselung
auf. Die Entwicklung wirksamer Gegenmafinahmen gegen diese Schwachstellen erfordert ein
umfassendes Verstdndnis der zugrundeliegenden Angriffsvektoren.

Diese Arbeit bietet einen umfassenden Uberblick iiber die verfiigbare Literatur zu physischen
Angriffen und moglichen Gegenmafinahmen. Anschlieflend werden die komplexen Wechselwir-
kungen zwischen Angriffen und Gegenmaf3inahmen untersucht, um die Wirksamkeit der ver-
schiedenen Losungen zu bewerten. Basierend auf diesen Erkenntnissen wurde ein Leitfaden zur
Absicherung von Linux-Rechnern gegen physische Angriffe entwickelt. Der Prozess der Imple-
mentierung dieses Leitfadens, von der Auswahl der Hard- und Software bis hin zur Einrichtung
physischer Manipulationserkennung, wurde anschlieBend dokumentiert, um anderen, die die
Sicherheit ihrer Systeme verbessern wollen, eine Vorlage zu bieten.

Die Umsetzung dieses Leitfadens resultierte in einem Linux-Computer, der gegen die meisten
der identifizierten Bedrohungen durch physischen Zugriff geschiitzt ist. Es wurden jedoch auch
Schwachstellen identifiziert, die mit den derzeitigen Losungen nicht behoben werden kdnnen.
Dies veranlasste Vorschlige fiir zukiinftige Forschungsarbeiten zur Verbesserung der Abwehr

von Angriffen durch physischen Zugriff.
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1 Introduction

In today’s digital age, the security of our computer systems is paramount. Much of our attention is
focused on defending against remote threats—from email-delivered malware to network-based
intrusions—because these account for the majority of incidents [1]. But there is a physical di-
mension to security that should not be overlooked: the vulnerability of unattended computers
to direct, hands-on attacks. One of the primary technologies used to protect the valuable data
on our computers from such attacks is Full Disk Encryption (FDE). Strong encryption can cer-
tainly prevent an adversary from directly accessing the data on the disk, but many attacks have
emerged that circumvent this security measure. These attacks range from cold boot attacks [2],
where the encryption keys are extracted from memory, to evil maid attacks [3], [4], where the
device is manipulated to steal the user’s password when they enter it in the future.

To defend against these physical access attacks, we must first understand their underlying
mechanisms by studying the available offensive security literature. We then turn our attention to
appropriate countermeasures and evaluate their effectiveness against these attacks. Armed with
this knowledge, we present a comprehensive hardening guide for Linux-based systems, high-
lighting not only the strengths of available security solutions, but also their weaknesses. Finally,
we outline possible directions for further study, setting the stage for enhanced security measures

against physical access threats.

1.1 Threat Model and Assumptions

A clear threat model is essential because it provides the framework for our discussions in this
thesis. It also serves as a foundation for readers to understand the context, scope, and assump-
tions at the core of this thesis. The target in our threat model is a desktop or laptop computer,
that uses FDE to secure user data when at rest. We assume that the user is reasonably security-
conscious and uses strong passwords for FDE and local Operating System (OS) user accounts.

We also assume that the user always activates the OS lock screen or turns off the device before
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leaving it unattended.

The attacker is an individual or entity that wants to access the encrypted data and can gain
physical access to the device. Modes of access can range from covert, such as unauthorized entry
into a user’s hotel room to access devices, to overt, such as seizure by law enforcement or during
border control in hostile territories. Some modes may grant the attacker only brief, one-time
physical access, while others may allow multiple, prolonged interactions with the device. Both
the duration and frequency of these physical interactions, combined with the configuration of

the device, affect the range of attack vectors available to the adversary.

We will consider attacks of varying degrees of sophistication. While the simplest attacks can
be performed by anyone with basic computer skills, the most advanced attacks require expensive
equipment and special expertise. These attacks can be further categorized based on the user

interaction required:

« Drive-by or Single-stage Attacks: These can be performed in a single visit and are therefore
applicable to stolen devices. The adversary requires no further user interaction and, if suc-
cessful, gains direct access to the encrypted data. This can be accomplished by bypassing
the lock screen on an active device, or by extracting the encryption key from Random-
Access Memory (RAM) or the Trusted Platform Module (TPM).

« Multi-stage Attacks: These are performed in multiple stages and require unsuspecting users
to inadvertently provide the secret keys or passwords needed to decrypt the data. In the first
stage, the attacker needs physical access to covertly tamper with the device, either through
software or hardware, so that the encryption key or passphrase is captured when the user
unlocks their device in the future. Once the user enters the required secret to unlock the
device, it is either transmitted remotely to the attacker or retrieved when the attacker gains

physical access for a second time.

In general, the attacker will prefer the former category of attacks because it does not rely on the
user’s failure to detect that their device was manipulated. To keep the focus of our discussion

concise, our threat model has some clear limitations:

+ Breaking the cryptographic primitives used for FDE, such as Advanced Encryption Stan-
dard (AES) and Secure Hash Algorithm (SHA), is considered beyond the attacker’s capa-
bilities.

« Brute-forcing the disk encryption key or passphrase will not be considered, as this is a gen-

eral limitation of low-entropy passwords and not specific to physical access attacks.
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« The possibility of factory pre-installed backdoors is not considered.

« We exclude “rubber-hose cryptanalysis” scenarios where users are forced to unlock their
device due to physical or legal threats.

« Non-physical attacks, such as malware delivered via email or browser exploits, are not con-

sidered.

1.2 Contributions

This thesis assesses the susceptibility of unattended computers to physical access attacks by an-
alyzing publicized research that aligns with our threat model. Additionally, it examines both
purely academic and readily available countermeasures. It then draws on these insights to build
a hardened Linux-based system and identifies areas where solutions are lacking. The following
are the main contributions:

« Survey of Known Attacks and Countermeasures: Publications in the areas of Direct Memory
Access (DMA), cold boot, Self-Encrypting Drives (SEDs), TPM, and evil maid attacks, along
with their countermeasures, were reviewed to build a comprehensive understanding of the
security landscape.

« Evaluation of Countermeasure Effectiveness: The complex interactions between attacks and
countermeasures can be obscure. This thesis evaluates the effectiveness of readily available
countermeasures against the most important attacks to shed light on this situation.

» Hardening Guideline: A guideline for choosing and configuring the right hardware and
software to build a hardened Linux-based setup is presented.

» Highlighting Remaining Weaknesses: The process of implementing the hardened Linux
setup revealed several weaknesses. This prompted proposals for future research to improve

defenses against physical access attacks.

1.3 Related Work

This thesis builds on the author’s previous work from 2021 that focused on the offensive aspect
of physical access threats [5]. The previous study laid the groundwork by creating a framework
for determining the most viable physical access attacks given certain conditions. By drawing on
the insights of that study and incorporating the developments of the subsequent two years, this

thesis aims to create a guideline for hardening devices against these threats.
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In 2015, Miiller and Freiling published a paper with an objective related to chapter 3 of this
thesis. In their study, they systematically assessed the attack vectors of FDE solutions for com-
puters and smartphones. Their research operated under a threat model similar to ours, where
an attacker gains physical access to an unattended device with FDE and seeks to extract the en-
crypted data. Since then, offensive security research has emerged that challenges or refutes the
effectiveness of their recommendations.

The 2017 dissertation by Go6tzfried explored strategies for creating trusted systems in untrusted
environments [7]. While his threat model differs from ours, he also considered physical access
attacks. Gotzfried’s work relied heavily on solutions that are academic prototypes. In contrast,
this thesis focuses on countermeasures that are readily available for ordinary computers.

Heads is a project focused on hardening Linux systems against a wide range of physical access
attacks [8]. However, it is only available for a small selection of notebooks because it requires
firmware modifications. Other work in this area has focused on smaller aspects of system security,
such as securing the boot process. The safeboot project aims to reduce the attack surface of the

Linux boot process using Secure Boot, TPM-based attestation, and FDE [9].

1.4 Thesis Outline

This thesis is divided into three main chapters:

» Background: Chapter 2 covers some essential technological prerequisites for understanding
the rest of the thesis.

» Physical Access Attacks and Countermeasures: In chapter 3, we take an in-depth look at
physical access attack vectors, drawing on the existing literature and discussing mitigation
strategies.

« Hardening Guideline: Equipped with this knowledge, chapter 4 walks through the process
of building a hardened Linux-based setup that will resist most of the discussed attack vec-

tors.



2 Background

To effectively navigate the upcoming chapters, a fundamental understanding of technologies re-
lated to FDE and broader platform security is necessary. This chapter provides a brief overview

of these basics, supplemented by references for readers seeking further information.

2.1 Secure Boot

Secure Boot is a security feature that was introduced in version 2.3.1 of the Unified Extensible
Firmware Interface (UEFI) specification [10], [11]. It uses cryptographic hashes and signatures
to verify Extensible Firmware Interface (EFI) binaries, such as drivers and bootloaders, before
they are executed. If a binary fails this verification, Secure Boot blocks its execution. The specifi-
cation defines a set of certificates and databases that are stored in EFT variables. These are used
to determine if a binary is allowed to start:

« Platform Key (PK): Acts as the root of trust, used for signing updates to the Key Exchange
Key (KEK*), Signature Database (db), and Forbidden Signature Database (dbx), not for
signing executables.

+ Key Exchange Key (KEK*): Are used for signing updates to the db and dbx, but can also
sign executables.

« Signature Database (db): Acts as the allow list database, containing certificates and hashes
that are allowed to boot.

« Forbidden Signature Database (dbx): Acts as the deny list database, containing certificates
and hashes that are blocked. The dbx has ultimate veto power.

These databases usually come pre-populated with a Platform Key (PK) and KEK* from the hard-
ware vendor, as well as a KEK* and two db certificates from Microsoft. One of the db certificates
is from Microsoft’s Windows production Certificate Authority (CA), which is used to sign the
Windows bootloader, kernel, and drivers. The second is from Microsoft’s UEFI third-party mar-

ketplace CA, which is used to sign third-party UEFI drivers and Linux bootloaders. Additionally,
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the db may come with hashes of onboard controller firmware that are explicitly allowed. The dbx
typically comes pre-populated with hashes of known vulnerable EFI executables, malware, and
revoked certificates [12, p. 8].

Most Secure Boot implementations have several modes of operation that can be configured
in the UEFI settings. Standard Mode is the default configuration for computers that ship with
Windows preinstalled. In this mode, signature and hash checks are enforced using the certificate
and hash databases discussed earlier. Switching to Setup Mode clears the current PK, suspends
signature verification, and allows the user to enroll new certificates. Once a new PK is enrolled,

Secure Boot switches to Custom Mode, which re-enables signature and hash verification.

2.2 Trusted Platform Module

The Trusted Platform Module (TPM) is a specification developed by the Trusted Computing
Group (TCG), a computer industry consortium, and later standardized under ISO/TEC 11889 [13].
It defines a secure coprocessor that acts as a passive device within its host platform, providing a
set of cryptographic functionalities via a simple command-response protocol. These function-
alities include cryptographic primitives, secure key generation/storage, and status registers that
can be used to attest platform integrity. The specification does not specify the form in which
the TPM is implemented; implementations range from discrete tamper-resistant chips to entirely
software-based solutions. Relevant for our use case are discrete TPMs (dTPMs), which the TCG
considers to be the most secure type [14], and firmware TPMs (fTPMs). The latter are imple-
mented as software running within the host’s Trusted Execution Environment (TEE), which is
usually a dedicated secure part of the main processor.

In our context, a primary use case for the TPM is to aid in measuring the integrity of boot com-
ponents. This is a process where each component in the boot chain computes a cryptographic
hash of the next component before executing it. The first component to initiate the measurement
chain is called the Core Root of Trust for Measurement (CRTM). Because it forms the foundation
of the trust chain, this component must be inherently tamper-resistant and trustworthy. This
is typically ensured by immutable code stored in Read-Only Memory (ROM), which acts as the
CRTM. During the boot process, the CRTM runs first and measures the integrity of the subse-
quent component, which is typically the system firmware. The system firmware does the same
before loading the next component, and the process continues until all critical components have

been measured.
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Table 2.1: PCR usage as specified by the TCG [15].

PCR Index PCR Usage

0 Static Root of Trust for Measurement (SRTM), core system firmware, embedded option ROMs
1 Host platform configuration
2 UEFI driver and application code (option ROMs)
3 UEFI driver and application configuration and data
4 UEFI bootloader code
5 Bootloader configuration and GPT/partition table
6 Host platform manufacturer specific
7 Secure boot policy including PK, KEK*, db, and dbx
8-15 Defined for use by the static OS

To protect these measurements from manipulation, the TPM has a series of Platform Config-
uration Registers (PCRs) designed to store hash values. When a system boots up, all PCRs are
initialized to their default value of all zeros or all ones. Once a PCR’s value has been changed, it
can only be reset to its default value by rebooting the host system. A fundamental security prop-
erty of these registers is that their values cannot be set arbitrarily; they can only be updated with
an extend operation. When extending a measurement into a PCR, the following formula is used:
PCRyey := Hgig (PCRyyq || digest). The TPM concatenates PCR,;y with the new measurement’s
digest and applies the hash algorithm H, to derive PCRyy;y,.-

The concept of PCRs underpins several key features of the TPM, such as remote attestation and
sealed storage. The latter is particularly important in the context of this thesis, as it is commonly
used for FDE. When data is sealed with the TPM, it is encrypted with one of the TPM’s secret
keys. During this process, a policy is defined that specifies the conditions under which the data
may be unsealed. For example, the policy may specify that password authorization is required
or that specific PCR values must be present to unseal the data. This mechanism is invaluable for
FDE because it ties access to the disk encryption key to a trusted system state. Table 2.1 lists the
intended use for each PCR index as defined by the TCG in a supplementary specification [15].

2.3 Full Disk Encryption

The goal of Full Disk Encryption (FDE) is to secure data at rest against unauthorized access

by encrypting every block on the disk or partition. Symmetric block ciphers, such as AES, are
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used to encrypt the data with a Data Encryption Key (DEK). The DEK itself is encrypted with a
Key Encryption Key (KEK) and stored in a key slot within the FDE header on the disk. A KEK
can be derived from several sources, including a password, a smart card, a Universal Serial Bus
(USB) key, or a TPM (see section 2.2). There can be multiple key slots, one for each specific
KEK, each containing an encrypted version of the same DEK. This general design is used in most
disk encryption schemes due to its flexibility. It allows multiple unlocking methods to be used,
and allows those methods to be changed without re-encrypting the data. When changing the
password, for example, only the encrypted DEK in that specific key slot has to be replaced.

Microsoft’s BitLocker is a popular example of an FDE scheme that follows these design princi-
ples [16]. In BitLocker terminology, the DEK is called Full Volume Encryption Key (FVEK) and
the KEK is called Volume Master Key (VMK). The FVEK is encrypted with the VMK and stored
in the BitLocker volume header. Depending on the unlock method in use, multiple instances of
the VMK are stored in the volume header, each protected/encrypted in a certain way. Among

others, BitLocker offers the following modes for unlocking a disk [16]:

« TPM-only: This mode requires no user interaction to unlock the drive. BitLocker protects
the VMK by sealing it with the TPM so that it cannot be unsealed unless the measured
boot process succeeds (see section 2.2). This mode relies on the operating system’s user
authentication scheme to protect the data, sacrificing security for convenience.

« TPM + PIN: In this mode, BitLocker asks for a PIN code, which is then hashed and used
as additional authentication data to unseal the VMK with the TPM. The TPM has anti-
hammering protection to prevent brute-force attacks on the PIN. Despite the use of the
word PIN, BitLocker allows the use of complex alphanumerical passwords.

« TPM + Startup Key: Instead of a PIN, a high entropy key file stored on a USB drive can be
used as a second factor with the TPM. The TPM key and startup key are XORed together to
form the VMK.

« Recovery key: If the measured boot process fails or there are too many incorrect PIN entry
attempts, the TPM will no longer unseal the VMK. For this reason, a recovery key is gen-
erated during the BitLocker initialization process. An instance of the VMK is encrypted
using only this recovery key and is not dependent on the TPM. If all else fails, the recovery

key can be used to unlock the drive.
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2.3.1 Software-based FDE

Solutions such as BitLocker (Windows), dm-crypt (Linux), FileVault (macOS), and VeraCrypt
use the Central Processing Unit (CPU) to encrypt every block before writing it to disk. To reduce
the performance overhead of using FDE, these tools use AES New Instructions (AES-NI), an ex-
tension to the x86 instruction set implemented by many modern CPUs. While this addresses the
performance concern, software-based FDE solutions face two major security issues. First, the
encryption key typically needs to be held in RAM while the device is running, making it vulner-
able to cold boot and DMA-based attacks aimed at extracting the key. Second, parts of the disk,
such as the boot sector or boot partition, must remain unencrypted to initiate the bootstrapping
process that unlocks the rest of the drive. This opens the door for malicious code to be injected

into the boot process, a class of malware known as a bootkit.

2.3.2 Self-Encrypting Drives

SEDs implement encryption transparently within the drive itself, either on the disk controller or a
dedicated coprocessor. This avoids retaining the DEK in system memory and allows encryption of
the entire drive, including the boot sector. This was thought to solve the two problems of software-
based FDE mentioned so far. Earlier models repurposed the ATA security feature set, which
was intended as a password-based access control mechanism that did not necessarily require
encryption. Later, the TCG released the Opal SSC, a new standard for SEDs that mandated the use
of AES encryption and introduced advanced key management capabilities [17]. For drives that
implement the Opal SSC 2.0 and IEEE 1667 standards, BitLocker supports offloading encryption
to the dedicated hardware [18]. Microsoft refers to drives that meet this specification as Encrypted

Hard Drives or eDrives.

2.4 ACPI States

Originally released by Intel, Microsoft, and Toshiba in 1996, the Advanced Configuration and
Power Interface (ACPI) is a widely adopted open standard for power management and hardware
configuration [19]. On ACPI-compliant systems, all power events trigger an interrupt event that
is handled by the operating system. These events, such as closing a laptop lid or pressing the
power button, prompt the operating system to start the appropriate power management proce-

dure, such as the sleep or shutdown sequence. ACPI defines several power states that indicate
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whether a device is running, in a power-saving state, or powered off. ACPI states S0, S3, S4, and

S5 are particularly relevant for physical access attacks, as they directly affect the attack surface of

a device.

« SO: The system is fully running, but may be locked by the OS lock screen. In this state,
software-based FDE keys are stored in RAM and SEDs are unlocked.

+ S3: Commonly referred to as sleep mode or suspend-to-RAM, this state saves power by turn-
ing off most components except RAM, therefore fully preserving the system’s context. In
this state, software-based FDE solutions keep the keys in RAM and while SEDs are powered
off, they are automatically unlocked when switching back to S0 [20], [21].

« S4: Known as hibernate or suspend-to-disk, this mode preserves the system’s context by
writing the RAM contents to a special partition or file on disk called swap space. It then
powers down all system components to save power, and requires the FDE password to re-
turn to SO. If the swap space is encrypted, this mode is practically equivalent to S5 in terms
of attack surface.

« S5: Except for the power supply, the system is completely powered off in this state and
requires the FDE password to boot to SO.

It is important to note that most device and OS configurations allow a potential attacker to switch

between SO and S3. This can usually be done by opening or closing the laptop lid, pressing the

dedicated buttons, or using the controls found on the lock screens of most operating systems. The

same holds true for the more recently introduced power saving state known as Modern Standby

on Windows or S2Idle on Linux. Since switching between these power states does not require a

password, S0, S3, and S2Idle are practically equal in terms of attack surface when physical access

is involved. An attacker will simply put the device into whichever state is more vulnerable.
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Countermeasures

Adversaries seeking to bypass FDE have an array of physical attack vectors at their disposal.
Defending against these threats requires a deep understanding of the vulnerabilities and attack
mechanisms involved. In this chapter, we will take an in-depth look at the attack vectors avail-
able to these adversaries and the potential countermeasures. Our discussion will draw on the
existing literature, and assess the fundamental vulnerabilities that enable these attacks. While
our primary focus will be on the current landscape of attacks and countermeasures, we will also
delve into historical contexts when they provide relevant insights. As we navigate these topics, we
will continuously align our discussion with our threat model. By the end of this chapter, readers
will have a thorough understanding of the physical access attack landscape, the countermeasures

available to mitigate them, and their significance within our threat model.

3.1 Methodology

The following structured methodology was used to systematically evaluate the vast landscape of
physical access attacks:
1. Information Sources and Search: Scholarly search engines, primarily Google Scholar and
Semantic Scholar, were queried for targeted keywords such as Cold Boot, DMA, evil maid,
TPM, FDE, BitLocker, LUKS, keylogging, hardware implants, Secure/Measured/Trusted Boot,
in combination with the words attack, vulnerability, countermeasure, and relevant syn-
onyms.
2. Inclusion Criteria: Preliminary search results were filtered based on their relevance to our
threat model defined in section 1.1. Attacks and countermeasures were excluded if they
were either not applicable to our threat model or became irrelevant due to significant tech-

nological advances since their discovery.
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3. Information Collection: Eligible publications were thoroughly reviewed to extract the rel-
evant information on attacks and countermeasures. Furthermore, the references of the
initial publications and the subsequent publications that cited them were examined. This
recursive method allowed for a comprehensive understanding of the topic.

4. Additional Sources: Recognizing the niche nature of the subject, the search was not limited
to peer-reviewed publications. After gaining a solid understanding of the subject through
the work in step 3 and reviewing the core parts of relevant technical specifications, the
search was extended to the broader web. This included blogs and conference presentations
by recognized industry experts, both individuals and companies. These sources were sub-
jected to the same inclusion/exclusion criteria and additional scrutiny, such as verifying
their claims in available source code or vendor vulnerability disclosures.

Throughout the research process, new attack vectors relevant to this thesis occasionally emerged
that were not initially considered. Once identified, they were included into the search keywords
and subjected to the previously described steps. Through this iterative and methodical approach,
this chapter aims to provide a comprehensive perspective on physical access attacks, the vulner-

abilities they exploit, potential countermeasures, and their effectiveness.

3.2 DMA Attacks

Direct Memory Access (DMA) is what facilitates fast communications with minimal CPU over-
head over the PCI Express (PCle) bus. Modern computers rely heavily on DMA for all types
of PCIe connected devices, such as storage and USB controllers, network adapters and graphics
cards. Using DMA, these devices can transfer data directly to and from system memory without
much CPU involvement, thus drastically improving data rates and latency. This technology is not
only available to internal devices through interfaces such as Peripheral Component Interconnect
(PCI) and PCIe, but also to externally connected devices through the use of FireWire, PCMCIA
and Thunderbolt.

Direct access to system memory becomes a security concern when considering malicious de-
vices. These could be regular system components with compromised firmware or devices that
were designed from the ground up by adversaries to target systems through DMA. Back in 2004,
Dornseif was the first to demonstrate the dangers of DMA [22]. An Apple iPod with modified
firmware was used to attack a computer connected via FireWire. Using DMA to read arbitrary

memory regions of the targeted computer, Dornseif was able to retrieve screen contents, read se-
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cret key material, and create full memory dumps. Write access was leveraged to inject code into
processes or perform privilege escalation.

Over the years, DMA attacks have been demonstrated via several interfaces, such as FireWire
[23]-[25], CardBus [26], [27], PCIe [28], [29] and Thunderbolt [30]-[32]. In 2016, Frisk presented
PCILeech, a DMA attack platform that supports all major operating systems (Windows, Linux,
macOS, and FreeBSD) and various Field Programmable Gate Array (FPGA)-based PClIe devel-
opment/research boards [31]. Using PCILeech, an attacker can read and write system memory
arbitrarily and therefore run malicious code with kernel privileges, bypass the OS lock screen
or extract the FDE keys. In our threat model (refer to section 1.1), this makes DMA attacks a
serious threat if the computer is either running or in sleep mode. If FDE is configured to unlock
without a user-supplied secret (i.e., TPM-only mode), the computer is vulnerable to DMA attacks

regardless of its ACPI state.

3.2.1 DMA-capable Interfaces

To properly understand the attack surface of a device, it is important to identify all interfaces that
support DMA. The following DMA-capable internal interfaces are/were the most common:

o PCI slots (deprecated): Multiple PCI slots used to be found on desktop and server main-
boards. Nowadays, one such slot might be available for backwards compatibility with legacy
devices.

« MiniPCI (deprecated): The PCI-equivalent for laptops, rarely found anymore.

« PClIe slots: Modern desktop and server mainboards commonly offer multiple PCle slots,
which are used for all kinds of expansion cards.

o MiniPCle (deprecated): The PCle-equivalent for laptops, rarely found anymore.

« PCle M.2: Very common in laptops, where they are used for storage (SSDs), Wi-Fi and
WWAN. Modern desktop and server mainboards often have M.2 as well, although primarily
for storage.

While desktops and servers commonly have unoccupied PCI/PClIe slots into which a malicious
device could be inserted, this is rarely the case in laptops. However, this does not mean that
occupied slots are safe, as an attacker might be able to hot swap a PCle device without causing
the system to crash. In laptops, this has been successfully demonstrated by replacing an M.2-
connected Wi-Fi card with a malicious device during sleep mode [29]. This consideration is not

necessary for external DMA capable interfaces, as these are designed to be hot-pluggable:
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« FireWire (deprecated): The first interface demonstrated to be vulnerable to DMA attacks,
rarely found anymore.
o CardBus (deprecated): Also known as 32-bit PC Card (formerly PCMCIA), was used for con-
necting various expansion cards to laptop computers.
o ExpressCard (deprecated): The successor of CardBus.
« Thunderbolt: Versions 1 and 2 used the Mini DisplayPort connector, while current versions
use USB-C.
« USB4: Based on the Thunderbolt 3 protocol, also uses USB-C.
Even though all these interfaces may be vulnerable due to their support for DMA, that does not
have to be the case. Depending on the interface, there are mechanisms such as port authorization

and memory segmentation that aim to mitigate such vulnerabilities.

3.2.2 Port Authorization

Starting with version 2, Thunderbolt Security Levels have been introduced into the Thunderbolt
standard [33]. This is an access control feature that aims to guard against malicious peripherals,
by requiring the user’s approval to initialize Thunderbolt devices. The standard specifies four
security levels, ranging from no security (SLO) to disabling PCIe tunneling (SL3). Some devices
support SL4, which allows PClIe tunneling only for the first device in the chain. The more inter-
esting levels are SL1 and SL2, which are based on the Trust On First Use (TOFU) principle. When
a new Thunderbolt device is plugged in, the user is asked to deny, allow once or always allow ac-
cess by that device. In the case of SL1, the system keeps track of the device’s Universally Unique
IDentifier (UUID), once it has been permanently authorized or rejected. SL2, on the other hand,
uses a cryptographic challenge-response procedure to verify the authenticity of the device, which
promises to be more resistant to spoofing attacks.

In 2020, Ruytenberg published a report describing seven vulnerabilities that completely break
the security claims of the Thunderbolt specification [34]. Among other weaknesses, Ruyten-
berg demonstrated that the UUID of a Thunderbolt device can be spoofed to emulate an already
trusted device and gain DMA to the target system. Even worse, the SPI flash, where the Thun-
derbolt controller stores its firmware and configuration, was found to be insufficiently protected
and re-programmable by an attacker with physical access. This allowed the author to modify
the Thunderbolt firmware or disable security levels altogether. Furthermore, to allow backward

compatibility with Thunderbolt 2 devices, the Thunderbolt 3 implementations tested were found
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to completely disregard the configured security level, automatically allowing DMA to legacy de-
vices. Ruytenberg argues that, since most of the vulnerabilities discovered are part of the Thun-
derbolt 3 specification, virtually all devices are vulnerable. Intel responded to this publication
by recommending Input-Output Memory Management Unit (IOMMU)-based protection against
DMA attacks and made it part of the Thunderbolt 4 certification program [35]. Similarly, the
Windows certification program for USB4 requires that the device ships with toMmMU-based pro-

tection [36].

3.2.3 IOMMU-based Protection

The Input-Output Memory Management Unit (IOMMU) plays a big role in modern operating
systems’ defense strategies against DMA attacks. It is the part of the memory controller that
translates physical memory addresses to I/O Virtual Addresses (IOVAs) in a process called DMA
remapping (DMATr). This allows the OS to restrict a device’s DMA capability to a confined mem-
ory region, similarly to how the Memory Management Unit (MMU) is used to restrict memory
access by processes. To accelerate the translation process, the IoMMU features an Input-Output
Translation Lookaside Buffer (I0TLB) that caches the most recently used translations. Except for
the most low-end configurations, most modern computers have an IOMMU, although it is usually
marketed using a different term. In the case of Intel, it is part of their Virtualization Technology
for Directed I/O (VT-d) [37] feature set, whereas AMD offers it as part of AMD-Vi [38]. Apple’s
own processors feature an TIOMMU as well, as described in their platform security document [39,
p. 63]. On its own, the IOMMU does not provide any protection against DMA attacks. It is the
responsibility of the operating system and its drivers to utilize DMATr to protect against DMA
attacks. The availability and effectiveness of toMMU-based DMA protection therefore highly de-
pends on the operating system and platform in general.

Windows 10 introduced support for DMAr for Thunderbolt devices in version 1803 and ex-
tended it to all PCIe devices in version 1903 [40]. Microsoft refers to this feature as Kernel DMA
Protection and states that it does not protect against DMA attacks via FireWire, CardBus and
ExpressCard [41]. Further, Microsoft states that only certain drivers support DMAr, allowing
the corresponding devices to utilize DMA automatically. The behavior for handling devices with
DMAr-incompatible drivers can be configured using a group policy. By default, these devices will
blocked from performing DMA until an authorized user signs in to the system. While Kernel DMA

Protection started as an opt-in feature, newer devices are now beginning to ship with it enabled,
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not least because of the requirements posed by the Thunderbolt 4 and USB4 certifications [35],
[36].

In other operating systems, the state of DMAr support is similarly complicated. Linux kernel
support for DMAr has been available since 2006 for Intel and 2007 for AMD CPUs [42] and can
be configured via a set of kernel parameters [43]. In systems with an Intel CPU, it is opt-in, unless
the kernel was compiled with a certain configuration option [44]. Because of bug reports!, most
Linux distributions chose not to enable it by default on Intel systems [32]. Systems with AMD-
Vi, on the other hand, use the ToMMU by default on Linux if AMD-Vi is enabled in the Basic
Input/Output System (BIOS) [43]. Apple’s macOS is the only OS that has been shipping with
DMATr enabled since 2012 [42, p. 56], [32].

3.2.4 IOMMU-resistant Attacks

The erratic support for DMAr via the IOMMU in operating systems and drivers is not the only
challenge when it comes to protecting against DMA attacks. As far back as 2009, research started
showing that implementation issues can allow attackers to bypass the IoMMU [45], [46]. These
early findings do not apply to the threat model of this thesis because they describe an attack
that requires full access to a Virtual Machine (VM) running on the target computer. However,
other ways to bypass the IoMMU were discovered in the following years that do fit our threat
model. In 2016, Morgan et al. demonstrated an attack that allowed them to add an entry to the
DMAr table during the early Linux boot stages, before DMA is governed by the ioMMU [47]. This
effectively bypassed the IoMMU and granted full memory access to the malicious device. Since
then, Apple and Microsoft have introduced measures to block such vulnerabilities [32]. In 2017,
Rothwell described a new attack that bypasses the IoMMU by using PCle’s Address Translation
Services (ATS) feature [42, p. 97]. ATS is a performance optimization that allows PCle devices
to handle TOoMMU translations themselves instead of relying on the system’s IoMMU. Rothwell
demonstrated how a malicious device can advertise ATS support to the operating system and can
then perform DMA without any restrictions. In response to this vulnerability, Intel’s introduced
a patch in Linux version 4.21 to disable ATS for Thunderbolt devices [32]. On Linux, ATS can
also be disabled altogether through a kernel parameter [43].

There are several weaknesses beyond the IOMMU bypass vulnerabilities described so far. In

2016, Markuze et al. theorized about two fundamental vulnerabilities that exist because of how

'https://bugs.launchpad.net/ubuntu/+source/linux/+bug/1971699
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the TOMMU is commonly used [48]. First, the IoMMU works at page granularity (4 KiB) only
and cannot offer the byte-level protection that the DMA API specifies, creating a spatial, also
called sub-page, vulnerability. This means that a device can access any memory that is located
on the same page that one of its DMA bulffers begins or ends on, potentially exposing sensitive
kernel memory. Second, most operating systems invalidate the cached IOMMU translations asyn-
chronously, which is important for performance reasons, but leads to potential temporal vulner-
abilities. Deferred invalidation creates a small window of time during which a device still has
access to the DMA buffer after it has been unmapped. Sensitive data could now be written to
the buffer and become accessible to the device until invalidation takes place. Temporal vulner-
abilities can be avoided by reverting to synchronous invalidation of IOMMU translations, at the
aforementioned cost in performance.

In 2017, Rothwell demonstrated that the spatial vulnerability can be exploited to overwrite ker-
nel function pointers and gain arbitrary code execution. Temporal vulnerabilities can be exploited
as well, as demonstrated by Kupfer et al. in 2018 [49]. A year later, Markettos et al. introduced
Thunderclap, a PCle attack platform which they used to evaluate ATS, spatial, and temporal vul-
nerabilities against all major operating systems and across different hardware [32]. Their work
showed that all major operating systems were vulnerable to DMA attacks, leading to information
leakage and code injection, despite utilizing the IoMMU for DMA remapping.

In 2021, Markuze et al. published their extensive research on characterizing, exploiting and
detecting ToMMU-resistant DMA attacks in Linux [50]. They identified four types of sub-page
vulnerabilities and three vulnerability attributes that are required for code injection attacks. Ad-
ditionally, they published a static code analysis tool and a runtime analysis tool to systematically
identify these vulnerabilities in the Linux kernel and drivers. Using these tools, they found that
72% of device drivers expose callback pointers, allowing a malicious device to perform code in-
jection attacks. Prior work on sub-page vulnerabilities demonstrated code injection attacks that
require certain conditions to be met, such as an exposed kernel pointer. Markuze et al. introduce
compound attacks, which are multi-stage DMA attacks that use various strategies to create the

necessary conditions for a code injection attack.

3.2.5 Summary and Outlook

DMA attacks have been known for almost two decades and are still at least as relevant of a threat

as ever. Virtually all computers have DMA-capable interfaces and, with the growing adoption
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of Thunderbolt 4 and USB4, more and more of these interfaces are accessible externally. OS
and hardware makers are aware of this threat and have implemented countermeasures based
on port authorization schemes and DMA remapping. However, the research presented in this
section highlights that these countermeasures are severely lacking and cannot protect against
more advanced attacks.

There is no shortage of proposals for preventing these vulnerabilities. Notably, Markuze et
al. proposed a new way of using the IOMMU in 2016 that uses distinct pages for each device and
copies data in and out of these pages upon DMA request [48]. Their solution eliminates the spatial
and temporal vulnerabilities discussed in this chapter, but comes at a considerable cost in perfor-
mance. They later addressed some of these performance issues, although only for a specialized
networking use case [51]. Other solutions, both hardware- and software-based, have been pro-
posed [52, pp. 19-21], [42, pp. 105-117], but they are beyond the scope of this thesis. Until these
countermeasures evolve from academic proof-of-concepts to mature safeguards, DMA attacks
must be considered a serious risk in our threat model—one that cannot be prevented with cur-
rent technology alone. As a consequence, users who need the utmost level of protection against
DMA attacks, need to avoid leaving their devices unattended unless they are powered off (S5) or

in hibernate mode (S4).

3.3 Cold Boot Attacks

While it is generally assumed that RAM contents vanish once the system is powered off, the
memory remanence effect has been known for decades [53]-[55]. Instead of immediately losing
their charge, memory cells will slowly fade towards their ground state if they are not refreshed.
This effect can be prolonged to several minutes by sufficiently cooling the memory modules [2],
[55].

Security implications of the memory remanence effect have been theorized early on, but it took
until 2008 for practical attacks to be demonstrated by Halderman et al. [2]. Their renowned paper
demonstrates practical cold boot attacks targeting numerous popular disk encryption solutions
(BitLocker, TrueCrypt, dm-crypt, and FileVault). All these software-based FDE solutions store
the encryption key in main memory while the computer is running or in sleep mode. The cold
boot attacks they describe exploit this property to extract the disk encryption key in three steps:

1. Gain physical access to the target computer while it is running or in S3 sleep.

2. Acquire an image of the system memory by
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a) either rebooting the machine from a USB drive with a specialized memory imaging
tool
b) or transplanting the memory modules to a machine controlled by the attacker.
3. Analyze the memory image, identify encryption keys and reconstruct keys in case of bit
errors.
Halderman et al. documented their results on six laptops with different hardware configurations
(DDR1 and DDR2 memory). They found that even without cooling, the memory modules would
retain most of their data for several seconds before the error rate became too high to recover usable
data. This could be prolonged to a few minutes by cooling the memory with the refrigerant found
in readily available compressed air cans. When these cans are used in an upside-down position,
the contained refrigerant leaves the can in liquid form, evaporates rapidly and cools the surface
of the memory chips to temperatures as low as —50 °C.

They created a bootable tool with a minimal memory footprint for creating a memory image.
If the BIOS configuration allows it, this tool can be booted directly on the target machine via
PXE network boot or USB. Otherwise, the RAM modules had to be quickly transplanted to an
attacker-controlled machine, while providing sufficient cooling. Whenever possible, the former
method is preferred because it reduces the memory’s chance to decay. In the case of a soft reboot,
the memory is continuously receiving power, which completely avoids decay.

Arguably the most important part of their research was the development of keyfind and keyfix,
a set of tools that identify encryption keys in memory images and correct potential bit errors that
occurred because of memory decay. Instead of looking for the DEK itself, they search for the
pre-computed key schedule in memory, which is a set of permutations of the DEK that are part
of the symmetric encryption algorithm. Depending on the encryption algorithm, 10 to 16 round
keys exist in the key schedule and can be used as a form of error correction code. With keyfind

and keyfix, they were able to defeat BitLocker, TrueCrypt, dm-crypt, and FileVault FDE.

3.3.1 Modern Cold Boot Attacks

In an effort to reproduce the findings described so far, Gruhn and Miiller conducted a trial with
17 laptops, including systems with more modern DDR3 based memory [56]. For systems with
DDR1 and DDR2 memory, their results were largely consistent with those from Halderman et
al., but they were unable to recover any data from DDR3 based systems in case of a hard reboot

or memory transplantation. It was later determined, that memory scrambling is the reason for this
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complication with DDR3 memory [57]. The memory controller on DDR3 and DDR4 systems does
not store the data in plain text but rather XORs it with a pseudo-random keystream [58]. This
was never intended as a security feature, as it does not use a cryptographically secure source of
random data. Instead, the memory scrambler aims to create a more uniform distribution of ones
and zeros, reducing current fluctuations and improving signal integrity on high-speed memory
buses [59]. Further research has shown that these scramblers offer no meaningful protection
against cold boot attacks on DDR3 [57] and DDR4 [58] based systems.

In 2018, Segerdahl and Saarinen have demonstrated some improvements to the practicability
of cold boot attacks, that avoid transplanting memory and thus the complications of memory
scrambling [60]. To accomplish this, they had to circumvent a security feature that was specif-
ically designed to mitigate reboot-based cold boot attacks. Modern UEFI firmware implements
the TCG PC Client Platform Reset Attack Mitigation Specification [61]. It specifies the Memory
Overwrite Request (MOR) bit, which can be set by the OS to inform the firmware about the pres-
ence of secrets in memory. Per default, the MOR bit is set to induce a memory-overwrite by the
firmware. If the OS performs a clean shutdown procedure that includes overwriting secret keys
in memory, it sets the value of the MOR bit to indicate that no secrets need to be overwritten by
the firmware. However, the MOR bit was found to be improperly secured because it is stored
in an unprotected region of the surface-mounted SPI flash chip on the mainboard. The exposed
pins of this UEFI chip allow easy reading and reprogramming of its contents in a non-destructive
way by using a test clip. By doing so, an attacker can disable the memory-overwrite functionality
and change any firmware settings that would prevent booting a memory imaging tool to conduct
a cold boot attack. With this technique, they were able to avoid memory transplantation and
the effects of memory scrambling on DDR4 systems. The TCG has since released version 1.10 of
their PC Client Platform Reset Attack Mitigation Specification, which includes a locking mecha-
nism for the MOR bit [62]. This mechanism aims to protect against unauthorized modification
of the MOR bit by the OS kernel [63]. It is unclear if this revision of the standard protects against
physical attacks through the SPI interface.

3.3.2 CPU-bound Encryption

Early strategies for mitigating some of the risks of cold boot attacks involve the utilization of
CPU-bound encryption. The general idea is to avoid storing any cryptographic key material over

long periods of time in system memory, and instead utilize CPU registers for key storage. In

20



3.3 Cold Boot Attacks

2011, Miiller et al. introduced TRESOR, an implementation of this concept in the form of a Linux
kernel module [64]. It is an extension to the kernel’s crypto API that implements AES and stores
the encryption key in the debug registers of the CPU. By utilizing AES-NI, TRESOR can perform
encryption without ever storing cryptographic key material in RAM.

Unfortunately, TRESOR requires two patches to the Linux kernel that hinder its mainstream
potential. The first patch ensures that the encryption of a block of data is an atomic operation.
This is crucial because if the CPU scheduler were to perform a context switch during encryption,
the CPU registers containing key material would be swapped to system memory. The second one
blocks user-space access to the CPU’s debug registers, as those are used to store encryption keys.
This has the consequence of blocking the use of hardware breakpoints or watchpoints, features
often utilized by debuggers. The authors of TRESOR argue that this is not an issue for regular
users and developers, because debuggers can emulate them in software.

In 2012, TreVisor was introduced in an effort to improve the security and compatibility of CPU-
bound encryption [65]. It is based on BitVisor, a thin hypervisor that enables transparent disk
encryption and DMA protection for its single guest operating systems [66]. By implementing
these security controls transparently on a hypervisor level, the need for OS-specific patches is
eliminated. TreVisor effectively combines the security benefits of TRESOR and BitVisor, enabling
an FDE scheme that is resilient against cold boot attacks as well as DMA based attacks.

Even with OS-agnostic solutions such as TreVisor, CPU-bound encryption still has a major
flaw. Cold boot attacks can not only target disk encryption keys, but also other sensitive infor-
mation that resides in RAM. This may include application-specific secret keys or browser data
such as user credentials and payment information. Memory encryption solutions can mitigate
these attacks by making use of CPU-bound encryption schemes to encrypt system memory. These

solutions can be software- [67]-[70] or hardware-based [71]-[74].

3.3.3 Software-based Memory Encryption

In 2016, Gotzfried et al. introduced RamCrypt, a Linux kernel patch that transparently encrypts
the address space of user-mode processes [67]. It is based on TRESOR and therefore operates
without relying on system memory for encryption and secret key storage. While it protects the
memory of all user-mode programs transparently, RamCrypt cannot be used to encrypt kernel
memory. As an effort to eliminate this restriction and avoid patching the OS, HyperCrypt was

created [68]. Similar to TreVisor, it is based on BitVisor but instead implements RAM encryption
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transparently for the entire guest OS. While HyperCrypt simplifies OS compatibility and allows
encryption of kernel memory, performance remains a concern.

A different approach to memory encryption was taken by Zhao and Mannan when designing
Hypnoguard [69]. Instead of aiming to encrypt RAM while the system is running, Hypnoguard
only encrypts memory when switching to sleep mode. By using AES-NI, the authors claim to be
able to perform full memory encryption in under one second for a computer with 8 GB of RAM.
The encryption key is sealed in the system’s TPM, where it cannot be read by a potential attacker.
Upon returning from sleep mode, Hypnoguard requires a user password as well as a valid integrity
measurement by the TPM to release the key. A similar approach to memory encryption was taken
by Franzen et al. in 2020 with their solution called FridgeLock [70]. Their goal was to implement
everything as a Linux kernel module, which reduces the amount of work necessary to maintain
FridgeLock in future kernel versions. The security guarantees of Hypnoguard and FridgeLock
depend on the assumption that users will switch into sleep mode whenever leaving their device
unattended. This makes them primarily suitable for laptop and desktop computers, whereas

servers are incompatible with this approach.

3.3.4 Hardware-based Memory Encryption

A possible option to overcome the limitations of the software-based solutions mentioned so far
are hardware-based memory encryption technologies. Intel released Software Guard Extensions
(SGX) in 2015, a set of CPU instructions that allow user-mode processes to create an encrypted
memory region, called a secure enclave [71], [72]. When a program creates a secure enclave, it
provides trusted code that runs in the enclave and has exclusive access to the protected memory
region. The CPU ensures that even high-privileged kernel or hypervisor code is unable to ac-
cess protected enclave memory. While the primary use-case for SGX is process isolation, enclave
memory is also protected against physical access threats, such as cold boot attacks. Nonetheless,
SGX has at least three critical limitations that prevent its use for full RAM encryption: (1) ap-
plications have to be rewritten to use SGX, (2) only user-mode processes can utilize SGX and (3)
the total size of all enclaves is limited to 128 MB. Gotzfried demonstrated that the second limi-
tation can be overcome, allowing SGX to be used for disc encryption, although at a significant
performance cost [7].

Thankfully, CPU manufacturers have caught on and introduced hardware-based memory en-

cryption technologies specifically intended to protect against cold boot attacks. Unlike SGX,

22



3.4 Attacks on Self-Encrypting Drives

AMD’s Secure Memory Encryption (SME) works with existing applications and only requires
setting a special bit in the x86 page table to enable encryption for that specific memory page [73].
There is also Transparent Secure Memory Encryption (TSME), a feature controlled through a
BIOS setting that transparently encrypts all memory with a key randomly generated at boot time
and requires no special support by the OS. A study by Mofrad et al. shows that the performance
impact of full memory encryption with SME is minimal for most workloads [75]. Intel has since
introduced a competing technology called Total Memory Encryption (TME) [74]. While the avail-
ability of TSME and TME is still limited to higher-end or business-oriented CPUs, they are avail-

able widely enough to be a feasible solution for security conscious users.

3.3.5 Summary

The memory remanence effect of dynamic RAM still poses a threat to modern computers by
exposing sensitive information such as encryption keys to cold boot attacks. Reboot-based cold
boot attacks circumvent the added complexity of memory scrambling introduced with DDR3 and
work on systems using soldered memory. The MOR specification designed to mitigate this type of
attack has been shown to be ineffective, as it relies on UEFI functionality that can be manipulated
by an attacker [60]. However, even transplantation-based cold boot attacks are still viable on
newer systems, because memory scrambling does not offer any cryptographic protection and can
be reversed [57], [58].

Various software-based memory encryption solutions have been introduced in academia, each
with their set of shortcomings in terms of security, compatibility, and performance [64], [65],
[67]-[70]. They have not seen any widespread adoption beyond academia, presumably because
the demand for cold boot protection was not high enough to bear these burdens. Hardware-based
memory encryption solutions, such as AMD’s TSME [73] and Intel’s TME [74], seem to be the
most promising options, as they can work transparently with existing operating systems and have

a minimal performance impact.

3.4 Attacks on Self-Encrypting Drives

When Self-Encrypting Drives (SEDs) started to become widely available, they were believed to
offer better security than software-based FDE solutions [76]. This was because traditional DMA

and cold boot attacks, targeting the encryption key in memory, were mitigated by implementing
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disk encryption separately from the main memory and CPU. SEDs also promise to offer protection
against malware targeting the boot sector or bootloader because they encrypt the entirety of the
disk, whereas software-based FDE requires an unencrypted bootloader. However, since their
emergence, new attacks and flaws have been discovered, which challenge the supposed security

benefits of SEDs.

3.4.1 Hot Plug Attacks

In 2012, Miiller et al. introduced a novel attack that allows an attacker to defeat the encryption
provided by SEDs if the target system is running or in sleep mode [20]. When a system with a
SATA-based SED is powered on, the user is asked for a password to unlock the drive. The drive
remains unlocked as long as it is powered on, or until it is explicitly locked by issuing a specific
ATA command. An attacker can exploit this fact by disconnecting the SATA cable from a running
SED and connecting it to their own computer while keeping the power connection intact. This
way, the SED remains unlocked and the attacker gains access to the decrypted data, without
knowledge of the password. Initially, this attack was tested with SEDs utilizing the ATA Security
standard, but it has since been confirmed to be effective against Opal SSC-based SEDs [21].
While unplugging the SATA connection without cutting power is possible on desktop com-
puters, most laptops use a single connector for both SATA and power, making this procedure
significantly more difficult to perform on a running machine. There is, however, a way to cir-
cumvent this limitation by abusing another flaw in most SED implementations. Most laptops
only require the password in the boot process, but unlock the disk automatically when resum-
ing from sleep mode [6], [21]. The attacker can therefore remove the SED while the laptop is in
sleep mode and install extension cables between it and the mainboard, to allow unplugging the
SATA and power connection independently. When returning from sleep mode, the laptop will
automatically unlock the SED and the attacker can proceed with the regular hot plug attack.
Some laptops protect against hot plug attacks by detecting that a drive has been disconnected
in sleep mode and refusing to automatically unlock it if that is the case. Boteanu and Fowler
circumvent this mechanism with a variant they call hot unplug attack that targets running lap-
tops [21]. They describe sliding in a SATA data and power connector with exposed pins between
the drive and mainboard contacts, therefore keeping the connection to the laptop intact. Then
they supply power through the inserted connector and disconnect the drive from the victim’s ma-

chine. This way, the drive will remain unlocked and the attacker gains access to the unencrypted
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data by connecting the drive’s SATA interface to their own machine.

Both papers [20], [21] conclude that effective countermeasures against hot plug attacks cannot
be implemented by the host system, because the host can only lock the drive if the SATA connec-
tion is still intact. Instead, SED manufacturers would need to implement a feature that detects

when the drive’s SATA interface is disconnected, and subsequently locks the drive.

3.4.2 Forced Restart Attack

This is another attack that exploits the fact that SEDs will remain unlocked until powered off or
explicitly locked. While Miiller et al. refer to it as cold boot attacks on SEDs [20], Boteanu and
Fowler call it a forced restart attack [21]. Most machines did not lock the drive when doing a soft-
reset, thus allowing an attacker to reboot into another OS and access the unlocked SED. If the OS
does not allow rebooting the machine while on the lock screen, a reboot can be forced through
multiple means. This is done either by shorting two pins on the mainboard that are responsible
for inducing a soft reset, or by triggering a blue screen on Windows, which was accomplished by
fuzzing the USB bus or shorting two memory pins [21]. Of course, the target machine has to be
configured to allow booting from alternative sources, such as USB, for this attack to be successful.
Otherwise, the attacker will have to attempt to manipulate the necessary BIOS settings, which is
not guaranteed to work, but has been demonstrated in the past [60]. Additionally, some machines
do lock the SED when rebooting, but this can be subverted by briefly disconnecting the SATA data

connection during the reboot [20].

3.4.3 Design and Implementation Flaws

A major problem in the realm of SEDs is that instead of a few well-tested software-based FDE
implementations (BitLocker, dm-crypt, FileVault), there are many more hardware-based FDE
implementations across all the different SED manufacturers. Inevitably, this will negatively af-
fect the quality of these implementations, not least because they cannot be audited as easily as
their software-based counterparts. In 2015, Alendal, Kison, et al. took a deeper look into the
inner workings of a series of SEDs from one manufacturer [77]. They identified several vulnera-
bilities that result in the decryption of user data, without the knowledge of any user credentials.
The models they analyzed were for external use and thus did not implement the TCG Opal SSC
standard, unlike modern internal SEDs.

In 2019, Meijer and van Gastel discovered several security flaws affecting a wide range of SEDs
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that do implement the Opal SSC standard [78]. They analyzed SEDs from various manufacturers

by reverse engineering their firmware and found weaknesses that allow the recovery of all stored

data without knowledge of the secret key or password. Their attack model focused on machines

that are completely powered off, which is usually considered to be the best-case scenario for FDE.

Nevertheless, they were able to exploit the majority of analyzed drives, due to specification, de-

sign, or implementation issues. Most attacks required some form of low-level control over the

drive’s storage controller, to access parts of the device that are not exposed through the SATA

or NVMe interface. This was achieved by using the JTAG debugging interface or, in case JTAG

was disabled, gaining arbitrary code execution on the storage controller by installing a modified

firmware image. Their case studies of nine SEDs identified, among others, the following flaws:
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« DEKSs not Derived from Secrets: The Opal SSC standard does not mandate if and how the

DEK should be derived from the password. To offer any meaningful cryptographic protec-
tion, the DEK must be derived from a secret that does not reside on the drive. Certain drives
store all the necessary decryption secrets on the drive itself, using the password verification
process solely for access control [78]. This allows an attacker to bypass the password veri-
fication and access the unencrypted data by manipulating the controller’s memory.

Single DEK for the Entire Drive: Opal SSC drives support multiple locking ranges, which can
be locked or unlocked separately with their distinct password. Ideally, each range should be
encrypted with a distinct DEK as well, but four out of nine tested drives failed to implement
this correctly [78]. This is especially severe if BitLocker is used because an unprotected
locking range is required for bootstrapping the system. Since the unprotected range shares
the same DEK as other ranges, an attacker with low-level access to the storage controller

can decrypt all the data.

« ATA Master Password Re-enabling: The ATA security standard includes a master password

and a user password, both capable of unlocking the DEK. For effective data protection,
users need to disable or change the default master password. However, certain drives
failed to remove the DEK derived from the default master password when changing or dis-
abling it [78]. Consequently, attackers with low-level access could decrypt the SED using
the widely known default master password.

Wear Leveling Prevents Overwriting Secrets: SSDs employ wear leveling to extend the lifes-
pan of NAND flash cells by evenly distributing writes across the storage medium. For this

purpose, the controller maintains a mapping of logical to physical sectors. Repeatedly writ-
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ten logical sectors are typically redirected to different physical sectors by the drive con-
troller. The original physical sector remains unchanged, with only the mapping adjusted
accordingly. One of the analyzed drives uses the write-leveled NAND flash to store its in-

ternal key material, which allowed recovering the KEK to access all unencrypted data [78].

3.4.4 Summary

While SEDs might offer some benefits in terms of performance, their promised security benefits
are overshadowed by several critical vulnerabilities. Hot plug attacks target systems that are run-
ning (S0) or in sleep mode (S3) and defeat the disk encryption entirely [20]. It is a practical attack
that requires no special tools and has been demonstrated to work against all tested SATA-based
SEDs [21]. It remains to be seen if NVMe-based SSDs are vulnerable as well.

The more recently discovered design and implementation flaws undermine the security of
SEDs even if the system is completely turned off [78]. Bad cryptographic practices, as well as
key management issues, allow an attacker to decrypt the data without knowledge of any secret
key. Although these flaws are vendor- and model-specific and do not apply to all SEDs, they
erode the trust in proprietary hardware encryption schemes that are difficult to audit. BitLocker
used to rely entirely on hardware encryption by default for drives implementing the Opal SSC 2.0
and IEEE 1667 standards. However, these security issues prompted Microsoft to revert to using

software-based encryption per default.? 3

3.5 Attacks Against the TPM

FDE provides substantial security benefits but requires a strong password entered at startup,
which can be an inconvenience. Especially in a time when biometrics are widely used to make
security more seamless, there is a demand for FDE solutions that are less intrusive to the end-
user. Because of their sealing functionality described in section 2.2, TPMs are commonly used
to achieve this goal. Upon booting up, the integrity of a specific set of early boot components
and configurations is measured using the TPM. If the verification succeeds, the TPM unseals the
encryption key, allowing the system to boot up without any user interaction. Among major PC
operating systems, Windows is the only one that heavily relies on the TPM for FDE. For this rea-

son, most of this section addresses BitLocker’s implementation of TPM-assisted disk encryption

’https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/ADV180028
Shttps://support.microsoft.com/en-us/help/4516071/windows-10-update-kb4516071
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and its weaknesses.

When the TPM is used to store the FDE key, it becomes a target for attacks that needs to be
considered in the threat model of this thesis. There are significant differences in terms of attack
surface between the different types of TPMs discussed in section 2.2. Despite dTPMs being con-
sidered the most secure type of TPM [14], they are vulnerable to a class of attacks that is mostly
not applicable to fTPMs. These attacks target the communication bus between the dTPM and
the host system. On the other hand, fTPMs are vulnerable to a distinct class of attacks targeting
the Trusted Execution Environment (TEE) that they are running in. Being part of the CPU, the
TEE also lacks the physical tamper resistance against fault injection, side channel, and invasive

silicon attacks that dTPMs provide.

3.5.1 Data Bus Attacks Against discrete TPMs

While the TCG and dTPM manufacturers have put significant effort into hardening the security
of the chip itself, the interfaces for communicating with the host system have become the primary
targets for attacks. The host system typically communicates with the dTPM via data buses like
SPI, I?C, or Low Pin Count (LPC), which lack inherent security. The simplicity and low data
rates of these interfaces, make them easy to manipulate and work with, even using inexpensive
equipment. Yet, the integrity and confidentiality of the data exchanged between the dTPM and
the host is crucial for protecting the FDE keys sealed by the dTPM—at least with current FDE
solutions. This discrepancy has enabled several attacks, that led to the successful extraction of

keys or forging of measurements.

Passive Attacks

In 2005, Kursawe et al. demonstrated the insecurity of the dTPM’s communications channel by
performing passive sniffing attacks [79]. They did their analysis on a dTPM that uses the LPC bus
via a socket-connector, as this offers an easy way of probing the data lines. An FPGA was used
to parse and filter the data monitored on the LPC bus and only forward TPM-related packets to a
logic analyzer. All the data they captured was in plain text, thereby exposing secret keys during
the unsealing operation.

One and a half decades later, this is still an exploitable attack vector, as documented by Andza-
kovic [80]. In this modern variation of the attack, a cheap FPGA board was used to extract the

secrets from an LPC-connected dTPM on a Microsoft Surface 3. To filter out the interesting LPC
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traffic, the FPGA board was programmed to only forward TPM-specific packets to the attacker’s
system [81]. Like in most portable devices, the dTPM targeted by this attack is soldered to the
mainboard of the device instead of being connected via a socket. This complicated his attack, as
wires had to be soldered on the small exposed pins of the dTPM to connect the data lines to the
FPGA board. The machine was using BitLocker in TPM-only mode, meaning that the VMK is
unsealed without user interaction during the boot process, as long as the measured boot compo-
nents are genuine. By parsing the captured data, the VMK can be retrieved and used to decrypt
the disk.

Pucher and Grebeniuk demonstrated improvements to the practicality of this attack and were
able to perform it during a 30-minute presentation [82]. Instead of soldering, they used small
probe hooks that can be attached to the exposed pins of the dTPM, making the process less in-
trusive and time-consuming. They also used a different, more practical approach for decrypting
the data. Based on research by Kornblum [83], they implemented a tool for reconstructing the
recovery password using the VMK and data from the BitLocker volume header. This way, no ad-
ditional tools are required for decrypting the disk, as the recovery password can be used directly

in windows to unlock the drive.

Active Attacks

One core security aspect of PCR measurements is that the registers’ values cannot be reset while
the system is running. The only time at which all PCR values are expected to be blank, is during
the boot process before the first measurement by the CRTM has taken place. If it were possible
to reset the TPM independently of the system, arbitrary measurements could be relayed to forge
a desired state of PCRs and thus, among other things, unseal secret keys. As it turns out, exactly
this can be achieved with a so-called TPM reset attack. This attack against dTPMs was described
independently by Kauer [84] and Sparks [85] in 2007. It simply requires connecting the reset line
of the LPC bus to ground using a piece of wire, which causes all connected devices to reset. Now,
the dTPM is in the same state as when the system boots up, and all PCR registers are blank. The
authors only described the steps following the dTPM reset in theory, but they are similar to how
BitLeaker works (see section 3.5.3):

1. Obtain the PCR measurements of a genuine boot process from the firmware event logs.

2. Reset the dTPM by connecting the LPC reset pin to ground.

3. Initialize the dTPM with the same commands that are used by the BIOS/UEFI during
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startup.
4. Replay the previously obtained PCR measurements to re-create the desired state.

5. Issue the necessary TPM commands to unseal the disk encryption key.

Winter and Dietrich introduced a variant of this attack, which they call platform reset attack [86].
Instead of resetting the dTPM independently of the host system, they reset the host system and
keep the dTPM running. To accomplish this, the dTPM has to be shielded from the LPC reset
signal that is triggered during a system reset. Additionally, the LPC framing signal has to be kept
at the zero state during startup, effectively hiding the dTPM from the system and preventing any
further interaction. This variant of the attack avoids having to retrieve and relay PCR measure-

ments, and would instead involve the following steps:

1. Boot up the system normally, so that the PCR measurements allow the disk encryption key
to be unsealed.

2. Shield the dTPM from the LPC reset signal and manipulate the framing signal.

3. Trigger a platform reset. The dTPM will be unaffected and the PCR values will remain
unchanged.

4. Boot an attacker-controlled OS.

5. Restore the LPC framing signal and issue the necessary dTPM commands to unseal the disk

encryption key.

In their research, Winter and Dietrich detailed the simple circuitry needed to perform this attack.
Two lanes of the LPC connection to the dTPM have to be intercepted and run through this circuit

which includes a switch to control the framing signal.

Besides their variation of the reset attack, Winter and Dietrich also introduced several active
attacks targeting the Dynamic RTM (DRTM) capabilities provided by the TPM. Based on their
insights, Boone developed TPM Genie, a tool that can intercept and modify the TPM’s commu-
nications [87]. It is capable of spoofing PCR measurements, thus undermining the security of
sealed storage and attestation. Boone also used it for attacking the host platform by sending mal-
formed packets that cause unexpected behavior in response parsers. Through his research, 30
memory corruption vulnerabilities in open-source TPM drivers were revealed and reported to

the software vendors.
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3.5.2 Attacks Against Firmware TPMs

While fTPMs do not suffer from the data bus attacks discussed so far, they are susceptible to dif-
ferent types of vulnerabilities that affect the TEE they are running in. These can be classified into
software vulnerabilities, targeting the fTPM implementation or underlying software that runs the
TEE, or hardware vulnerabilities. In 1018, Cohen disclosed a stack buffer overflow vulnerability
in the code responsible for parsing user-supplied Endorsement Key (EK) certificates [88]. By ap-
plying common exploitation techniques, these kinds of vulnerabilities could be leveraged to run
arbitrary code in the TEE context, breaking the security guarantee of the f{TPM.

In 2023, Jacob et al. explored the hardware-based attack surface, publishing their research on
fault injection attacks against an fTPM from AMD [89]. Their threat model aligns very well with
the one described in section 1.1, in that they target an FDE-protected laptop to gain access to the
encrypted data. This is based on prior work by Buhren et al., which demonstrated that carefully
timed voltage fault injection can be leveraged to gain arbitrary code execution in AMD’s TEE [90].
Jacob et al. took advantage of this vulnerability to extract the fTPM’s secret key that is used to
encrypt the non-volatile TPM data. This encrypted data could then be easily read and decrypted,
as it is stored on the BIOS flash chip. With the complete internal state of the TPM exposed,
they were able to unseal the cryptographic keys used for FDE. When this attack was applied to
a BitLocker encrypted device with a TPM + PIN key protector, compromising the f{TPM was not
enough to decrypt the data—the PIN had to be brute forced first. BitLocker uses the PIN not
only to authenticate against the TPM, but also to encrypt the VMK before it is sealed. Not every
FDE solution implements the TPM + PIN combination as securely as BitLocker does. Jacob et al.
found that systemd-cryptenroll uses the PIN only for authenticating against the TPM, therefore

offering no protection if the TPM is compromised.*

3.5.3 Power Management Vulnerabilities

As already discussed, it is crucial that the TPM maintains the PCR values while the system is
running. Otherwise, the security of PCR measurements cannot be guaranteed. However, PCRs
are part of the TPM’s volatile memory and therefore lose their state when the system enters sleep
mode. For this reason, the TPM is supposed to save these values in its non-volatile RAM (NVRAM)
before entering sleep mode, where they can remain until system wake-up. The TCG’s TPM spec-

ification mandates how this process has to be implemented [13]. When the operating system

“https://github.com/systemd/systemd/pull/27502
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wants to trigger sleep mode, it has to notify the TPM to save its state. The CRTM is responsible
for deciding whether the TPM should restore its state or be re-initialized when transitioning back
to SO.

In 2018, Han et al. published a vulnerability that arose from the improper handling of power-
saving states in TPM version 2.0 [91]. It allowed PCR values of a TPM to be forged after transition-
ing from S3 to S0. While reviewing a change between the TPM 1.2 and 2.0 specifications, they
found a flaw or ambiguity in the newer version that led to vulnerable implementations across
many hardware vendors. The flaw is triggered by not notifying the TPM before entering S3 sleep,
preventing it from storing its state. In version 1.2 of the specification, the TPM enters failure
mode if no saved state is available when exiting sleep mode. In failure mode, the TPM no longer
accepts new PCR measurements to protect itself from replay attacks. This fail-safe is not properly
specified in version 2.0, allowing arbitrary measurements to be extended to the now empty PCRs.
An attacker can therefore replay measurements from a previous, genuine boot sequence to access
a sealed secret.

Han and Park later weaponized this vulnerability in a tool called BitLeaker [92]. It targets
BitLocker encrypted systems in TPM-only mode and extracts the VMK to fully decrypt the disk.
The tool comes in the form of a bootable Linux image that includes a custom bootloader, a special
kernel module, and a customized TPM2 software stack. The ACPI state of the target computer is
irrelevant for the success of this attack, and it has been demonstrated against dTPMs and fTPMs.
The authors notified the affected hardware vendors, and some of them released firmware patches
to mitigate this vulnerability. Nevertheless, this demonstrates how the complex interactions be-

tween the TPM and the host system can lead to unforeseen issues.

3.5.4 Invasive Silicon Attacks Against Discrete TPMs

In 2010, Tarnovsky demonstrated that, despite being fairly difficult, invasive silicon attacks can be
successful at extracting keys from a tamper-resistant Infineon SLE66 chip [93]. Using a focused
ion beam (FIB) machine—a device resembling a scanning electron microscope—and months of
work, Tarnovsky was able to reverse engineer the design of the chip’s inner circuitry. Microscopic
conductive needles were then used as probes to intercept the internal data bus of the chip and
extract secret keys. Two years later, Tarnovsky demonstrated a similar attack on STMicroelec-
tronics’ STI9WP18 dTPM chip [94]. Tarnovsky claims that, after the initial reverse engineering

period of several months, an invasive silicon attack can be performed within a few hours and
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with a very high success rate.

These attacks act as evidence that, with sufficient time and resources, even the tamper-resistant
chips used as dTPMs can be defeated. Despite the required cost in terms of equipment and skilled
professionals being significant, it is well within reach for specialized commercial laboratories
or government agencies. Whether this is a realistic threat depends on the value of the data in
question. It is certainly one of the more far-fetched attacks considered in this thesis, and in most

cases, there will be easier attack vectors.

3.5.5 Side Channel Attacks

In 2020, Moghimi et al. disclosed a timing-based side channel vulnerability in a specific model of
STMicroelectronics dTPMs and Intel fTPMs [95]. By analyzing the timing of thousands of signa-
ture operations, they were able to reconstruct the private signing key, which should never be ac-
cessible outside the TPM. This was possible due to secret-dependent execution times during these
signing operations. They demonstrated that the timings are distinct enough to be exploitable not
only with local access to the TPM, but over a low-latency network as well. It is possible, that sim-
ilar side channel vulnerabilities could be found in the future, that affect the keys used for sealing
operations. For now, both Intel and STMicroelectronics released firmware updates to mitigate
these vulnerabilities.

Timing analysis not the only vector for side channel attacks against the TPM. Differential Power
Analysis was famously introduced by Kocher et al. in 1999 [96]. It is the practice of inferring secret
key material by measuring the power consumption of a device performing cryptographic opera-
tions. A leaked document from the Central Intelligence Agency (CIA), dated 2010, describes its
alleged capability to extract secret keys from a dTPM using this technique [97], [98]. While none
of these dTPM side channel attacks were ever demonstrated publicly, they are likely within the

realm of possibility.

3.5.6 Authorization Sessions and Parameter Encryption

The TCG is well aware of the passive data bus attacks described in section 3.5.1 and the TPM 2.0
specification includes Authorization Sessions, a countermeasure that protects the integrity and
confidentiality of TPM communications [13]. With authorization sessions, Hash-based Mes-
sage Authentication Codes (HMACs) and nonces are used to authenticate each command and

response to prevent replay attacks. Additionally, parameter encryption can be used to protect
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sensitive data, such as secret keys during unsealing operations, from passive eavesdropping. To
initialize an authorization session, the host generates a session key and encrypts it with a public
key, for which only the TPM has access to the corresponding private key. This encrypted session
key along with other session parameters are sent to the TPM when initializing an authorization
session. A passive listener on the data bus between the TPM and host will not be able to decrypt
the session key and command/response parameters of TPM commands sent over that session.
This defends against passive data bus attacks effectively, but is insufficient when dealing with
active attacks that can be conducted with Man-in-the-Middle (MitM) devices such as Boone’s
TPM Genie [87]. Such a device can intercept and actively interfere with TPM-to-host communi-
cations, which opens the door for new styles of attacks. For example, when the host retrieves the
TPM’s public key that will be used for encrypting the session key, the MitM could instead provide
its own public key to the host. Now, the MitM can decrypt and alter any data that is transmitted
in the authorization session. To mitigate these kinds of attacks, the host needs to verify that it is

talking to the actual TPM while initializing an authorization session and not a MitM.

3.5.7 Verifying TPM Authenticity

Of course, these kinds of MitM threats are not new in computer science and protocols such as
Transport Layer Security (TLS) have solved this with Public Key Infrastructure (PKI). The TCG
EK Credential Profile specification provides a similar approach to verify the authenticity of a TPM
with PKI [99]. But this is a complex procedure to implement in an early boot environment, which
is probably why there appears to be no FDE solution that has implemented it yet. The popular
tool for enrolling TPM-based FDE on Linux, systemd-cryptenroll, opted for a Trust On First Use
(TOFU)-based approach for verifying the TPM’s authenticity®.

3.5.8 The Case Against TPM-only FDE

Even if an FDE solution were to implement the authorization sessions with parameter encryption
and prior verification of the TPM’s authenticity, there is still a strong case to be made against
TPM-only FDE. If the TPM unseals the FDE key based on PCR measurements alone, an attacker
could just gather the PCR measurements during a genuine boot sequence and replay them using a
MitM device resembling TPMGenie. That way, the host’s precautions regarding TPM verification

and the use of authorization sessions are circumvented, and the attacker can unseal the FDE key.

Shttps://github.com/systemd/systemd/issues/22637
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Guarding the PCR measurements with authorization sessions would require all components of
the boot chain (down to the SRTM) to support the use of authorization sessions and verify the
authenticity of the TPM.

Another objection that highlights the need for user-supplied secrets (e.g., TPM + PIN com-
bination) is the implication that TPM-only FDE has on cold boot, DMA, and SED attacks. In
section 3.2 to section 3.4 these attacks were only considered to be a threat to FDE if the adver-
sary gains physical access while the machine is powered on or in sleep mode. When the FDE
key is solely protected by the TPM’s sealing mechanism, as is the case in BitLocker’s TPM-only
mode, this assumption changes. Now, the encryption key is automatically unsealed during the
boot process and resides in system memory, allowing the OS to fully boot up without a password.
This not only makes these attacks effective against powered off computers but also increases the
attacker’s chance of success.

In a normal scenario, an attacker only has one attempt at launching a cold boot attack. If they
fail (e.g., because of too many bit errors due to insufficient cooling), the RAM is now devoid of any
data and no further memory-based attacks are possible. Similarly, a failed DMA or SED attack
could cause the OS to crash in certain cases, ruling out any additional attempts. With a TPM-only
setup, the attacker can simply boot up the machine and try again indefinitely. Additionally, the
attacker can now attempt to disable any IoMMU-based protection or memory encryption tech-

nology through the BIOS.

3.5.9 Summary

The TPM has become a core technology in the realm of Full Disk Encryption, as it can provide
security and usability benefits. But considering the attacks discussed in this section, over-reliance
on the TPM for FDE needs to be avoided and a user supplied secret is still necessary to provide
strong security guarantees. The TPM should be seen as a second factor that can compensate for
a lower entropy FDE password. For this reason, Microsoft recommends using the TPM + PIN
key protector for high security BitLocker deployments [100]. By using the PIN as authentication
data in the key unsealing operation, the TPM can enforce its anti-hammering protection, which
increases the difficulty of brute-force attacks considerably.

Itis important that the PIN is used not only to authenticate against the TPM, but also to encrypt
the DEK before it is sealed using the TPM. This way, even a fully compromised TPM only weakens
the protection, but it does not completely diminish it, as the KEK is still protected by the PIN.
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BitLocker already implements the TPM + PIN key protector in this secure manner [89, p. 11]
and systemd-cryptenroll will likely follow a similar approach in the future.® Using a TPM + key
file combination can eliminate the risk that a compromised TPM presents, but is currently only
available for BitLocker.

The differing security properties between firmware TPMs and discrete TPMs are another sig-
nificant consideration. While the general wisdom propagated by the TCG is that dTPMs are more
secure than fTPMs [14], the attacks discussed in this section might create the opposite impres-
sion. Data bus attacks are only applicable to dTPMs, present relatively easy attack vectors and are
hard to mitigate, because they abuse design flaws rather than fixable vulnerabilities. The attacks
against fTPMs, on the other hand, are generally more involved and some of them rely on security
vulnerabilities that can be mitigated with software patches. However, when the TPM is used in
combination with a PIN, the scales clearly tip in favor of dTPMs. Now, the only currently known
FDE-related threat for dTPMs are the complex and expensive invasive silicon attacks discussed in
section 3.5.4. When using the TPM + PIN combination, even the lack of support for authorization
sessions and parameter encryption in FDE solutions becomes much less of an issue.

In summary, FDE schemes that rely solely on the TPM should be avoided altogether. However,
using a combination of TPM + PIN is clearly a net positive, if it is implemented securely by the
FDE solution. In that case, dTPMs provide better security than an fTPMs, and either type is better
than protecting FDE solely with a potentially weak password.

3.6 Evil Maid Attacks

If there is one common denominator among all the attacks discussed so far, it is that they can
be executed in a single session and without any additional interaction from the user. They rely
on the premise, that all the secrets required for decrypting the data reside somewhere on the
device, such as in memory or the TPM. This means that our devices are also susceptible to these
drive-by attacks when stolen or seized by law enforcement. By the time we realize our device is
missing, there is often very little we can do to remediate the damage. Fortunately, robust and
practical countermeasures exist for almost all of these attacks. Ensuring our devices are powered
off or in hibernate mode when left unattended, combined with a solid FDE scheme and a strong

password, are a very effective mitigation strategies.

fhttps://github.com/systemd/systemd/pull/27502
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Still, a different class of attacks exists that can pose a threat even if we adhere to the strategies
discussed so far. These attacks are conducted in two or more stages and aim to extract the secret
key or password from the user. In the first stage, the attacker covertly tampers with the device,
either through software or hardware, so that the encryption key or passphrase is captured when
the user unlocks their device in the future. Once the user enters the necessary secret to unlock
the device, it is either transmitted to the attacker remotely or retrieved when the attacker gains
physical access for a second time. This initial physical access phase does not always need to be
covert. For instance, there are situations where users are compelled to hand over their devices for
inspection, such as during border security checks at an airport. In circumstances where keeping
an eye on our devices at all times is not an option, detecting and preventing tampering becomes
crucial.

Rutkowska coined the term evil maid attack in 2009, describing a scenario where the victim
leaves their encrypted computer in a hotel room and the attacker, an evil maid, tampers with it in
an undetectable way to defeat disk encryption [3], [101]. In the same year, Tiirpe et al. described
a few variants of this attack that target BitLocker [4]. The term evil maid attack has since been
used to describe a wide variety of attacks involving physical access, including cold boot and DMA
attacks [102]. In this thesis, however, evil maid attack refers specifically to its original definition:

a multi-stage attack targeting FDE, which requires user interaction to succeed.

3.6.1 The Original Evil Maid Attack

The original attack by Rutkowska and Tereshkin targets the Master Boot Record (MBR) of a True-
Crypt encrypted system partition and installs a sniffer that captures and stores the encryption
password [3], [101]. Now, when the user enters their TrueCrypt password, it is saved on the disk.
The attacker then needs to get physical access for a second time to retrieve the password and
decrypt the data on the device. Over the years, several implementations of the evil maid attack
have been developed for various FDE solutions, such as PGP Whole Disk Encryption [103] and
Linux Unified Key Setup (LUKS)’. All of these simple implementations save the sniffed password
somewhere on the disk. A conceivable improvement of this attack would be the implementa-
tion of remote password transmission, to allow conducting the attack with just a single physical
encounter. The attacker could image the encrypted disk during the first visit, and the installed

sniffer would supply the necessary secrets remotely. Gotzfried and Miiller implemented a similar

"https://github.com/nyxxxie/de-LUKS and https://github.com/AonCyberLabs/EvilAbigail
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variant, which they refer to as networked evil maid attack, targeting Android’s FDE feature [104].

While the TrueCrypt and LUKS variants of the evil maid attack were trivial to implement,
it is more of a challenge for BitLocker, because of its use of the TPM. Ever since BitLocker’s
release in Windows Vista, the TPM’s key sealing functionality has been used to secure the disk
decryption key. It guarantees that the key can only be unsealed by the TPM if the measurement
of certain boot components matches a defined state. The modifications necessary for logging the
user’s password would impact the PCR measurements, preventing the key from being unsealed
and causing errors during the boot process. Nevertheless, Tiirpe et al. described five advanced
attack scenarios in 2009 that specifically target the BitLocker boot process and circumvent this
protection [4]. Two of these attacks (tamper-and-revert, replace-and-relay) are especially relevant

and will be discussed in the following sections.

3.6.2 Anti Evil Maid

In an attempt to mitigate the original evil maid attack, Rutkowska published Anti Evil Maid, a
mutual authentication scheme, in 2011 [105]. It uses the TPM’s sealing functionality to store a key
that is used to decrypt and display a user-defined secret message. This key will only be unsealed
if the measured boot process results in the correct PCR state. The user is instructed to only enter
their password if the correct authentication message appears, and assume that the system has
been compromised if it does not. If the message were to be unsealed automatically, the attacker
could boot the unmodified system, note down the message and replicate it to perform any type
of evil maid attack. To prevent this from happening, anti evil maid offers two possible ways of
protecting the message. The first option is storing the encrypted message on an external USB
stick that has to remain in the user’s possession at all times. Alternatively, a Storage Root Key
(SRK) password for the TPM can be set up, which has to be provided each time the system boots
to unseal the message encryption key. Both of these variants heavily rely on the confidentiality
of the user’s secret message and would require special caution when booting the device in public

places.

3.6.3 Tamper-and-Revert Attack

This variant of the evil maid attack works despite the utilization of a TPM’s key sealing feature.
Depending on the implementation of the TPM + PIN combination, there is no way around having

to gain physical access for a second time after sniffing the password. In the case of BitLocker, the
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PIN is used to authenticate to the TPM and, together with the valid PCR measurements, allow
the key to be unsealed. During the first visit, the attacker has no knowledge of the PIN and there-
fore cannot retrieve the key from the TPM (e.g., by performing a TPM sniffing attack). Therefore,
physical access is required twice and there is no benefit to implementing remote password exfil-
tration. This variant of the attack was described independently by Rutkowska [101] and Tiirpe et
al. [4]. Tt involves the following steps:

1. A forged password prompt or logger is installed by the attacker. It operates similar to the
original evil maid code, but includes a cleanup function to uninstall itself.

2. The unsuspecting user enters their password, and it gets logged by the malicious software.
Due to the modification of boot components, the TPM measurement will not be successful,
and the key cannot be unsealed.

3. The malicious code uninstalls itself, optionally presents a plausible error to the user, and
reboots the system.

4. Now, the boot components are back to their original state and the TPM will unseal the key.
The user might be surprised by the reboot, but will most likely enter their password again
and continue working on the computer.

5. The attacker gains physical access for a second time to retrieve the password and access the
encrypted data.

Similar to Rutkowska, Tiirpe et al. argue that, to defend against this attack, the user needs a way
of confirming the authenticity of their device, before entering any passwords. But as Miiller et
al. points out, the simple anti evil maid solution described in section 3.6.2 is not sufficient [106,
p. 4]. An attacker could perform a three-stage attack to defeat the original anti evil maid imple-

mentation.

3.6.4 Improved Anti Evil Maid

Garrett presented a variant of anti evil maid that withstands tamper-and-revert attacks by replac-
ing the static secret message with Time-based One-Time Passwords (TOTPs) [107]. Using the
same mechanism that is commonly used for multi-factor authentication, a secret key is shared
between two entities during setup and then hashed in combination with the current time to pro-
duce a six-digit code. On one side, the secret is sealed by the TPM, where it can only be unsealed
if the measured boot process leads to the correct PCR state. The other copy of the secret key can

be stored in any standard multi-factor app on the user’s smartphone. When the system is started
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in an unaltered state, the TPM unseals the secret and a six-digit code is calculated and displayed.
The user has to proactively compare the code to the one currently shown in the app and only
proceed with entering their FDE password if the codes match. This removes the requirement for
keeping the authentication message secret, but now exposes the secret key for TOTP generation
to TPM sniffing attacks. A newer implementation for TPM version 2.0 solves this issue by per-
forming the calculation of the TOTP entirely within the TPM [108]. As noted by the authors, this
method still has one important limitation: The time source used for calculating the TOTP is not
particularly tamper-proof. If an attacker manages to spoof the system’s clock, they can calculate
future codes in advance and use them to launch a replace-and-relay attack.

Mutual authentication schemes that rely on a specialized trusted USB device, have also been
proposed in the past. McCune et al. presented some of the research challenges involved in de-
signing such a device, which they called iTurtle [109]. In 2014, Gotzfried and Miiller introduced
MARK, a concrete proposal for implementing such a device, which signals the authenticity of
the computer via colored LEDs [110]. MARK uses an elaborate protocol based on prior work
by Miiller et al. to mutually authenticate the device and user [106]. In 2018, the Nitrokey Pro 28
was introduced, which offers a feature similar to MARK when used together with the coreboot

firmware.

3.6.5 Secure Boot

When the anti evil maid solutions were introduced, UEFI Secure Boot was not widely available
yet. Nowadays, it is ubiquitous and provides an even simpler and, in some cases, better protection
mechanism against tamper-and-revert attacks. Secure Boot can help to mitigate evil maid attacks
by acting as an active security component that prevents booting tampered software. When Secure
Boot is enrolled with custom keys, the user can control which EFI binaries the system is allowed
to start. The signature verification process ensures the integrity and authenticity of the first EFI
binary in the boot process—typically the bootloader. The first component is then responsible for
checking all subsequently started components and deny loading them if they have been tampered
with. This is the general concept behind the Trusted Boot process in Windows 10 [111]. When
Secure Boot is used with custom keys and alongside a hardened UEFI setup (see section 4.2), it
can protect against the evil maid and tamper-and-revert attack variants discussed so far.

The significance of deploying custom Secure Boot keys for enhanced security was underscored

8https://www.nitrokey.com/files/doc/Nitrokey_Pro_factsheet.pdf

40


https://www.nitrokey.com/files/doc/Nitrokey_Pro_factsheet.pdf

3.6 Evil Maid Attacks

by the BootHole vulnerability identified by Shkatov and Michael in 2020 [112]. This vulnera-
bility was found in various versions of the GRUB2 bootloader that are (indirectly®) signed by
Microsoft’s third-party UEFI CA. Since the default set of Secure Boot keys on most computers
trust Microsoft’s third party CA, these GRUB2 vulnerabilities affect a majority of Secure Boot en-
abled devices, regardless of whether they use GRUB2 or not. The flaw enabled attackers to run
arbitrary code within the bootloader, allowing them to load any unsigned EFI binary. This is only
one example of many hundreds of EFI binaries once signed by Microsoft that are now known to
be vulnerable. If not added to the dbx, they can be exploited by attackers to bypass Secure Boot.
Aside from vulnerable EFI executables, Secure Boot is susceptible to attacks targeting the UEFI
firmware itself. In 2014, Kallenberg et al. demonstrated how improperly protected UEFI variables
or SPI flash regions could be exploited to bypass Secure Boot [113]. And even if Secure Boot were
impenetrable, Tiirpe et al. described an attack that works despite these platform hardening efforts:

the replace-and-relay attack [4].

3.6.6 Replace-and-Relay Attack

To overcome Secure Boot and the requirement for a second visit, a replace-and-relay attack can
be performed [4, p. 8]. In this attack, the device is stolen and replaced by an identical-looking evil
twin that displays the same password prompt when powered on. The replacement device relays
the user’s password over the network, giving the attacker the necessary secrets to unlock the
original machine and access the encrypted data. Instead of replacing the whole device, it might
be more effective to replace just the main components inside, maintaining its visual appearance
and condition. Additionally, emulating the exact software prompts and messages of the original
system will result in a practically indistinguishable clone. After the user enters their password,
they might notice that the device behaves unfamiliarly, but at that point, it is already too late.
This type of attack has similarities to online phishing attacks, which is why Tiirpe et al. call it a
hardware-level phishing attack.

Depending on the effort an attacker is willing to invest, this kind of attack can be very difficult to
prevent. However, making the attacker’s life as hard as possible is still a worthwhile security goal.
The TOTP-based anti evil maid solutions described earlier can offer some form of protection,

as cloning a dynamic six-digit code is more challenging than merely recreating static password

9While Microsoft does not sign Linux bootloaders directly, it signs a program known as shim that, in turn, uses the

OS vendor’s key to verify and execute approved Linux bootloaders.
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prompts. Using TPM-based FDE also helps here, because it prevents the attacker from decrypting
the data outside the original device. That way, even if the user’s password is successfully phished,
the attacker still needs to bypass OS security through other means (e.g., DMA or cold boot attack).
Unless, of course, the attacker can make the evil twin convincing enough to also phish the user’s

lock screen password.

3.6.7 Advanced Replace-and-Relay Attack

Tiirpe et al. describe an extension [4, p. 9] of the replace-and-relay attack that remains effective de-
spite all software-based mitigations mentioned thus far. Instead of merely emulating the prompts
and messages of the original system, the evil twin could act as a terminal for it. By capturing and
relaying all screen contents, user inputs, and USB communications, most attempts at authen-
ticating the system to the user will be ineffective. Any interface (e.g., screen, keyboard, NFC,
USB) that a mutual authentication scheme could use to authenticate the device can be tunneled
through the evil twin to the original device that is in the attacker’s possession. Detecting an evil
twin device is no easy task, but because relaying inevitably introduces latency, it might be feasible
with timing-based attestation. If an attestation device like iTurtle [109] or MARK [110] were to
measure the response time while interacting with the TPM, it could certainly detect the added
latency of interacting with an evil twin. The concept of timing-based attestation is certainly not
new in computer science, and it has been proposed to complement TPM-based attestation for at

least a decade [114].

3.6.8 Keystroke Logging

When delving into the complex nature of certain physical access attacks, it’s easy to overlook sim-
pler attacks such as hardware keyloggers. While significant strides have been made in defending
against software-based evil maid attacks, our detection and prevention ability of hardware-based
attacks remains limited. Hardware keyloggers, which can be seen as the physical counterpart of
evil maid attacks, have been readily available for many years. They are usually inserted between
the USB keyboard and the computer, and feature wireless connectivity for remote exfiltration
of the logged data.!® With increasingly small sizes, they have become difficult to detect through
mere visual inspection, and they can even be soldered into the keyboard itself, making them virtu-

ally undetectable. Some keyloggers are disguised as regular USB cables that are indistinguishable

Ohttp://www.airdrivewifi.com
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from the original!.

At first glance, hardware keylogging seems to be a threat only to users of external keyboards.
After all, that is why the original evil maid attack, a form of software keylogging, had to be de-
veloped instead. But laptops are not immune to hardware keylogging and Mini-PCI-based key-
loggers'? have been available in the past. Although there does not seem to be a newer version
of this product on the market, it would certainly be possible to develop one that targets the flat
ribbon cable which connects most laptop keyboards to the mainboard. The NSA likely has such a
device, as suggested by the product brief of SURLYSPAWN, their keystroke monitor with wireless
transmission capability, from 2009 [115]. The ability to replace keyboards in some laptops with-
out opening the case would complicate the detection of such attacks, even with tamper-evident
technology.

Over the years, several side channel keylogging attacks have been published that target desk-
tops and laptops indiscriminately [116]. Most notably, acoustic emanations have been demon-
strated to contain enough information to infer typed words by analyzing the acoustic signature
of computer keyboards [117]. With advancing analysis techniques, these attacks have progressed
since their debut in 2004 to target random passwords [118], [119] and even do so over voice
chat [120], [121].

There are some early approaches for detecting USB keyloggers, but they are neither universally
applicable nor practical [122], [123]. Due to the manifold ways in which keystroke logging can be
implemented, it is nearly impossible to fully eliminate the threat. Instead, the goal is to eliminate
the keyboard as the sole mechanism for entering secret keys for FDE. The use of a key file, either
in addition to or instead of a PIN, can enhance security and reduce the risk of keylogging. FDE
solutions that use the TPM + PIN combination can also help by making hardware keylogging
attacks more difficult. As discussed in section 3.6.3, the attacker has no knowledge of the PIN
during the first visit and therefore cannot retrieve the key from the TPM. Therefore, physical

access is required twice, and there is no benefit to implementing remote password exfiltration.

3.6.9 Other Hardware Implants

Although keyloggers are the most prevalent, they are not the only type of hardware implant to be

concerned about. In the context of this thesis, there are other ways in which specialized hardware

Uhttps://shop.hak5.org/products/omg-cable
2https://web.archive.org/web/20161207054545/http: //www.keycarbon.com/products/keycarbon_

laptop/overview
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can be used by attackers to circumvent FDE in an evil maid scenario.

In 2013, Appelbaum et al. published leaked documents from the NSA’s Tailored Access Op-
erations (TAO) unit [124], [125]. These leaks included a catalog of product briefs for hardware
implants made by the TAO unit and meant for sale within the intelligence agency [115]. Among
the 50 implants listed in this catalog were the previously mentioned SURLYSPAWN keylogger, COT-
TONMOUTH, which is a series of covert USB-based implants for remote access, and RAGEMASTER,
an implant for wirelesses relaying of VGA signals. Given that these product briefs originate from
2008 and 2009, it’s likely that intelligence agencies now have much more advanced implants at
their disposal.

The leak of the ANT catalog sparked a lot of interest in the hardware hacking community and
led to the creation of the NSA Playset, a public community effort to recreate some of the NSA’s
implants [126]. Besides keyloggers that specifically target wireless keyboards, this project has
introduced a few other implants that are relevant for our threat model. Among them is a PClIe
implant for DMA attacks, a JTAG implant that attacks the OS, and various malicious adapters.
PicoDMA is another DMA implant, which supersedes the one from the NSA Playset and features
wireless connectivity [127]. DMA is a powerful attack vector for hardware implants because it
changes our previous assumptions about a device’s susceptibility to DMA attacks. In section 3.2,
we examined the DMA threat almost exclusively for computers in ACPI states SO-S3. Covert
DMA implants give the attacker the flexibility to wait until the device is in the desired state and
execute the attack when the device is most vulnerable (e.g., during boot). Of course, hiding such
an implant in the confined space of a laptop’s chassis is challenging. However, if a docking sta-
tion is utilized, an adversary might opt to embed the implant there, as demonstrated by Davis in
2013 [128].

These examples demonstrate that capable hardware implants are not exclusive to well-funded
intelligence agencies; they can also be constructed using readily available off-the-shelf compo-
nents. This also highlights that peripherals are often easier targets for implant-based attacks.
Consequently, they should be safeguarded and examined with the same vigilance as the comput-

ers they are connected to.

3.6.10 Tamper-Evident Technology

The threat of hardware-based attacks discussed in this section highlights the need for tamper-

evident technology. This refers to a class of tools that allows users to detect when their devices
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may have been physically tampered with. Using that information, the user can make an in-
formed decision to stop using the compromised device, particularly refraining from entering any
confidential keys. TPM-based attestation solutions are a form of software-based tamper-evident
technology and have been addressed in the previous sections. However, these can only protect
against software-based threats and are ineffective when faced with hardware keyloggers or im-

plants. This is where physical tamper-evident technology becomes important.

Tamper-Evident Seals

The simplest type of devices for this purpose are tamper-evident seals, a technology that has been
in use for thousands of years [129]. These seals come in various shapes, materials, and price
points, each with different security properties. Manufacturers typically imprint a unique serial
number on the seal to prevent it from being replaced with an identical counterpart. For our spe-
cific use case, the most relevant types are metal/plastic loops and adhesive label seals [130]. They
can be applied to a computer in such a way that, in theory, the case cannot be opened without
visibly damaging the seal. Aslong as the user is diligent about inspecting the seal before using the
device, this can help against evil maid attacks that target the inner components. However, a study
of 244 different commercially available seals found that most could be easily defeated within 2
minutes using low-tech methods and all of them could be thwarted within 30 minutes [129].
Interestingly, there are annual competitions for defeating tamper-evident seals, hosted at major

security conferences [131].

One promising approach for improving tamper-evident seals was proposed by Michaud and
Lackey in 2013 and has since gained a lot of popularity [132]. This method involves applying nail
polish infused with glitter or other small particles over the screw holes of a device, so that any
tampering with the screws would visibly damage this unique seal. Given that the patterns formed
by small glitter particles are inherently random, replicating a damaged seal becomes very chal-
lenging. A method known as blink comparison, which was formerly employed by astronomers,
can be used to contrast a before-and-after image of the seal to spot any discrepancies. An Android
app specifically designed to help with the alignment and comparison of these two images is also
available [133]. However, a fundamental drawback of passive tamper-evident technology persists

in these advanced seals: users must inspect the seal carefully every time.
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Active Tamper Detection

An alternative method that requires less intervention on the user’s part is the use of active sensors
to detect hardware tampering. With these sensors, the user can be proactively alerted to poten-
tial physical interference. Some notebooks are equipped with small sensors that detect when
the bottom cover has been removed, even if the device was powered off during removal [134],
[135]. Upon subsequent startup, the user is alerted to the tampering attempt, and the BIOS pass-
word is required to continue booting. Nonetheless, an adept attacker might be able to bypass
this single sensor. In the past, there was an initiative to produce a highly tamper-resistant per-
sonal computer, named ORWL.'3 This computer incorporated multiple intrusion sensors and an
enveloping active mesh to detect physical breaches of the device’s enclosure.

For computers that were not designed with that level of security in mind, external sensors can
be used to supplement the tamper detection capabilities. One notable example is MetaSensor'#, a
small battery-powered device equipped with an array of sensors that can be attached to a laptop.
This device alerts the user via their smartphone of any detected movement, provided the phone
is within Bluetooth range. To overcome the range limitation of Bluetooth, a spare Android phone
with a cellular internet connection can be repurposed into a comprehensive tamper detector with
the Haven app [136]. Haven uses the smartphone’s accelerometer, camera, microphone, and light
sensor to detect any changes in the environment and notify the user via a secure channel. For
instance, if both the laptop and the Haven-enabled phone are placed inside a safe or drawer,
it becomes extremely difficult to tamper with the laptop without triggering one of the sensors.
Unfortunately, as of August 2023, Haven’s alerting functionality has been broken for at least two

years and the development appears to have stalled.

The necessity of a secondary device could be eliminated by implementing a Haven-like appli-
cation, that runs on the computer itself. We will name this proposed solution Evil Maid Miscon-
duct Avoidance (EMMA). EMMA could be part of a minimal Linux-based OS that can be booted
whenever the device will be left unattended in an untrusted environment. Once activated and
connected to the internet, EMMA monitors the laptop’s sensors and sends periodic status updates
with signed nonces to a trusted server. A USB-connected accelerometer could be used to comple-
ment the standard sensors commonly found in laptops. If sensors are triggered or unexpectedly

disconnected, EMMA immediately sends an alert to the trusted server, which subsequently warns

Bhttps://www.crowdsupply.com/design-shift/orwl/
“https://metasensor.com
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the user. Similarly, any interruption in EMMA’s routine status updates to the server prompts an
immediate notification to the user, signaling a potential security breach. A solution like EMMA
would provide comprehensive protection against all types of evil maid attacks without requiring

a dedicated monitoring device.

Combining Solutions

Each of the tamper-evident technologies discussed so far offers a unique trade-off between sen-
sitivity and specificity, terms which we will borrow from the field of epidemiology for this expla-
nation. A test that offers high sensitivity has a low false negative rate, but usually a high false
positive rate. In our realm, the Haven app or our EMMA proposal fit into this category. Armed
with numerous sensors and an active heartbeat mechanism, these solutions are unlikely to miss
a tampering attempt. However, their high sensitivity makes them prone to false alerts, such as
when a not-so-evil maid moves the laptop to clean the desk.

At the other end of the spectrum are high-specificity tests. They have a low false positive rate,
but have a higher chance of producing false negative results. Tamper-evident seals and case intru-
sion sensors fall into this category. When designed properly, they very rarely produce false alerts,
but they are also more likely to be defeated by a prepared adversary. Much like in epidemiology,
a combination of both categories provides the best results. While the high-sensitivity solution
helps to detect every potential tampering attempt, the high-specificity solution helps to discern
between real intrusions and false alarms.

Another aspect to consider is the applicability of each solution in different situations. A high-
sensitivity solution like Haven is unsuitable for situations where the user expects someone to in-
spect their computer, such as during airport security checks. In such situations, a high-specificity
solution like case intrusion sensors is ideal to determine if the potential adversary opened the de-

vice.

Active Tamper Prevention

The discussion around tamper-evident sensors has largely focused on notifying users of potential
tampering attempts. However, there is potential to expand these concepts to initiate automatic
preventative measures. For instance, HP’s TamperLock technology already implements config-
urable proactive security measures when the bottom cover is removed [134]. Besides performing

an immediate shutdown and demanding the BIOS password upon the next reboot, TamperLock is
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capable of resetting the TPM, thus permanently destroying the FDE key. Similarly, the aforemen-
tioned ORWL computer featured key destruction features that activate in response to unautho-
rized physical entry. Such mechanisms improve the device’s resilience against evil maid, as well
as cold boot and DMA attacks. With these safeguards, a device is considerably less vulnerable
when left in ACPI states SO to S3.

Our EMMA proposal could be extended to introduce active tamper-prevention capabilities to
any computer, by deleting encryption keys in addition to alerting the user. To protect the device
in SO, EMMA could operate as a privileged daemon inside the primary OS, rather than running in
its own minimal OS. When a user invokes the lock screen, it arms EMMA. From now on, EMMA
monitors the specified sensors and takes action when any tampering is detected. Upon detection,
EMMA can erase the encryption keys stored in the TPM and either shut down or hibernate the
computer. Choosing hibernation over shutdown could be preferable, as it preserves the system’s
state, minimizing potential data loss during false alarms. However, introducing similar protec-
tions for the S3 sleep state, akin to what TamperLock offers, presents challenges since the CPU

is inactive during S3.

3.6.11 Summary

Microsoft’s third immutable law of security states that if an attacker has unrestricted physical
access to your computer, it is no longer your computer [137]. However, the ongoing efforts by
Microsoft and other entities to counteract physical access attacks suggest that the security com-
munity remains dedicated to mitigating the issue. While widely available technologies like TPM-
based attestation and Secure Boot effectively counter the original evil maid attack and some of
its successors, they fall short against hardware-based evil maid attacks such as replace-and-relay,
physical keyloggers, and other implants. For these, we need to shift our focus towards hardware-
based mitigation strategies.

Homemade tamper-evident seals can be an effective and affordable solution for detecting some
types of hardware-based attacks, but their reliance on regular active inspection by the user makes
them cumbersome. Many business-oriented notebooks are already equipped with case intrusion
detection that alerts the user if the bottom cover is removed, and some are even capable of reset-
ting the TPM in response. However, these solutions are more likely to be defeated by a prepared
adversary due to their low sensitivity, which was designed to reduce false alarms.

For optimal security, these low-sensitivity technologies should be combined with others that
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are harder to defeat. Aftermarket solutions like Haven and our proposed EMMA could fill this
role by utilizing a whole range of sensors and instantly notifying the user via an active internet
connection. The concept of EMMA could be further enhanced by incorporating preventative ac-
tions, like resetting the TPM and hibernating the device. This would make is considerably more
challenging to tamper with the computer without alerting the user or activating these protective
measures.

However, these protections are specific to the computer itself, leaving peripherals vulnera-
ble to attacks. Extending the same safeguards to all peripherals quickly becomes impractical.
Therefore, in situations that necessitate a stringent defense against evil maid attacks, one must
inevitably reduce the number of peripherals, opting to use the laptop in its standalone configu-

ration whenever feasible.

3.7 Summary and Evaluation

In this chapter, we examined a range of physical access attack vectors targeting unattended com-
puters, with a particular focus on circumventing FDE. We discussed the available literature on
practical attacks, as well as theoretical attacks that have not yet been demonstrated or imple-
mented. Additionally, we examined both academic and readily available countermeasures and
the mechanisms by which they attempt to mitigate the attacks. The intricate interactions be-
tween attacks and countermeasures can sometimes be obscure. To help clarify these interac-
tions, table 3.1 provides an overview that contrasts the most important attacks and readily avail-
able countermeasures. The effectiveness of each countermeasure varies between attacks and is
represented by distinct symbols in the table.
« DMA port authorization (section 3.2.2): Thunderbolt and USB4 can block/allow PClIe
tunneling on a per-device basis to mitigate DMA attacks from external devices. However,
this security feature has several inherent vulnerabilities and can be bypassed (section 3.2.4).
+ DMA remapping (section 3.2.3): Using the IOMMU, operating systems can restrict a de-
vice’s DMA capability to confined memory regions. However, this cannot protect against
more advanced DMA attacks that exploit temporal and spacial vulnerabilities of TOMMU-
based protections (section 3.2.4).
« Memory encryption (section 3.3.4): Transparent hardware-based memory encryption
prevents cold boot attacks and requires no special OS support.

« Software-based FDE (section 2.3.1): Software-based FDE prevents various attacks that
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exclusively target SEDs (section 3.4).

Power off or hibernate (section 2.4): DMA, cold boot, and some SED attacks can be fully
prevented by turning off or hibernating the device when left unattended.

TPM + PIN (section 2.2): Prevents the original evil maid attack and makes certain other
types of evil maid attacks more difficult to execute (section 3.6.3). It even makes hardware
keylogging more difficult by requiring the attacker to make a second visit and diminishing
the benefit of remote keystroke exfiltration (section 3.6.8). The PIN is required to prevent
TPM sniffing, TPM reset, and platform reset attacks to which TPM-only FDE solutions
are vulnerable. As an added benefit, the TPM’s anti-hammering protection prevents PIN
brute-force attacks on the PIN.

Strong TPM + PIN implementation (section 3.5.2): Strong implementations of the TPM
+ PIN combination use the PIN not only to authenticate to the TPM, but also to encrypt the
KEK before it is sealed. This protects against attacks that target the TPM itself to extract its
secret keys (section 3.5.2 and section 3.5.4). With a strong TPM + PIN implementation, an
attacker still needs to brute-force the PIN after compromising the TPM.

TPM + key file (section 3.6.8): Using an externally stored key file instead of a PIN to en-
crypt the KEK before sealing it with the TPM, provides even stronger protection. Given
that the attacker cannot brute-force a high-entropy key file, they gain very little by compro-
mising the TPM. This even mitigates the risk of hardware keyloggers.

TPM authorization sessions (section 3.5.6): TPM authorization sessions with parameter
encryption prevent TPM sniffing attacks (section 3.5.1) regardless of whether a PIN is used
or not.

Anti evil maid (section 3.6.2): The original anti evil maid implementation only offers
weak protection against evil maid (section 3.6) and tamper-and-revert (section 3.6.3) at-
tacks. This mitigation relies on proactive inspection by the user.

TOTP-based anti evil maid (section 3.6.4): The more recent TOTP-based anti evil maid
solutions prevent the original evil maid and tamper-and-revert attacks. They also help to
mitigate replace-and-relay attacks (section 3.6.6) by increasing the difficulty of cloning the
password prompt. This mitigation relies on proactive inspection by the user.

Hardened Secure Boot (section 3.6.5): Protects against platform and TPM reset attacks
(section 3.5.1) by preventing the attacker from booting an unauthorized operating system.

Secure boot also prevents some types of evil maid attacks without relying on active inter-
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vention by the user.

« Tamper-evident seals (section 3.6.10): Help the user to detect physical tampering, and
mitigate attacks that involve hardware implants (section 3.6.9). Seals that are unique and
unclonable can additionally mitigate replace-and-relay attacks. Ineffective against hard-
ware implants and keyloggers that target peripherals. This mitigation relies on proactive
inspection by the user.

« Case intrusion sensors (section 3.6.10): Alert the user when physical tampering is de-
tected to mitigate attacks that involve hardware implants. Do not require active inspection
by the user. Ineffective against hardware implants and keyloggers that target peripherals.

« External tamper sensors (section 3.6.10): Solutions like Haven can utilize an array of
sensors to detect potential threats and alert the user. They are hard to bypass and can pre-
vent all evil maid attacks that aim to manipulate the computer itself. Ineffective against
hardware implants and keyloggers that target peripherals.

In summary, there are readily available countermeasures for most of the attacks described in this
chapter. However, certain attack vectors, particularly hardware implants targeting peripheral de-
vices, remain difficult to fully eliminate. The responsibility for securing these peripherals falls
to the user, a task that may not be feasible for desktop computers. The reliance on active user
intervention is an important consideration when evaluating the effectiveness of a given counter-
measure. Ideally, countermeasures would actively alert the user and autonomously prevent the
attack, but such solutions are not always available. While some computers have built-in tamper
prevention mechanisms, there is an unmet need for a solution like our proposed EMMA that
provides active tamper prevention for existing computers. It also remains to be seen whether the
countermeasures discussed in this chapter can deliver what they promise and how well they can
be used in combination with each other. The next chapter will shed some light on these aspects

by guiding through the process of setting up a hardened Linux-based system.
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Table 3.1: Summary of physical access attacks and readily available countermeasures.
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In the preceding chapter, we have discussed physical access attacks and their associated counter-
measures. Our assessment concluded that almost all such attacks can be prevented with existing
solutions. However, this assessment did not consider the compatibility of these countermeasures
with modern operating systems and with each other. This chapter seeks to fill those gaps. We
will walk through the process of choosing and configuring the right hardware and software to
build a hardened Linux-based setup. We will discuss the challenges along the way, and analyze
the deviation between our theoretical best case (presented in table 3.1) and the result of following

our practical hardening guideline.

4.1 Test Setup and Requirements

This section details the hardware prerequisites and the software that was used throughout this
chapter. Listings that document shell commands are titled user@hostname to differentiate be-

tween the two hardware platforms that were used.

4.1.1 Hardware Platform Prerequisites

There are certain hardware requirements for implementing the hardening steps discussed in this
chapter. The following things should be kept in mind when attempting to recreate these steps or

when making future purchasing decisions.

UEFI and Secure Boot

Since UEFT is only a specification [11], the essential security features it provides, like Secure Boot,
are only as good as the specific manufacturers’ UEFI implementation. Due to the closed source
nature of most UEFI implementations, it is hard to reliably evaluate whether a particular one is

secure. And it is especially difficult to do so at scale, such as when trying to make a purchas-
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ing decision. Nevertheless, it is a good idea to investigate a manufacturer’s reputation regarding

firmware security and updates.

Dedicated TPM

As outlined in section 3.5.9, dTPMs offer greater security than fTPMs for our specific use case.
The type of TPM is usually declared in the specification sheet of a laptop or desktop computer.
In the case of desktop computers, it is common to encounter motherboards that come without
a pre-installed TPM, but provide a header for installing an aftermarket TPM module. Another
important consideration is that some of the tools discussed in this chapter are only available for

TPMs of version 2.0.

IOMMU

The mitigations in section 4.4 rely heavily on the IoOMMU, which is a feature found in an increasing
number of modern CPUs. Nevertheless, the specifications of a particular CPU should be checked
before making a purchase decision. In the case of Intel, the TOMMU is part of their VT-d [37]
feature set, whereas AMD offers it as part of AMD-Vi [38]. For Intel CPU, the ARK product

database! is a good resource to query CPUs by a set of features.

Memory Encryption

Determining whether a CPU supports memory encryption can be a tedious task, as the feature
is often hidden behind various marketing terms. The technical name for memory encryption in
AMD CPUs is SME or TSME, but this term is rarely found in the CPU specification sheet. The
term to look for instead is AMD Memory Guard or AMD Infinity Guard, which can be found in
the Ryzen PRO and EPYC series of AMD CPUs, respectively [138], [139].

Intel introduced its memory encryption technology TME with the 3rd Gen Xeon Scalable and
the 11th Gen Core vPro series of processors [74], [140]. However, only some CPUs of these series
list Intel Total Memory Encryption in the specification list. Therefore, Intel’s ARK database should
always be checked first.

'https://ark.intel.com
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Physical Tamper Detection/Protection

An ideal computer for our scenario would feature robust physical tamper protection, reminiscent
of the ORWL computer discussed in section 3.6.10. Unfortunately, there are very few computers
with this level of physical security. That said, some business-oriented laptops do include basic
anti-tamper technologies in the form of case intrusion sensors. Most Lenovo ThinkPads come
with such a feature [135], and some HP business laptops feature a similar technology called Tam-
perLock [134]. TamperLock stands out for its superior protection capabilities, such as clearing the
TPM and initiating an immediate shutdown when an intrusion is detected. Lenovo’s case tam-
per switches, on the other hand, can only warn the user and prompt for the BIOS password when

tampering is detected.

4.1.2 Test Platforms

While the mitigations in this chapter should theoretically work on any computer that fulfills
the prerequisites listed in section 4.1.1, they were only tested with the hardware and software

described in this section.

Hardware

Most of the steps described in this chapter were first tested in a QEMU virtual machine (hostanme
gemu), before being replicated on the main hardware platform (hostname t495s). The OS, kernel,
and software package versions were kept in sync between the two platforms to ensure consistent
results. The following laptop served as the main hardware platform for this chapter:

o Model: Lenovo ThinkPad T495s (20QJ0012GE)

« CPU: AMD Ryzen 7 PRO 3700U

« RAM: 16 GB DDR4 (soldered)

« dTPM: Nuvoton Technology NPCT75x (firmware version 7.2.1.0)

 System firmware: Version 1.28 (R13ET54W)
For the reasons outlined in section 3.5.7, it is important that our dTPM comes with an EK certifi-
cate that is signed by the TPM manufacturer. We can retrieve the TPM’s EK from NVRAM using
the tpm2_getekcertificate command from the tpm2-tools suite?, as seen in listing 1. The cer-

tificate contains information regarding the manufacturer and exact model of the TPM, as well

‘https://github.com/tpm2-software/tpm2-tools
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root@t495s
# Obtain the EK certificate from the TPM:
$ tpm2_getekcertificate | openssl x509 -inform DER -out TPM_EKCert.pem

# Print EK certificate in text form to stdout:
$ openssl x509 -in TPM_EKCert.pem -noout -text
[...]

# Obtain the TPM Root CA from the manufacturer's website:

$ URL='https://www.nuvoton.com/security/NTC-TPM-EK-Cert/

o~ Nuvoton’20TPM/,20R00t%20CA%201110.cer'

$ curl -s ${URL} | openssl x509 -inform der -out TPM_Root_CA.pem

# Verify the TPM EK certificate using the Root CA:
$ openssl verify -CAfile TPM_Root_CA.pem TPM_EKCert.pem
output: TPM_EKCert.pem: OK

Listing 1: Printing and verifying the TPM’s EK certificate.

as the root CA that signed the certificate. In our case, Nuvoton maintains a document on their
website with links for retrieving the root CA certificates [141]. Listing 1 also demonstrates how

to verify that the EK certificate was signed with the root CA from Nuvoton.

OS and Software Stack

Windows does not provide the necessary flexibility to customize Secure Boot and the boot pro-
cess. The mutual authentication solutions discussed in section 3.6.4 are also not available for
Windows, so Linux was a better choice for testing these countermeasures. Specifically, Arch
Linux was chosen for its flexible installation process, comprehensive documentation, and large
package repository with up-to-date software. Arch Linux was installed with an EFI System Par-
tition (ESP) mounted at /efi and a root partition encrypted with LUKS2. Instead of a swap par-
tition, a swap file was created within the encrypted root partition. A temporary LUKS password
was set during the installation process, which was removed after setting up TPM-based FDE (see
section 4.6.3). Instead of installing a traditional bootloader, the system was configured to boot a
Unified Kernel Image (UKI) directly, as described in section 4.5.1. To ensure reproducibility, all

versions of relevant Arch Linux packages are specified in listing 2.
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efibootmgr 18-2

efitools 1.9.2-5

linux 6.4.12.archl-1

gemu-base 8.1.0-2

sbctl 0.11-1

swtpm 0.8.1-1

systemd 254.1-1

tpm2-tools 5.3-2

tpm2-totp-git 0.3.0.r38.826c103-1
tpm2-tss 4.0.1-1

Listing 2: Relevant Arch Linux packages and versions used in this setup.

4.2 UEFI Security

The UEFI is a critical aspect of a computer’s overall security posture. While users have limited
control over the security of their device’s UEFI implementation, there are certain things to keep
in mind regarding its configuration. The NSA published a UEFI defense guideline in 2017, which
provides security best practices for securing this fundamental system component [142]. This

section covers the key points of this guideline that are important in light of our threat model.

4.2.1 UEFI Configuration Lockdown

Many of the countermeasures discussed in the following sections rely on the fact that UEFT set-
tings can only be changed by authorized users. Usually, the mechanism for locking down the
UEFI configuration is to set a strong administrator/supervisor password. However, on some ma-
chines, merely setting this password does not automatically protect the UEFI configuration. In-
stead, there is an explicit option to lock UEFI settings in the presence of an administrator pass-
word. Furthermore, some UEFI implementations use several credentials beyond just the ad-
ministrator password. While these are not necessary for our use case, it is worth noting their
functionalities:
« User Password: Typically constrains non-administrative settings, such as boot device selec-
tion.
« System Password: Sometimes called power-on password. When this is activated, the boot
process is paused, prompting the user to input the password before proceeding.

« Storage Password: These are not directly tied to UEFI security. Used for managing ATA/Opal
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passwords of storage devices.
On our main test machine, these UEFT settings are located in the Security > Password menu.

There, the supervisor password was set and the Lock UEFT BIOS settings option was enabled.

4.2.2 Fast Boot

Some UEFI implementations incorporate a feature called Fast Boot or Minimal Boot that is in-
tended to minimize boot times by skipping certain boot time checks. Unfortunately, this might
also affect security-critical checks, such as Secure Boot signature verification, on some devices [12].
Given that the manufacturer’s documentation may not specify the exact security implications of

fast boot, it is better to err on the side of caution and disable this feature.

4.2.3 Firmware Updates

Like any software, system firmware requires regular updates to address vulnerabilities discovered
throughout its lifetime. With version 2.8, the UEFI specification introduced Update Capsules, a
universal method for securely updating UEFI firmware. Both Windows and Linux have the nec-
essary infrastructure and tools to update the firmware on supported devices. On Linux, firmware
updates can be managed using the fwupdmgr utility. Manufacturers distribute these singed up-
date capsules through the Linux Vendor Firmware Service, which fwupdmgr uses to find and
retrieve updates.

On our primary test machine, support for UEFI update capsules is controlled by the Windows
UEFI firmware update BIOS option. Additionally, Secure Rollback Prevention was enabled to
prevent rollback to older, potentially vulnerable firmware versions. With these UEFTI settings,
fwupdmgr was able to update our laptop’s system firmware to the latest version. Preparing for a
firmware update, fwupdmgr copies the capsule and the updater program (fwupd. efi) to the ESP.
It then creates a temporary EFI boot entry for the updater and reboots the machine to start the
update process.

However, when considering the other recommendations in this chapter, two countermeasures
interfere with the firmware update process. First, Secure Boot blocks the execution of fwupd.efi.
The solution is to temporarily disable Secure Boot or, alternatively, sign the fwupd.efi, as seen
in listing 8. To reduce the attack surface of Secure Boot, it is important to minimize the number of
EFI binaries we sign with our keys, so the former approach is preferred. However, this leads to the

second countermeasure that interferes with the update process: Disabling Secure Boot changes

58



4.3 Memory Encryption

root@t495s

# Load the tsme-test kernel module:

$ insmod tsme-test.ko

# Check TSME status:
$ cat /sys/kernel/tsme
1

$ dmesg | grep TSME
[21658.850418] TSME Test: TSME is active

Listing 3: Verifying the status of TSME on Linux.

the value of PCR 7, which affects our TPM-based FDE solution that is described in section 4.6.
This is not a major problem if we disable Secure Boot just before booting fwupd.efi and enable
it right after the update. In any case, we can use the recovery key deployed in section 4.6.2 to

unlock FDE while Secure Boot is disabled.

4.3 Memory Encryption

Looking back at section 3.3, memory encryption is the most effective mitigation against cold boot
attacks. AMD’s TSME [73] and Intel’s TME [74] are transparent memory encryption features, that
are enabled through the BIOS and do not require special support from the OS or applications.
In contrast, AMD’s SME requires OS support to mark memory pages with a special encryption
bit [73]. This is controlled via the mem_encrypt Linux kernel parameter.

Our test machine supports TSME, thus enabling transparent memory encryption is as simple
as enabling the BIOS option at Security > TSME. From now on, the CPU’s memory controller
automatically encrypts every page with a random key that is generated at startup. To verify that

TSME is active, we can compile and load AMD’s tsme-test kernel module?, as seen in listing 3.

4.4 DMA Protection

DMA attacks pose a serious physical access threat to our devices when they are in ACPI states
S0-S3. As outlined in section 3.2, protection against DMA attacks is still severely lacking, and

the best course of action is to power off or hibernate the device. However, there are some simple

*https://github. com/AMDESE/mem-encryption-tests
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mitigations that protect against the less advanced attack variants and have very little impact from

a performance or usability perspective.

4.4.1 Thunderbolt and USB4 Hardening

Systems with Thunderbolt (version 2+) or USB4 come with an access control feature named
Security Levels. 1t aims to guard against malicious peripherals, by requiring the user’s approval
to initialize Thunderbolt devices. Despite its fundamental flaws discussed in section 3.2.2, it is
still beneficial to set up, because it at least complicates DMA attacks through external devices.
The names of each specific level can differ between device manufacturers, but these are the most
common notations in the BIOS:
« SLO (No Security): Disables port authorization completely, sometimes named Legacy Mode
in the BIOS.
o SL1 (User Authorization): Allows the user to authorize devices based on their unique ID,
sometimes named Unique ID in the BIOS.
o SL2 (Secure Connect): Similar to SL1 but with a supposedly stronger challenge-response
protcol, sometimes named One time saved key in the BIOS.
« SL3 (DisplayPort and USB only): Disables PCle tunneling and only allows the use of Dis-
playPort and USB protocols over that interface.
+ SL4(Disable Daisy-Chaining): Only supported by a few devices, allows PCle tunneling only
for the first device in the chain.
SL3 is the most secure mode and highly preferred when there is an increased demand for security.
Of course, this breaks compatibility with Thunderbolt peripherals that require PCIe tunneling,
such as Thunderbolt docking stations or external graphics cards. Since pure USB-based periph-
erals and docking stations are sufficient for most use cases, this should be a viable compromise
for most users. Our test machine has no Thunderbolt or USB4 ports, so no configuration steps

Were necessary.

4.4.2 Disable Unused DMA Ports

In addition to hardening Thunderbolt and USB4, unused PClIe slots should be disabled in the
BIOS. This applies not only to desktop computers, which often come with an abundance of PCIe
slots, but also to laptops. Our test machine came with an empty slot for WWAN modules, which

is an M.2 PClIe slot and therefore DMA capable. It was disabled in the Security > I/O Port Access
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BIOS menu to reduce this one possible attack vector.

4.4.3 Enabling IOMMU Support

DMA remapping (DMAr) allows the OS to restrict a device’s DMA capability to a confined mem-
ory region, helping to mitigate DMA attacks. DMAr utilizes the IoMMU, which has to be enabled
in the BIOS, usually in the Security or Virtualization menu. The exact name of the BIOS option
depends on the CPU manufacture: On Intel systems, the option is typically called Intel VT-d or
Intel VT for directed 1/0. AMD systems usually have an option called AMD-V or SVM that en-
ables virtualization features such as the IoMMU. On our test machine, the option is found under

Security > Virtualization > AMD V Technology.

4.4.4 Using DMA remapping on Linux

Once the IOMMU is enabled in the BIOS, the OS can use DMAr to protect against DMA attacks.
While Linux automatically enables DMAr on supported AMD systems, Intel systems typically
require adding the intel_iommu=on kernel parameter [43]. In addition to enabling DMA, there
are Linux kernel parameters for further hardening against DMA attacks using the toMmMU. The
efi=disable_early_pci_dma parameter was introduced to disable DMA in the small time win-
dow during the boot process, when the IOMMU is not yet initialized.* To mitigate the temporal
vulnerabilities discussed in section 3.2.4, strict invalidation of IOTLB entries can be enabled with
the iommu.strict=1 parameter. The performance impact of strict invalidation can be signifi-
cant for IO intensive workloads such as 10+ Gb/s networking [48], but it is unlikely to have a
noticeable impact on any typical desktop use case.

After enabling the ToMMU in the BIOS, Linux automatically made use of it on our AMD-based
test system. Only the two hardening-related settings had to be manually configured by setting
the efi=disable_early_pci_dma and iommu.strict=1 kernel parameters. The status of the

IOMMU can be confirmed in the kernel logs, as seen in listing 4.

4.4.5 Address Translation Services

ATS is a performance optimization for Linux that allows PCle devices to handle IOMMU transla-

tions themselves instead of relying on the system’s IoMMU. This is problematic from a security

“https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=
4444£8541dad16fefd9b8807ad1451e806ef1d94
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root@t495s

# Check IOMMU status in the kernel log:

$ dmesg | grep -i IOMMU

[ 0.429136] pci 0000:00:01.0: Adding to iommu group O
[ 0.429156] pci 0000:00:01.2: Adding to iommu group 1
L 0.429175] pci 0000:00:01.3: Adding to iommu group 2
[...]

[ 0.608583] AMD-Vi: AMD IOMMUv2 loaded and initialized

Listing 4: Verifying the status of the IoMMU in Linux.

root@t495s

# Check which devices support ATS:
$ 1spci -v | grep -B 16 ATS

05:00.0 VGA compatible controller: Advanced Micro Devices, Inc.

< Picasso/Raven 2

[...]
Capabilities: [2b0O] Address Translation Service (ATS)

# Check ATS status:
$ dmesg | grep ATS
[ 0.000000] PCIe: ATS is disabled

[AMD/ATI]

Listing 5: Check ATS support and status.

perspective, because a malicious device can exploit ATS to circumvent any IOMMU-based pro-
tections [42, p. 97]. ATS can be disabled by setting the noats option for the pci kernel parame-

ter [43]. In our setup, this corresponds to adding pci=noats to /etc/kernel/cmdline.

PClIe devices that make use of ATS still work without it, although with a potential loss in per-
formance. Listing 5 shows how to determine which PCle devices support ATS; in our case, it is
only the integrated GPU. Disabling ATS resulted in no perceivable reduction in graphics perfor-
mance, neither in general desktop usage nor in benchmarks (glsmark2 2023.1). Unfortunately,
this parameter had to be reverted because it caused unrecoverable GPU errors after a few hours of

use, turning the screen black and requiring a reboot. This leaves our test setup without protection

from ATS-based IOMMU bypass attacks.
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4.5 Secure Boot

Secure Boot serves as one of our primary defense mechanisms against software-based tampering,
particularly in the case of evil maid attacks. When properly configured, Secure Boot ensures that
the system will only boot software that has been signed with trusted keys. This section explores

the intricacies of implementing Secure Boot for Linux and addresses the associated challenges.

4.5.1 Unified Kernel Images

Secure Boot generally only validates the signature of the first component in the boot chain, typ-
ically an EFI bootloader such as GRUB or systemd-boot. This bootloader then starts the kernel,
which subsequently mounts the initial RAM file system (initramfs). Given that these early boot
components reside on the unencrypted EFI boot partition, they are all susceptible to manipula-
tion from evil maid attacks. To provide a meaningful level of protection, each boot component
must therefore validate the integrity of the one that follows. This validation requirement extends
to bootloader configuration files and the kernel parameter list that are located on the boot parti-
tion. Considering that in addition to the EFI firmware, both the bootloader and the kernel must
now enforce signature verification on the components they load, it becomes evident why this
process can be complex.

Unified Kernel Images (UKIs) can solve this problem by combining all early boot components
into a single EFI-executable file [143]. Like other EFI executables, a UKI follows the Portable
Executable (PE) file format, which consists of multiple sections, each representing a distinct boot
component. First, the UKI contains an EFI boot stub, a rudimentary bootloader that is executed
by the EFI. This is followed by sections for the Linux kernel, its command line, the initramfs, and
optional CPU microcode, among others. The most important advantage of UKIs is that they can
be signed like any other EFI executables, protecting all the components they contain at once. For
our setup, this means that we only need one file on our unencrypted boot partition, and that file
is verified by Secure Boot to prevent tampering.

Given that they are regular PE files, UKIs can be created with a relatively simple objcopy
command. However, there are tools that further simplify their creation and signing process, such
as sbctl [144] and ukify>. Listing 6 demonstrates how to create a UKI with sbct1 and a suitable

EFI boot entry with efibootmgr. Since the latter also changes the boot order to prioritize our

Shttps://www.freedesktop.org/software/systemd/man/ukify.html
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root@t495s

# Create the UKI:
$ sbctl bundle --save \
--efi-stub /usr/lib/systemd/boot/efi/linuxx64.efi.stub \
—--kernel-img /boot/vmlinuz-linux \
--cmdline /etc/kernel/cmdline \
--amducode /boot/amd-ucode.img \
—-initramfs /boot/initramfs-linux.img \

/efi/EFI/Linux/archlinux-linux.efi

# Create an EFI boot entry:
# (notice how the path is relative to our ESP root)
$ efibootmgr --create \

--disk /dev/nvmeOnl \

--part 1 \

--label "Arch Secure Boot" \

--loader EFI/Linux/archlinux-linux.efi

BootCurrent: 0000

BootOrder: 0003,0000,0001,[...]

[...]

Boot0003* Arch Secure Boot HD([...]/File(EFI\Linux\archlinux-linux.efi)

Listing 6: Creating a UKI and the corresponding EFI boot entry.

newly created entry, the system is now ready to boot the UKI.

4.5.2 Signing UKIs with Custom Keys

As outlined in section 3.6.5, the Secure Boot keys that come preinstalled by the manufacturer
cannot be trusted for high security use-cases. Fortunately, they can be replaced with a custom
set of keys that are either created manually with openssl or with the help of sbctl, as seen in
listing 7. Among these new keys is the signature database key, which is used to sign UKIs and
other EFT executables, allowing them to boot. The signing process using either sbsign or sbctl

is demonstrated in listing 8.

4.5.3 Enrolling Custom Secure Boot Keys

To install our newly generated keys, Secure Boot must be set to Setup Mode. On most systems,

setup mode can be enabled through a similarly named BIOS option. However, on some ma-
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root@t495s

# Create the Secure Boot keys:

$ sbctl create-keys

Created Owner UUID d465b0ff-ec78-4464-alcd-3440ebed3668
[...]

Secure boot keys created!

# List the newly created keys:

$ find /usr/share/secureboot/keys/ -type £
/usr/share/secureboot/keys/PK/PK.key
/usr/share/secureboot/keys/PK/PK.pem
/usr/share/secureboot/keys/db/db.key
/usr/share/secureboot/keys/db/db.pem
/usr/share/secureboot/keys/KEK/KEK.key
/usr/share/secureboot/keys/KEK/KEK.pem

Listing 7: Creating a set of Secure Bot keys with sbct1l.

root@t495s

# Sign a UKI with the newly created db key:

$ cd /usr/share/secureboot/keys/db/

$ UKI=/efi/EFI/Linux/archlinux-linux.efi

$ sbsign --key db.key --cert db.crt --output $UKI $UKI

Signing Unsigned original image

# Alternatively, use sbctl:
$ sbctl sign /efi/EFI/Linux/archlinux-linux.efi
Signed /efi/EFI/Linux/archlinux-linux.efi

Listing 8: Signing EFI executables with sbsign or sbctl.
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chines, this option may be called Clear all Secure Boot Keys instead. On our test system, the
appropriate option is located at Security > Secure Boot > Reset to Setup Mode. Switching to setup
mode deletes the preinstalled platform key and allows the installation of our own keys. In setup
mode, enrolling the keys can be as simple as invoking the sbctl enroll-keys command. The
efi-readvar command can then be used to verify that our custom keys have been enrolled and
that no preinstalled keys remain. Once a new platform key is enrolled, Secure Boot exits setup

mode and begins enforcing signature verification with our custom keys.

However, this process becomes more involved on systems with certain types of PCIe expansion
cards, such as dedicated GPUs or storage controllers. These PCle components often come with
Option ROMs that contain their UEFI firmware, which needs to be loaded very early in the boot
process. For instance, a machine without integrated graphics relies on the dedicated GPU for
video output, even during the early UEFI boot stages. Given that the UEFI cannot be equipped
with video drivers for every potential dedicated GPU, it depends on the driver located within the
GPU’s option ROM. When Secure Boot is active, option ROMs have to pass the same signature
validation process as other EFI executables before they are loaded [145]. Generally, option ROMs
are signed with Microsoft’s third-party UEFI CA or the CA of their respective hardware vendor,
both of which are trusted when the preinstalled Secure Boot keys are in place. This becomes a
challenge when using Secure Boot with custom keys, because we do not want to trust these CAs

and cannot easily re-sign the option ROMs with our own keys either.

One viable solution to this challenge is adding the option ROM’s hashes to the db. This ex-
plicitly allows loading of that particular option ROM, even in the absence of a valid signature.
The easiest way of retrieving the hashes is by inspecting the TPM event log, as demonstrated in
listing 9. Once collected, these hashes can be converted to an EFI Signature List (ESL) and then
integrated into db. Again, the sbctl utility automates this process of retrieving and adding option
ROM hashes, as shown in the third command of listing 9. However, the author of that tool warns
that this approach is considered experimental [144]. Special care has to be taken when updating
the firmware on these PCle expansion cards, as the resulting change in the option ROM’s hash
could prevent the system from booting. Fortunately, this is not a concern with most laptops, as

they rarely require any option ROMs.
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root@gemu

# Search for option ROM measurements in the TPM event log:
$ cp /sys/kernel/security/tpm0O/binary_bios_measurements eventlog
$ tpm2_eventlog eventlog | grep -C 10 "BOOT_SERVICES_DRIVER"
[...]
- EventNum: 14

PCRIndex: 2

EventType: EV_EFI_BOOT_SERVICES_DRIVER

DigestCount: 1

Digests:

- AlgorithmId: sha256

Digest: "4019aabdc583879c8a95b2c00c15142911ac6fba9925aacde7[...]1"

EventSize: 84

[...]

# Attempt to enroll Secure Boot keys on a system with option ROMs:

$ sbctl enroll-keys
Found OptionROM in the bootchain. This means we should not enroll keys into UEFI

~ without some precautions.

# Enroll the keys along with option ROM hashes from the TPM event log:
$ sbctl enroll-keys --tpm-eventlog

Enrolling keys to EFI variables...

With checksums from the TPM Eventlog...

Enrolled keys to the EFI variables!

Listing 9: Enroll Secure Boot keys with sbctl on a system with an option ROM.
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4.5.4 Update Handling

To minimize the administrative overhead with Secure Boot on Linux, the UKI should be automat-
ically rebuilt and signed whenever the kernel or CPU microcode is updated. When installed from
the official Arch Linux repositories, the sbct1 package already includes a package manager hook
that facilitates this process. Adapting this to other Linux distributions should be trivial, given that
most package managers offer similar hooking-functionality.

The bigger challenge lies in establishing rollback protection to prevent the following attack
scenario: An attacker could collect old UKIs and wait until a vulnerability within one of them is
discovered. This could be a Linux kernel vulnerability or a flaw within another UKI component
that allows loading arbitrary code, effectively bypassing Secure Boot. Because the vulnerable
UKI still features a valid signature, it could now be used for a tamper-and-revert attack. With
our proposed Secure Boot setup, this threat is less pronounced, because every computer uses a
distinct set of Secure Boot keys. To exploit this, an attacker would require regular physical access
to the target computer to copy the UKIs, which makes this scenario less likely. Nevertheless, we
will explore two approaches for implementing a mechanism that prevents old UKIs from being
executed, each with its own set of challenges.

The most straightforward method is to append the hash of every deprecated UKI to the dbx,
thereby explicitly prohibiting its execution regardless of its signature. However, there are two
limitations to keep in mind with this approach. First, it is not infinitely sustainable because the
dbx only has 32 KB of capacity®, which amounts to about 500 hashes. Should this limit ever be
reached, rotating the Secure Boot keys and resetting the dbx would be a viable solution. The sec-
ond limitation is related to our TPM-based FDE proposal described in section 4.6. Every update to
the dbx interferes changes PCR 7, which is our preferred PCR for FDE key sealing. This PCR was
chosen for key sealing specifically because of its low fragility, as discussed in section 4.6.2. Using
the dbx for rollback protection would therefore require an alternative approach to TPM-based
FDE.

Another approach utilizes a special feature of TPMs: monotonic counters. The TCG specifies
these as integer counters that can only be incremented, never decremented [13]. When sealing
secrets using the TPM, future unsealing can be controlled not only by a set of PCR values, but
also by specific counter values or ranges. The safeboot project already uses this mechanism for

rollback protection [9].

®https://github.com/rhboot/shim/blob/main/SBAT.md
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4.6 TPM-based FDE

TPM-based FDE serves a multitude of purposes in protecting against physical access attacks.
First, it dramatically reduces the negative security impact of a low-entropy FDE password by
providing anti-hammering protection. Furthermore, it mitigates or at least complicates some

forms of evil maid attacks discussed in section 3.6.

4.6.1 Available Solutions

In 2022, Wetzels compared five tools that facilitate TPM-based FDE on Linux, focusing on their
resilience to TPM-sniffing [146]. Since then, most of these tools received feature updates, war-
ranting a new comparison. This re-evaluation was conducted by analyzing their source code and
available documentation. As a reference, Microsoft’s BitLocker was also included in the compar-
ison, despite its lack of source code availability. The data for BitLocker had to be deducted from
Microsoft’s technical documentation instead [16]. The results are summarized in table 4.1.

Of all the solutions examined, only systemd-cryptenroll” uses parameter encryption and ver-
ifies the authenticity of the TPM when unsealing the FDE key. Interestingly, while safeboot [9]
uses parameter encryption for some of its functionality, it does not do so for FDE. Except for Cle-
vis®, all solutions support the TPM + PIN combination. However, as elaborated in section 3.5.2,
only BitLocker implements this as a robust second factor that can withstand a compromised TPM.
The Linux solutions use the PIN only to authenticate to the TPM, not as part of the key derivation
function. In addition, only BitLocker allows the use of a key file as a true second or third factor
with TPM-based FDE. While LUKS TPM2° uses TPM-sealed key files, it does not support storing
them externally.

In conclusion, systemd-cryptenroll currently stands out as the best choice for Linux, despite
its limitations. While its insecure TPM + PIN implementation presents a considerable risk for

fTPMs, it is less of an issue for dTPMs due to their greater resilience to compromise.

4.6.2 Challenges

When deploying TPM-based FDE, a core decision revolves around the selection of PCRs that rep-

resent the conditions under which the key can be unsealed. The goal is to permit unsealing of the

"https://www.freedesktop.org/software/systemd/man/systemd-cryptenroll.html
8https://github.com/latchset/clevis
‘https://github.com/electrickite/luks—tpm2
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Table 4.1: Feature comparison of TPM-based FDE solutions for Linux.

Solution (version) Param. enc. TPM authenticity check TPM + PIN TPM + key file
Clevis (19) - - -

LUKS TPM2 (2.1.2) - - © ©
safeboot (0.7) - - ©

systemd-cryptenroll (254) [} () 0

BitLocker ([ L

@ = implemented; © = partially/insecurely implemented; - = not implemented;

FDE key exclusively when the system is in a trustworthy state. Selecting the wrong set of PCRs
can lead to fragility, where benign configuration changes or updates result in changed PCR val-
ues that prevent unsealing. For instance, selecting PCR 0 for sealing the FDE key would render
the key inaccessible after a BIOS update. This means a BIOS update would require the cumber-
some procedure of temporarily suspending FDE and resealing the encryption key afterward. The
ideal scenario is to select PCRs that attest the system’s trustworthiness but remain unaffected by

specific software or firmware version changes.

Microsoft addresses this challenge by primarily relying on PCR 7 for UEFI-based systems [100].
PCR 7 contains the measurement results of the system’s Secure Boot state and its associated keys.
When PCR 7 holds the expected value, it implies that the booted EFI executable was signed by the
Secure Boot keys that we trust. One could argue that relying solely on PCR 7 is too permissive
for systems that trust the default set of Secure Boot keys. This is a reasonable position to take
since these keys have been used to sign thousands of EFI executables, many of which now have
known vulnerabilities, as discussed in section 3.6.5. However, in our specific setup, the Secure
Boot keys are unique to each machine and are used exclusively for signing UKIs. In this context,

PCR 7 provides sufficient assurance regarding the system’s state and avoids PCR fragility.

Another important aspect to consider is the recovery strategy in the event of a TPM failure.
In such cases, a high-entropy recovery key that can decrypt the data independently of the TPM
is essential. This key should be enrolled and presented to the user during setup, who must then
store it securely. Listing 10 demonstrates how to enroll a suitable recovery key with the systemd-
cryptenroll utility. Ifasituation arises that necessitates the use of the recovery key, it is essential

to follow the security considerations in section 4.9.3.
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root@t495s

# Enroll a recovery key:
$ systemd-cryptenroll --recovery-key /dev/vda2
Please enter current passphrase for disk /dev/vda2: [...]

A secret recovery key has been generated for this volume:
rdrfbhjf-bbifvnic-[...]

[...]

New recovery key enrolled as key slot 1.

Listing 10: Enrolling a high-entropy recovery key with systemd-cryptenroll.

4.6.3 Enrolling TPM-based FDE

Once the prerequisites are addressed, enrolling TPM-based FDE becomes a simple process, as
shown in listing 11. First, the TPM-based key slot for LUKS is enrolled with the systemd-
cryptenroll command, specifying PCR 7 and a PIN for TPM authentication. Despite the use of
the word PIN, the character set is not limited to digits. On devices equipped with multiple TPMs
(e.g., f{TPM and dTPM), it is important to specify the exact device instead of auto. Then, a few
adjustments are made to the kernel command line and initramfs to use systemd-cryptsetup
instead of cryptsetup. Now, the system should present a prompt that reads Please enter LUKS2
token PIN at boot time, and the drive will be unlocked after entering the PIN. If any password-
based key slots were configured previously, they should now be removed using the cryptsetup

luksRemoveKey command, ensuring only the TPM and recovery key remain.

4.7 Mutual Authentication

While it is very common for users to authenticate to a computer, the inverse, where a computer
proves its authenticity to a user, is less prevalent. Before trusting a computer with secret keys,
users should be able to verify its authenticity and integrity to rule out the possibility that it is con-
trolled by an attacker. The challenges of implementing such a mechanism robustly have been
explored in section 3.6.7. While current solutions may not be able to withstand the most sophis-
ticated replace-and-relay attacks, they still offer value by raising the bar against such security

threats.
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root@t495s

# Enroll TPM-based LUKS key slot:

$ systemd-cryptenroll --tpm2-device=auto --tpm2-pcrs=7 --tpm2-with-pin=yes
< /dev/nvmeOnip2

Please enter current passphrase for disk /dev/nvmeOnilp2: [...]

Please enter TPM2 PIN: [...]

Please enter TPM2 PIN (repeat): [...]

New TPM2 token enrolled as key slot 2.

# Adapt the initramfs for systemd-cryptsetup:
$ sed -i '/s/ HOOKS.*/HOOKS=(base systemd autodetect modconf kms keyboard
~ sd-vconsole block sd-encrypt filesystems fsck)/' /etc/mkinitcpio.conf

# Adapt the kernel parameters for systemd-cryptsetup-generator:

$ cat > /etc/kernel/cmdline « EOF

rd.luks.name=UUID=root rd.luks.options=UUID=tpm2-device=auto root=/dev/mapper/root
o rw [...]

EOQF

# Rebuild the tnitramfs and UKI:
$ mkinitcpio -P && sbctl generate-bundles -s
[...]

Listing 11: Enrolling TPM-based FDE with systemd-cryptenroll.
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4.7.1 Available Solutions

Sections 3.6.2 and 3.6.4 gave an overview of the mutual authentication solutions available for
conventional computers. On the one hand, there is the solution by Rutkowska and its successors.
The most recent of these is tpm2-totp, which is still actively maintained [108]. On the other hand,
there are solutions that require specialized external hardware, akin to the iTurtle proposed by
McCune et al. in 2007 [109]. One of these is MARK, which was released in 2014 but has not
received any updates beyond the initial academic prototype [110]. The more recent device that
provides such a functionality comes from Nitrokey' and is a commercially available product.
However, this functionality is exclusive to computers running the coreboot firmware, which is a
very limited number of devices. Given these limitations, tpm2-totp is the only viable solution for

our setup.

4.7.2 Enrolling TOTP-based Anti Evil Maid

Like TPM-based FDE, tpm2-totp works by sealing a key with the TPM and defining a policy that
specifies the conditions under which the key can be unsealed. The key is then used to compute a
dynamic six-digit code that the user must validate before entering the FDE password. This raises
the same question regarding PCR selection that was addressed in section 4.6.2. The exclusive use
of PCR 7 is a reasonable choice here as well.

The process of enrolling tpm2-totp is detailed in listing 12. Once the TOTP secret has been
generated, it is displayed as a QR code to the user, who must scan it with a TOTP smartphone
application. After adjusting the initramfs to include the sd-tpm2-totp hook, a six-digit code will
be displayed in future boot processes. It is essential that the clocks of the computer and phone
align closely, ideally with only a minor delay of a few seconds. This synchronization is easily

achieved if both devices set their clocks using an NTP server.

4.8 Physical Tamper-Evident Technology

The mutual authentication solution discussed in the previous section acts as a form of tamper-
evident technology, but it is limited to detecting software-based threats. When faced with hard-
ware keyloggers or implants, there is an additional need for physical tamper-evident technology.

Various such technologies have been covered in section 3.6.10 with their respective strengths and

Yhttps://www.nitrokey.com/files/doc/Nitrokey_Pro_factsheet.pdf
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root@t495s

# Generate a nmew TOTP secret:

$ tpm2-totp generate -p 7

[...]
otpauth://totp/TPM2-TOTP?secret=JDZTB[. . .]

# Generate a siz-digtt code to compare it with the TOTP app:
$ tpm2-totp -t calculate
2023-09-05 17:11:17: 263806

# Add the sd-tpm2-totp hook before sd-encrypt:
$ sed -i '/"HOOKS/s/sd-encrypt/sd-tpm2-totp sd-encrypt/' /etc/mkinitcpio.conf

# Rebutld the initramfs and UKI:
$ mkinitcpio -P && sbctl generate-bundles -s
[...]

Listing 12: Enrolling tpm?2-totp and adapting the initramfs.

limitations. We have also discussed the trade-off between the sensitivity and specificity of these

solutions and the benefits of combining solutions of both categories.

4.8.1 Case Intrusion Detection

The case tamper switch on our test laptop serves as the high-specificity solution in our suite of
safeguards. When the bottom cover is removed, it displays an alert during the next boot, requiring
the supervisor password to continue. On our machine, this is configured through the BIOS at
Security > Internal Device Access. As noted in the BIOS documentation, this feature only takes
effect if a supervisor password is set [135]. In addition, there is an option to treat power loss or
emergency reset events in the same way as bottom cover removals. This is important because it
eliminates one of the ways to bypass the tamper detection.

Four experiments were conducted to test the effectiveness of our machine’s tamper detection
mechanism. These tests involved removing the bottom cover under various conditions: while the
machine was operational, during sleep mode, when it was powered off, and following a power
loss event. In all four cases, the alert and password prompt appeared during the next boot cycle.
Nonetheless, this reveals a significant limitation of the feature: It only notifies the user upon the
next boot-up. This delay could be critical if tampering occurs while the system is active or in sleep

mode. Not all case intrusion detection mechanisms suffer from this limitation. HP’s TamperLock
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documentation explicitly advertises support for forcing a shutdown upon cover removal [134].

4.8.2 Active Tamper Detection

The Haven app [136], referenced in section 3.6.10, provides a useful addition to our device’s na-
tive tamper detection capabilities, due to its high sensitivity. It was installed on an old Nokia 7.1
smartphone running Android 10 and configured to monitor the device’s camera, microphone,
ambient light sensor, and accelerometer. Each sensor’s detection threshold can be customized
within the app. With the Haven-enabled phone placed on top of the laptop, and both stored in
a drawer, it was not possible to open the drawer and retrieve the laptop without triggering the
light sensor or camera. However, it was possible to avoid accelerometer motion detection by per-
forming these actions very slowly. A determined attacker could therefore attempt to do this in
complete darkness and slowly enough not to trigger any sensors. Another limitation is Haven’s
current inability to send proactive alerts, requiring users to manually inspect the Haven logs in-

stead. While this limits Haven’s effectiveness, it is still a valuable tool in high-risk environments.

4.9 The Human Element

So far, this chapter has focused on technical mitigations against physical access attacks. However,
there are certain attack vectors that cannot be fully prevented by these technical measures alone.
Protecting against them requires the proactive participation of informed users. This section dis-

cusses the key steps users can take to bridge these security gaps.

4.9.1 ACPI States

The impact of a device’s ACPI state on its attack surface has been highlighted throughout this
thesis. For instance, while DMA attacks are an unavoidable threat to devices in states SO to S3,
they are almost irrelevant when a device is powered off or in hibernation. And while we have
configured a mutual authentication scheme to verify the integrity of our device at boot time, there
is no such solution for the lock screen. Consequently, our hardened device is more vulnerable to
replace-and-relay attacks when it is running or in sleep mode.

It is therefore generally advisable that users either power off their devices or put them into
hibernation mode when leaving them unattended. The slight delay when waking a device from

hibernation compared to sleep mode is a small price to pay for the considerably smaller attack
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surface it provides. Sleep mode can still be a useful tool when users want to save energy in low-
risk situations. The delayed hibernation functionality in Windows [100] and Linux!! can also be
useful. In this mode, the system automatically wakes from sleep and enters hibernation after a
configurable delay.

Making the right choices regarding ACPI states does not have to be the sole responsibility of
the user. Operating systems could do a better of job informing users about the security implica-
tions of certain power states. For centrally managed devices, administrators can force delayed

hibernation or disable sleep mode altogether.

4.9.2 Device Inspection

Effective tamper detection is not only about technical solutions, but also about how users respond
to them. Passive measures, like tamper-evident seals and tpm2-totp, rely on the user’s active
inspection to determine the trustworthiness of the device. Conversely, active solutions, such as
our device’s case intrusion sensors, proactively alert users to potential attacks. Yet, they still rely
on the user to take the appropriate action to prevent the attack.

The appropriate action depends on the tamper detection solution and the situation in which
it was triggered. For example, if a high-sensitivity solution like Haven detects movements in a
busy office environment, it could very well be a false positive. In such scenarios, high-specificity
solutions, such as case intrusion sensors or seals, should be used to verify or dismiss the possi-
ble incident. However, if such a detection occurs while the device is locked in a safe, there is
compelling evidence of unauthorized access. Whenever there is sufficient doubt regarding the

trustworthiness of the computer, it should no longer be used.

4.9.3 FDE Recovery

Previous research indicates that FDE recovery mechanisms can be exploited as a vector for evil
maid attacks [4]. Therefore, users must carefully evaluate situations that require the use of the
recovery key deployed in section 4.6.2. If the computer fails to unseal the FDE key after an update
or configuration change, and there are no other signs of an attack, it is safe to enter the recovery
key to unlock the computer. On the other hand, if the computer unexpectedly asks for the recov-
ery key at boot time, this could be a sign of tampering. In such cases, users are advised not to

enter any confidential information on the potentially compromised computer. The safest way to

Hhttps://www.freedesktop.org/software/systemd/man/systemd-sleep.conf.html
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4.10 Summary and Results

Table 4.2: Results of the hardening process.
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recover data in these scenarios is to connect the computer’s encrypted storage device to a trusted

workstation and use the recovery key there.

4.10 Summary and Results

In this chapter, we explored the process of hardening our Linux-based laptop against physical
access attacks using existing countermeasures. We were able to implement countermeasures for
most of the attacks discussed in chapter 3, but there are some attack vectors that remain unad-
dressed. Table 4.2 summarizes the results of this chapter and highlights the remaining vulnera-

bilities.

4.10.1 Limitations

Comparing the results with the expectations in table 3.1, there are two distinct attack vectors

that we could not mitigate to the desired degree. In both cases, this was due to shortcomings in
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the countermeasures available on Linux. There were other instances, where solutions did not
work as advertised and only provided partial protection. As of September 2023, these limitations
include:

« The kernel parameter for protecting against IOMMU bypass via ATS caused instabilities on
our test machine and had to be disabled. There is also no working solution to prevent spatial
IOMMU vulnerabilities in the Linux kernel version we used. Without these protections, our
machine remains vulnerable to more advanced types of DMA attacks.

« Thereis currently no TPM-based FDE solution for Linux that securely implements the TPM
+ PIN combination discussed in section 3.5.2. Until systemd merges the related patch!2,
the FDE key is protected only by the TPM. While this would present a significant risk for
fTPMs, it is less of an issue for our setup because dTPMs are more resistant to compromise.

« There is currently no FDE tool for Linux that implements the TPM + key file combination,
leaving our setup vulnerable to keylogging.

« The Haven app, in its current state, lacks proactive alert mechanisms, requiring the user to

actively inspect the logs instead.

4.10.2 Future Work

While the scope of this chapter was confined to the integration of existing countermeasures to
create an optimally protected system, the presented landscape offers significant opportunities for
improvement:

« Proposals to improve DMA protection on Linux date back to 2016. The work of Markuze
et al. describes an alternative usage model of the IoMMU that eliminates both spatial and
temporal vulnerabilities while ensuring minimal performance degradation [48]. Coupled
with more robust protection against IOMMU bypass vulnerabilities, this could pave the way
for computers that are reasonably secure in ACPI states SO to S3.

« Implementing an FDE solution that is compatible with LUKS but provides more secure
key protection schemes would greatly improve the current situation on Linux. Similar to
BitLocker, PINs and key files should serve as a true second or third factor in protecting the
KEK.

« The limitations of current tamper detection and prevention systems highlight the need for

a cross-platform solution that is not limited to specialized computers. Our EMMA proposal

Phttps://github.com/systemd/systemd/pull/27502
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offers some ideas for realizing such a solution.
In addition to these solution-oriented efforts, there is always a need for offensive security research
to validate the effectiveness of these countermeasures. Some of the solutions used in this chapter,
such as hardware-based memory encryption, are relatively new and may not have received the

necessary scrutiny from independent security researchers.
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5 Conclusion

Physical access threats, ranging from cold boot to evil maid attacks, underscore the fact that we
cannot rely solely on FDE to protect the sensitive data on our devices. To address these threats,
we first needed to gain a thorough understanding of the underlying attack vectors. Armed with
this knowledge, we delved deep into the process of hardening our systems using the available
countermeasures, highlighting not only the strengths of these security solutions, but also their
weaknesses.

Our comprehensive literature review in chapter 3, summarized in table 3.1, painted an opti-
mistic picture. We concluded that, except for hardware implants, all attacks could be prevented
with readily available countermeasures. However, our conclusion did not consider whether these
countermeasures can deliver what they promise and how well they can be used in combination
with each other. Chapter 4 attempted to answer these questions by walking through the process
of selecting and configuring the right hardware and software to build a hardened Linux-based
setup. It concluded with table 4.2, showing that some of our security goals were not achievable
with current solutions.

A significant gap in the defense of our system is the lack of a robust TPM-based FDE solu-
tion for Linux. This leaves our system susceptible to attacks aimed at extracting secret keys
by compromising the TPM itself. While the discrete TPM in our setup presents a challenge to
attackers—requiring specialized equipment and expertise—this attack vector could have been
avoided if Linux FDE schemes were implemented as robustly as BitLocker. Similarly, no Linux
FDE solution supports the TPM + key file scheme that is required to mitigate the threats posed
by hardware keyloggers.

We found that our only viable high-sensitivity tamper detection solution, the Haven app for
Android, failed to provide the active alerting capabilities it advertises. Furthermore, our device
has very limited physical tamper prevention capabilities, and we found no aftermarket solutions
to supplement this capability. These limitations highlight the need for a cross-platform solution

that is not limited to specialized computers. Our EMMA proposal offers some ideas for realizing
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5 Conclusion

such a solution.

To counter DMA attacks, our only option at the moment is to advise users to always power off
or hibernate their devices when left unattended. Looking forward, future improvements in DMA
protection may pave the way for computers that are reasonably safe from physical access attacks,
even when they are running or in sleep mode.

In closing, while we have made significant progress in understanding and mitigating physical
access threats, there is still a long way ahead. In addition to developing solutions to the aforemen-
tioned challenges, there is a pressing need for proactive offensive security research to evaluate the
effectiveness of our countermeasures. And as the offensive side of security research continues to
evolve and uncover new and improved attacks, research on defensive research will be required

to keep pace.
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