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Abstract

Prioritizing security is essential in microservice architectures, given its distributed composition involving

numerous services and network spanning interactions. This architectural style, which can include hundreds

to thousands of services, inherently presents an expanded attack surface compared to traditional monolithic

applications. Furthermore, the polyglot nature of microservices, which encompasses services developed

and deployed using diverse programming languages and technologies, further complicates the security land-

scape.

This thesis presents an extensive systematic literature review, analyzing 52 publications specifically in the

context of security threats and mitigation strategies within the area of inter-service security in microservice

architectures. This focus was deliberately chosen due to the distinct nature of inter-service security issues

as compared to those encountered in monolithic applications. The primary contribution of this thesis is a

detailed conceptualization of identified security threats and mitigation strategies, organized into categories

derived directly from the reviewed publications. In addition, an evaluation of the publications has been

carried out based on the level of focus with which various topics have been discussed.
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1. Introduction

In this section, we introduce the topic and problems addressed in the thesis, detail our research questions,

and explain the motivation behind conducting this study. In addition, we provide an outline of the thesis

structure.

1.1. Topic

This thesis aims to investigate the security threats prevalent in microservices systems, as well as the miti-

gation strategies that can be employed to enhance the security posture of the system. The scope has been

defined to focus on inter-service security in microservice architectures. We define inter-service security as

the ensemble of strategies, excluding edge-level security mechanisms, dedicated to safeguarding the connec-

tions and interactions between microservices. We describe inter-service security threats as those specifically

targeting the interconnections and interactions within the microservices architecture. We have decided to

emphasize inter-service security in microservices, recognizing its distinctive aspects compared to traditional

monolithic environments. The aim of this work is to heighten awareness among those transitioning to mi-

croservices about the unique challenges and issues related to inter-service security.

1.2. Problem

Transitioning from a monolithic architecture to microservices architecture can bring numerous advantages

for a software system, including improved scalability, a more conducive environment for autonomous teams,

and a system that is better suited to the ever-evolving software landscape. Despite these benefits, the mi-

croservice architecture also presents some potential challenges that need to be addressed, particularly in

the domain of security. The communication between various microservices is one aspect not present in a
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monolithic architecture, and it can be challenging to understand all the security risks related to inter-service

communication.

To better examine the security risks related to inter-service communication in a microservices architecture,

three research questions were formulated to adequately gather the adequate information. This study seeks to

answer three research questions. The first investigates the research facets, contributions facets, publication

trends, and venues of the publications using bibliometric data. The second question identifies the security

issues discussed in the publications and classifies them according to a predefined set of categories. The third

and last research question examines the mitigation strategies proposed in the publications and categorizes

them based on a predefined set of categories.

1.3. Research Questions

The research questions formulated for this thesis are designed to guide the investigation and provide com-

prehensive answers covering the meta-analysis of the publications and the categorization and synthesis of

data relevant to inter-service security threats and mitigation strategies.

RQ1: What types of research methods, contributions, and publication venues are typical in this field?

• RQ1.1: What are typical research facets of studies in this field?

• RQ1.2: What are typical contribution facets of studies in this field?

• RQ1.3: What are the typical publication channels in this field?

• RQ1.4: What are typical publication venues in this field?

• RQ1.5: How has the distribution of publications evolved over the years in this field?

RQ2: What are the security threats related to the inter-service domain in microservices?

• RQ2.1: What are the security threats related to the inter-service domain in microservices?

• RQ2.2: How can these security challenges be categorized?

RQ3: What are effective mitigation measures for microservice security threats?

• RQ3.1: What are practical approaches and strategies to mitigate microservice security threats?

• RQ3.2: How can these mitigation strategies be categorized?
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1.4. Motivation

As the microservice architecture is a relatively new way to structure a large complex software system, it

introduces unique challenges and pitfalls that software architects and developers must navigate. One of the

most radical changes from a monolithic architecture is that many of the previous system calls now have to

be performed as network calls. These network calls may cross both security zones and networks. The shift

from system calls to network calls is mentioned in Sam Newman’s section on "Microservice Pain Points",

where these network calls are tied to both latency and security issues [2]. Migrating from a monolithic

system to a microservice system without understanding the security implications related to inter-service

communication can lead to poorly secured systems.

The motivation behind this thesis is to gain a deeper insight into the security challenges posed by inter-

service communication in a microservices architecture and to identify their suitable mitigation strategies.

This is aimed at helping those transitioning from a monolithic architecture to a microservices architecture

while preserving the high level of inter-service security they were accustomed to in the monolithic environ-

ment.

1.5. Thesis Outline

Chapter 1 introduces the topic, problems, challenges, and motivation of this systematic literature review.

Subsequently, Chapter 2 offers essential background on inter-service security in microservice architecture

and reviews related studies, particularly those employing research methodologies similar to this thesis.

Chapter 3 describes the research methodology used in this thesis. Furthermore, Chapter 4 looks into the

bibliometrics and facets of the publications gathered through a systematic literature review. Chapter 5 cat-

egorize and describes the inter-service security threats reported in the included publications, followed by

Chapter 6 describing and categorizing the mitigation strategies presented in the included publications. Sub-

sequently, Chapter 7 provides a summary of the findings of this work and compares the results, offers the

authors’ interpretation of the findings, and additionally presents a systematic map that visually illustrates the

main security focus of the reviewed publications. Furthermore, Chapter 8 presents and discusses the validity

of this work. Finally, Chapter 9 concludes this thesis and sketches possible directions for future work.
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2. Background and Related Work

2.1. Background

The microservice architecture is an architectural design pattern that has become vividly adopted during

the past decade to build large, loosely coupled systems. This background chapter lays the foundation for

understanding the domains of software architecture and design patterns, and the intricacies of the microser-

vices architecture pattern and how it differs from its counterpart, the monolithic architecture. This chapter

will also present some of the design patterns and security challenges and measures that are common to the

microservices architecture, as well as those specific to inter-service communication.

2.1.1. Software Architecture and Design Patterns

The design and development of large, scalable and complex systems is perceived by many as a challenging

task. Martin [3, p. xvi] states that "Software has structure, many structures, and many kinds of structure, but

its variety eclipses the range of physical structures found in buildings". Software architecture is the mere

process of making fundamental decisions about the high-level structure of computer systems, and, just as

with buildings, decisions made during software architecture carry large implications, which can be difficult

to change later in the Software Development Lifecycle (SDLC).

One of the ways in which structure can be achieved in computer systems is to utilize proven reusable design

patterns to solve problems before they become unmanageable. Design patterns can be of varying granularity,

ranging from very abstract, like the Microservices Architecture pattern, to very granular patterns, like the

Money pattern (a way to represent a monetary value in a software system).

The content and details of design patterns can differ, largely shaped by their author’s approach and per-

spective. Martin Fowler, a reputable author in the field of design patterns, describes them as "a chunk of
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advice" (about a topic) and emphasizes that the patterns need to be tweaked a little before being applied to

a commonly recurring problem [4, p.10].

Design patterns are usually categorized according to their use case, with similar or alternative patterns often

grouped together. Understanding the relationships between design patterns is crucial in order to use them

effectively. Some design patterns complement each other well, while others may not be suitable for use

in conjunction. For instance, the Saga pattern and the Messaging pattern commonly used in an MSA are

compatible and can be effectively combined in use.

A variety of design patterns are commonly or exclusively applicable to the microservices architecture, as

discussed in depth in Chris Richardson’s book "Microservices Design Patterns" [5]. These design patterns

encompass a wide array of categories, particularly focusing on inter-service communication and security

within microservices architecture. A notable example is the Token security pattern, often employed in

microservice environments where in-memory session management is impractical due to the nature of the

distributed system. The token pattern emphasizes secure storage and transfer of session data using tokens.

Patterns like this address typical challenges in microservice architecture, thus forming the essential foun-

dation for its implementation. The significance of microservices patterns as key building blocks in the

microservice architecture is emphasized, especially in research publications on the matter. Moreover, the

deployment and design of these patterns within a microservices system is crucial to the discussion of mi-

croservices security, as the implications of these design patterns can impact the security of the system as a

whole, both positively and negatively.

2.1.2. The Microservice Architecture

Sam Newman defines microservices as "an approach to distributed systems that promote the use of finely

grained services that can be changed, deployed, and released independently" [2, p. xvii]. It can also be

added that the microservice architecture is an architectural design pattern and that the loosely coupled ser-

vices that make up the architecture run in different processes, for example, Kubernetes nodes, and commu-

nicate through network calls. Kubernetes [6] is a container orchestration framework widely used to deploy

microservices. The nodes in a Kubernetes cluster are the worker machines that run the applications, and

can be a virtual or physical machine [7]. In the context of microservices, a service can be, for example,

a Java JAR file deployed that interacts with other microservices, third-party applications, and end users.

Figure 2.1 illustrates a simple microservices application where the front-end and microservices are imple-
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mented independently and the traffic between the microservices and the end user is mediated through an

API gateway.

Figure 2.1.: Microservices Architecture

The microservices architecture is often used in conjunction with DevOps practices and deployed as individ-

ual containers or virtual machines (or as lambda functions in a serverless deployment [5, pp.416-427]) in the

cloud, where scaling opportunities are well suited for dynamic microservices [8]. This makes microservices

a highly flexible and scalable solution, enabling applications to rapidly adapt to varying loads and demands.

Monolithic vs. Microservice Architecture

The monolithic architecture is often seen as the traditional way to architect a business application and,

compared to microservice architecture, can be deployed as a single service in a single process.

Monolithic architectures come with a set of significant challenges, especially when systems grow in size

and complexity. Dragoni et al. [9] describes six key issues related to the monolithic architectural pattern:

1. Maintenance becomes increasingly difficult as the system evolves.

2. Dependency issues can complicate development and updates.

3. Minor changes to a single module may require rebuilding and restarting of the entire application.
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4. Conflicting resource requirements, which can lead to a sub-optimal one-size-fits all configuration.

5. Opportunities for scaling are often limited, constraining performance.

6. Technology lock-in is a risk, as the entire application is usually based on a single programming lan-

guage and technology stack.

Due to these and other challenges, numerous companies and organizations have chosen the microservice ar-

chitecture as a viable alternative, as it can help mitigate or minimize many of these problems. Microservices

are independently developed, built and deployed, resource-effective, horizontally, and vertically scalable,

and each service can be built with a different programming language and technology stack. This makes

microservices a good alternative for development teams that are dealing with some or all of these issues.

Chris Richardson specifically points to the "monolithic hell" situation as a major drive for organizations to

migrate to the microservices architecture [5]. This situation arises when monolithic systems expand and

become increasingly challenging to develop and maintain, increasing the time required to release new fea-

tures and patches. Figure 2.2 illustrates a simple monolithic application where all business domains are

encapsulated within a single service, including the front-end UI with which the end user interacts.

Figure 2.2.: Monolithic Architecture

Migrating from a large monolith to many microservices

The migration process from a monolithic architecture to a microservices architecture is a vital part of the way

microservices are adopted. Taibi et al. [10] investigated the motivations for the transition from monolithic to

microservices and concluded that microservices are often the last resort for practitioners when their monolith

becomes too large and unmanageable. This migration process can take a long time, and there are various

ways in which this migration can take form, one of which is to apply the Strangler application pattern to
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the existing monolithic architecture, a concept in which the monolithic application is gradually turned into

a microservice application by developing a new application around the legacy application [5, p. 432]. As

this process can span years, it is not unusual that systems are in-between a full monolithic system and a

full microservices system. This can result in the use of a variety of different technologies, programming

languages, and networking protocols at the same time.

The Anti-Corruption Layer design pattern, as described by Richardson [5, pp.447] is one of the patterns

specifically suited for translating between different domain models, for example, one domain model in the

old monolith and one domain model in a newly built microservice. The transition to a microservices archi-

tecture brings with it certain considerations that require more attention than others, such as authentication.

In a monolithic application, authentication can be managed using in-memory sessions, but in a microser-

vices architecture, it must be persistent, as knowledge about active sessions must be shared among several

microservices. Hence, it may be that in the migration stage to a microservices system, that two different

ways of handling authentication are used simultaneously. The migration process is also a possible root for

security issues.

Ponce et al. [11] determined that database migration is one of the most difficult tasks when transitioning to

a microservices architecture. In some cases, the databases were not moved to the recommended architecture

of one database per service, and thereby left out of the migration completely. Other challenges such as those

related to setting up transactions and managing a complex environment with automated tooling were also

mentioned. Some of the potential root causes of security concerns that are attributed to the microservices

architecture could therefore be due to the difficulties associated with transitioning to this type of architecture.

Inter-service Communication

The flow of data between services in a microservices architecture is defined as inter-service communication.

This is also the aspect that differentiates the microservices architecture the most from a classic monolithic

architecture and can result in large amounts of information being exchanged within one network or across

several network boundaries. The customer’s journey from finding a product, adding it to the shopping

cart, and purchasing the product can produce a lot of network traffic between services. This flow of data

is one of the complexities of microservices that needs to be mastered in order to successfully apply the

microservices architecture. Too many unnecessary network calls between microservices can be expensive

and unnecessarily slow down the system.
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Microservices Design Patterns

Similar to the monolithic architecture, the microservices architecture is also a structural blueprint that comes

with a wide range of additional design patterns and tactics. The collection of design patterns used to de-

velop and deploy microservices is what we call microservice patterns, and they make up the building blocks

for applying the microservices architecture. Design patterns are frequently cited in conjunction with mi-

croservices because they play a critical role in shaping how these systems are developed and operated. The

assortment of design patterns applicable to the Microservices Architecture differs depending upon the entity

responsible for their formulation. Richardson [5], describes the Microservices Pattern as the first pattern

addressed in his work. He also elaborates on various additional design patterns intended to complement

this foundational pattern. Collectively, these constitute what he refers to as Microservices Design Patterns,

covering topics such as communication, service discovery, deployment, business logic, security, refactoring,

and more. It is important to consider these design patterns in the context of improving security, particularly

when building and maintaining robust microservices architectures.

Inter-service Communication Patterns

In microservices architectures with large amounts of inter-service communication, synchronous calls can

cause network bottlenecks due to waiting blocks, and hence the use of asynchronous communication for

inter-service communication has become a popular alternative to improve system efficiency. Since many of

the asynchronous communication protocols can also be performed through a mediator, such as a message

bus, this communication method is ideal for a distributed system such as the microservices architecture.

Newman [2] outlines two primary methods for inter-service communication: Synchronous Blocking and

Asynchronous Nonblocking. In Synchronous Blocking, services interact through synchronous calls that wait

for responses, potentially causing delays. On the other hand, Asynchronous Nonblocking allows services to

communicate without waiting for immediate responses, thus avoiding wait-related blocks.

In contrast to a monolithic architecture, where synchronous communication, such as Representational State

Transfer (REST) is commonly preferred, the unique communication requirements of a microservices archi-

tecture play a crucial role in distinguishing it. Understanding how these communication demands differ in a

microservices environment, and their implications on security, is vital for a successful migration and secure

operation.
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2.1.3. Microservice Security

Implementing robust security measures is crucial in a microservice architecture, especially given its dis-

tributed nature. The distributed nature of microservice architecture can potentially increase the system’s

vulnerability to security threats by expanding the general attack surface [12, pp. 7-8]. Additionally, mi-

croservices applications are frequently deployed in the cloud using virtualization technology, automated

pipelines, and various third-party software, which further broadens the attack surface.

When it comes to discussing security within the context of microservices, there are several important aspects

that need to be handled, such as the authentication & authorization of both users and between services and

applications. In their book, Siriwardena et al. [12] divide microservices security into four main categories;

edge-level security, service-to-service communication, secure deployment and secure development. Using

Siriwardena et al. [12] way of dividing microservices security into four topics, we can summarize as follows:

Edge Security

Edge security deals with aspects such as end-user user authentication & authorization, rate limiting & throt-

tling us of the API Gateway and Web Application Security. This security domain is usually more similar

between monolithic and microservice applications than some of the other security domains, especially inter-

service security which is inherent to microservices [12].

Service-to-service communication

Service-to-service communication (referred to in this thesis as inter-service communication) is the security

domain that deals with security in the complexity of communication, interaction, and operation between a

set of microservices. This security domain deals with the authentication & authorization between services

(e.g. using Mutual TLS (mTLS)), secure communication between services (e.g. using encrypted channels),

and other security-related topics such as service discovery, communication within the service mesh, use of

the sidecar pattern, network segmentation and firewalls, and intrusion detection. User authorization can also

be performed on the service level, conforming to a distributed authorization scheme [12].
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Deploying Microservices

The deployment, operation and orchestration of microservices is also a domain which is relevant to secu-

rity. Microservices are, as previously stated, usually deployed in the cloud using orchestration and container

technologies such as Kubernetes [6] and Docker [13]. The usage of these technologies can make microser-

vice architecture more complex to manage, and broaden the microservices attack range e.g. to third-party

vulnerabilities etc. [12].

Development of Microservices

In terms of microservice development, there are also some security tactics and design patterns particularly

useful for enforcing security measures in microservices. One of these is the Token pattern discussed in

Section 2.1.1. There are also several other patterns used for developing microservices that deal with security,

such as the Service Mesh pattern, the Sidecar pattern, the API Gateway pattern, various service discovery

patterns, and more [2, 5].

2.2. Related Work

In this chapter, we examine the available research and other literature on the topic of microservices security.

2.2.1. Security in Microservice Architectures

There are various works in both literature and research that focus on the security of microservices and its

numerous subtopics. Two prominent authors and spokesmen in the field of microservices, Chris Richardson

and Sam Newman, have both written books on the topic of microservices, where security has been granted

different degrees of focus. Sam Newman’s book "Building Microservices" [2] has a chapter dedicated to

Security, where topics such as security trust boundaries, applications security, securing data, and authentica-

tion and authorization are addressed. Richardson’s book "Microservices Patterns" [5] devotes little attention

to microservices security, but presents one security pattern, the "Pattern: Access token". Richardson’s ma-

terial on the microservices security topic does almost exclusively focus on edge-level security topics such

as authentication & authorization of end-users, and how tokens are used to pass information from API
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gateways to services. Siriwardena et al. [12] book on the topic of microservices security, "Microservices

Security in Action" addresses topics such as Edge security, Inter-service communications security, Secure

deployment, and Secure development, and each of these main topics have been covered in-depth in the book.

NIST’s organization has published several reports with best practices covering microservices security, such

as "Security Strategies for Microservices-based Application Systems" by Chandramouli [14] For scientific

publications, there is a broad range of publications discussing microservices security. The earliest publi-

cations discussed microservices security as a subtopic of Service-oriented architecture (SOA) security, but

recent publications have addressed microservices security as its own specific topic.

2.2.2. Literature reviews on Microservice Security

Several literature reviews have been conducted in the area of microservice security, although no identified

study has solely focused on the topic of inter-service security.

Soldani et al. [15] performed a grey literature review on the topic of microservices. This study examined

the "pains & gains" of microservice architecture, identifying the difficulties with the architecture, as well as

the benefits of applying this architectural pattern. Additionally, this study identified and examined several

security-related pains & gains. Pereira-Vale et al. [16] conducted a systematic literature review on security

in microservice-based systems. This review derived 15 security mechanisms from a selection of academic

literature and grey literature. Berardi et al. [17] conducted a comprehensive systematic literature review

on 290 publications and collected metadata on the publications, looked at areas lacking research, and the

approaches taken by microservice practitioners to tackle security issues. Ponce et al. [18] conducted a

multivocal literature review on the topic of microservices security. The authors analyzed 58 publications

and formulated ten security smells, as well as a set of methods to mitigate these security smells.
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The purpose of this chapter is to explain the research process, the selection and inclusion criteria, and

the guidelines for conducting literature reviews. It also describes the sources used for the study and how

these sources were collected and filtered. The goal is to make the research process reproducible for other

systematic reviewers.

3.1. Study Design and Methodology

During the course of this study, a systematic literature review was performed to answer the research ques-

tions posed for this thesis. A systematic review is a meta-analysis of research publications in which publi-

cations for a given topic are collected and evaluated. The data collected during this process is then further

analyzed, and the quality of the evaluated publications is often determined. This research methodology is

preferred due to its reproducibility and objectivity [19].

Selected parts of the updated PRISMA 2020 (Preferred Reporting Items for Systematic reviews and Meta-

Analyses) guidelines have been used as guidance when performing this systematic literature review. This

collection of evidence-based reporting items is designed to help systematic reviewers answer "why the

review was done, what the authors did, and what they found" [20]. The PRISMA guideline contributes

to improving the transparency and reproducibility of research, by providing a set of concrete means to do

that. We have adhered to some of the relevant reporting items from this framework. [20], but we have not

used PRISMA to its full extent. Our approach to fostering transparency and reproducibility is reflected in

the following aspects of our methodology, adapted from the PRISMA 2020 guidelines [20]: The databases

utilized for the literature review are explicitly stated in Section 3.6. This section also includes a flow chart

detailing the research process. Details about the automated tool used to streamline the review process are

provided in Section 3.4.1. The selection process for the publications is thoroughly described in Section 3.4
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and Section 3.7. A comprehensive list of all included publications can be found in Table C.1, along with their

respective research and contribution aspects, and the security focus assigned to each. Information pertaining

to the categorization of publications, particularly concerning security threats and mitigation strategies, is

detailed in Chapter 5 and Chapter 6 under their respective topics.

3.2. Piloting

Initial search queries were conducted from March to August 2023, with an iterative process to refine them.

This refinement aimed to ensure two key outcomes: 1) comprehensive inclusion of relevant publications

and 2) minimization of irrelevant publication retrieval. During these initial searches, it was noted that the

queries also retrieved publications related to topics such as "5G infrastructure" and "fog meshes". Although

microservices are used in these areas and technologies, they were considered outside the scope of this study,

which focuses specifically on the security of microservices within IT business applications.

Given the relevance of some publications on non-IT business applications to microservices in the context

of IT business applications, a manual approach was chosen to include or exclude publication from these

seemingly irrelevant topic domains. This decision was made instead of relying solely on automated methods,

such as employing exclusion keywords in search queries, which could inadvertently exclude relevant studies.

The primary database searches for the study were carried out between August 25 and 26, 2023. These

searches utilized a variety of prominent databases, i.e. IEEE, SpringerLink, ScienceDirect, Wiley, and ACM

Digital Library. These databases were chosen to ensure a comprehensive coverage of relevant literature in

the field and because of their extensive collections of scientific and technical literature, relevant to the study’s

focus.

3.3. Search Strategy

The search string used to perform database searches can be linked to the Population and Intervention parts

of the PICO scheme [21]. Table 3.1 contains the components that synthesize the search string, how it is

linked to the PICO scheme, and the reason for including the search string in the study.

The synonyms chosen for the PICO Intervention step were chosen based on the terms used in the publica-
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PICO Search Term Reasoning

Population "microservice*" AND ("secur*" OR "threat*"

OR "vulnerab*")

Studies mentioning microservices and

(cyber) security or common cyber se-

curity keywords, e.g. "vulnerability" in

the same context.

Intervention AND ("inter-service" OR "interservice" OR

"service-to-service" OR "inter-process" OR

"interprocess")

Studies mentioning inter-service inter-

actions and synonyms of this term in

the context of microservices.

Table 3.1.: Database search query and its correlation to PICO

tions discovered from the preliminary searches, in addition to the terms used by prominent scholars on the

topic. The search query was formulated to retrieve a large number of publications that discuss the topics of

microservices and inter-service security within the same context. For each database, a set of search query

filters was used to limit the retrieved publications to those most relevant for the study. Each database has

different filtering options, and the list of search query filters used for each database is listed in Table 3.2.

Database Filter

IEEE Content type: Conference paper and Journal article

Springer Content types: Conference paper and Article

ACM Digital Library Content type: Research Article

Wiley Publication type: Journals

Science Direct Article type: Review Articles and Research articles. Subject areas: Com-

puter Science, Engineering and Decision Sciences

Table 3.2.: Database filters used

Additionally, we observed that some studies do not employ the term "inter-service" communication or any

of the common synonyms for this term and instead use alternative expressions such as "communication

between services" or discuss the concept without explicitly stating the communication to be exclusively

between different services. Due to these reasons and to increase the overall quality of this literature review,

we decided to perform one iteration of backward snowballing on the set of publications included from the

database searches. This part is described in more detail in Section 3.5.
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3.4. Eligibility Criteria

The resulting studies recovered from database searches were evaluated for a set of defined inclusion and

exclusion criteria to consistently omit irrelevant studies. The complete list of the inclusion and exclusion

criteria that were defined is described below.

Inclusion criteria:

I1: Publications elaborating on security issues related to inter-service security issues in a microservices

architecture

I2: Publications elaborating on mitigating actions for security issues related to inter-service security is-

sues in a microservices architecture

I3: Publications addressing limitations to mitigating actions for security issues related to inter-service

security issues in a microservices architecture

Exclusion criteria:

E1: Duplicates

E2: Publications in a language other than English

E3: Bachelor, Master or PhD thesis

E4: Non peer-reviewed work

E5: Insufficient Microservices Focus

E6: Limited Security Discussion

E7: Off-topic domains

3.4.1. Use of Review Tools

The systematic review platform—Rayyan1—was utilized for screening publications retrieved from the database

searches. This choice was made based on Rayyan’s capability to execute multiple functions, thereby expe-

diting the review process and enhancing the review quality. The actions carried out with Rayyan included

the following:

• Tagging publications according to exclusion criteria or marking them as included, aiding in tracking

1https://www.rayyan.ai/
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the review process, and compiling statistics relevant for the meta-analysis of the research process.

• Identifying duplicates, publications in languages other than English, and non-peer-reviewed works,

thereby streamlining the selection of relevant literature.

• Associate a set of provided keywords with either the inclusion or exclusion criteria and using these

keywords to search in the titles and abstracts of publications added to Rayyan, providing assistance in

the evaluation of the studies. For example, "security", "microservices", and "inter-service" were des-

ignated as keywords for inclusion, whereas "blockchain", "5G", and "6G" were marked as keywords

for exclusion. These keywords were not the sole basis for making decisions but served as helpful

indicators during the review, particularly when reading abstracts. Notably, while "blockchain" was

an exclusion keyword, certain publications that mentioned it were still relevant for inclusion. The

primary reason for its exclusion was the large volume of irrelevant publications that discussed this

technology, especially in conjunction with other non-relevant technologies like "IoT", "manufactur-

ing", and "Industry 5.0".

3.5. Snowballing

To cover publications not retrieved from the initial database search (due to the narrow scope of the topic), we

performed the backward snowballing procedure on the publications included in the primary searches. The

backward snowballing procedure is a methodical approach for citation searching and is defined by Wohlin

[22] as "using the reference list to identify new papers to include." Wohlin [22, p. 3] also supplements this

process by looking at where references are actually referenced in the text; therefore, the context of references

matters when determining whether a referenced publication should be included.

The methodology for conducting the backward snowballing process starts by choosing a start set of publi-

cations and going through the reference list of each of these publications and either including or excluding

the referenced publications. Several factors are used to determine whether a paper should be included and

these should be performed sequentially.

Backward snowballing is a systematic process that should be replicable, and there are several indicators

that should be used when this process is carried out. First, the title of the referenced publication should be

consistent with the study inclusion criteria. Second, the location and context of the references in the text

should be analyzed. This includes ensuring that the referenced paper is referenced for a topic that matches

19



3. Methods

one or more of the inclusion criteria. Lastly, the text should be filtered based on the abstract, introduction,

and/or conclusion to see if the publication is suitable for inclusion [22].

3.6. Resulting Study Population

During the inclusion and exclusion process, publications retrieved from primary database searches were

evaluated according to the defined inclusion and exclusion criteria. To coherently label all publications,

exclusion criteria EQ5 ("Insufficient Microservices Focus"), EQ6 ("Limited Security Discussion") and EQ7

("Off-topic domains") were defined to label the studies that did not meet any of the inclusion criteria.

The publications were evaluated on the basis of their abstract, introduction, and/or conclusion. If a research

paper met any or all of the inclusion criteria, the publications were thoroughly examined. The following

table displays the breakdown of the research process:

Figure 3.1.: Research process and inclusion & exclusion statistics, modified from Haindl et al. [23]

The efficiency rates (pertinent papers retrieved out of the number of retrieved) for each of the databases are

listed in Table 3.3.

Following the screening process of publications, as detailed in step 3 of Figure 3.1, a total of 31 publications

were selected for inclusion in the study.

One iteration of backward snowballing was carried out on the start set of these 31 publications. During this
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Database Calculation Percentage

IEEE 2/10 20%

Springer 8/137 5.8%

Science Direct 14/214 6.5%

Wiley 1/10 10%

ACM Digital Library 6/19 31.5%

Table 3.3.: Primary search efficiency rates

process, 63 publications were selected as candidates. Of these candidates, 21 publications were considered

suitable for inclusion, leading to an efficiency rate of 67.7% and an increase in the number of publications

included from 31 to 52.

3.7. Paper Categorization

The publications were categorized according to two factors, corresponding to RQ2 5 and RQ3 6. For this

categorization, an ordinal scale consisting of the values; None, Low, Medium and High were used to evaluate

the degree of focus the different publications dedicated to the sub-topics defined for RQ2 and RQ3 (security

threats for RQ2 and mitigation strategies for RQ3). This was done to differentiate between studies briefly

discussing one or more topics (e.g. systematic reviews) and studies with a more granular and in-depth focus

on one or a more topics.

We determined the level of focus for each publication’s discussion of a topic based on the specific predefined

criteria in Table 3.4.

3.7.1. Scope of Topics

As discussed in Section 2.1, our use and definition of inter-service security has intentionally been kept

broad. This choice reflects our observation that the realm of inter-service security often overlaps with

and goes beyond the initially anticipated boundaries. Our approach to include topics that are relevant to

microservices security, yet not entirely focused on inter-service security, is a strategic choice intended to

shed light on broader and pertinent aspects revealed in diverse scholarly works.
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Level of Focus Description

None No parts of the text are related to the given topic.

Low A small amount of content is related to the given topic, but does

not go beyond superficial details. For example, the text includes

a sentence or a few sentences related to the given topic.

Medium Substantial content is related to the given topic. The content goes

beyond the surface and provides a richer understanding of the

topic.

High In-depth focus on the given topic, which goes well beyond ele-

mentary details on the topic. The target audience is usually well-

versed on the given topic.

Table 3.4.: Levels of Focus

Furthermore, this inclusive approach allows us to present a more holistic view of microservices security,

capturing nuances and intersecting areas that might otherwise be overlooked. By doing so, we aim to

provide a comprehensive understanding that encompasses the multifaceted nature of security challenges in

microservice architectures, thus offering valuable insights for both practitioners and researchers in the field.

3.7.2. Definition of Categories

In order to define the categories to which each publication was assigned, we followed an iterative process.

First, we defined a set of pilot categories (Inter-Service Authentication and Authorization, Containerization

and Orchestration and Secure Communication). For each publication, we conducted a detailed analysis to

determine if its content aligned with any of the pre-defined categories. In cases where a publication’s content

did not correspond to any existing category, we recorded this discrepancy. When multiple publications

addressed a topic that was not already categorized, we established a new category specifically for that topic.

This approach ensured that our categories accurately reflected the topics discussed in the publications and

were specifically tailored to the microservice inter-service security domain. The categories used throughout

Chapter 5 and Chapter 6 represent the outcome of this iterative process and are the final version of the defined

categories. The tables listed under each topic in both Chapter 5 and Chapter 6 contains the categorization

decisions made, with the respective publications, levels of focus and category name.
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Publications

After having applied the inclusion and exclusion criteria (see Chapter 3) to the publications retrieved from

both the primary searches and the reverse snowballing, we ended up with a total of 52 publications con-

sidered relevant for this systematic literature review. In this chapter, we present the categorization of these

publications based on their respective research facets (see Section 4.1), contribution facets (see Section 4.2),

publication channels (see Section 4.3), publication venues (see Section 4.4) and publication years (see sec-

tion 4.5).

The complete table containing information about how each publication was categorized in accordance with

the research facets and contribution facets can be found in Table C.1.

4.1. Research Facets

To categorize the publications according to their research facets, which refer to the methodologies and

approaches used in the research, we employed the categories and their respective descriptions as outlined in

Table A.1, in the Appendix.

In Figure 4.1, we see that most of the publications were categorized as validation research. If we group this

together with evaluation research, we see that more than 50% of the analyzed studies fit either one of these

two categories, indicating a significant focus in the field on research that validates existing theories, models,

or frameworks or evaluates their effectiveness in practical scenarios. There is also a substantial amount

of publications that proposes solutions to the problems addressed (23%), without performing extensive

validation or evaluation of the solution.
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Evaluation Research: 21%

Personal Opinion paper: 1%

Philosophical Paper: 23%

Proposal of Solution: 23%

Validation Research: 30%

Figure 4.1.: Distribution of research facets

There are relatively few publications, accounting for just 1%, that mainly express personal opinions. Most of

the assessed publications base their content and viewpoints on existing research or introduce new solutions,

which are then subjected to various degrees of validation and evaluation. This indicates a strong emphasis on

existing research or thorough testing of new concepts or ideas, rather than relying on subjective perspectives.

4.2. Contribution Facets

To categorize the publications according to their contribution facets, which refer to the specific contributions

made by their research, we employed the categories and their respective descriptions as outlined in Table B.1,

in the Appendix.

In Figure 4.2 we see that the majority of the examined publications primarily focus on methods for address-

ing security threats in microservice architectures, accounting for 34% of the total of evaluated publications.

Additionally, a significant number of these works contribute models (15%) to the field, e.g., systematic lit-

erature reviews and systematic mapping studies. Many of the assessed publications contribute conceptual

frameworks for managing microservices security and categorize their content into microservices mitigation

strategies, design patterns, security tactics, and similar concepts, as exemplified in works like [24–26].
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Advice: 1%

Framework: 7%

Guideline: 13%

Lessons Learned: 5%Method: 34%

Model: 15%

Theory: 9%
Tool: 11%

Figure 4.2.: Distribution of contribution facets

However, a smaller segment, about 5%, of these publications specifically contributes Lessons Learned de-

rived from practical experiences or empirical studies, and only 1% of the publications present advice based

on personal opinions.

4.3. Publication channel

The studies were published through different publication mediums and a review of these channels was car-

ried out. Most studies and ≈ 2
3 of all studies were published as Conference Papers. The remaining ≈ 1

3 were

published as Journal Papers. The prevalence of Conference Papers may suggest that the research field is in

its infancy and evolving stages, indicating the need for more comprehensive and detailed research. However,

a detailed analysis of these publications is essential to substantiate this hypothesis and fully understand the

implications of this trend.
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Conference Paper: 64%

Journal Paper: 35%

Figure 4.3.: Publication channel

4.4. Publication venue

As can be seen in Section 4.4 a wide variety of different publication venues have been used for the dissemi-

nation of microservice security publications. The venues used most frequently are the "Journal of Systems

and Software" (6 studies) and the "Computers & Security" (4) studies. These are both reputable journals.

However, most venues can be linked to one or two microservice security publications. As mentioned in

Section 4.3, most venues are conferences. Additionally, a significant portion of conferences are less promi-

nent or not as widely known in the broader academic field, which could be an indicator that the area lacks

higher-quality research.

Table 4.1: Publication venues

Journal of Systems and Software 6

Computers & Security 4

ARES 2

International Conference on Utility and Cloud Computing 2

Security and Privacy in Communication Networks 2

Venue Studies

Continued on next page
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Table 4.1: Publication venues (Continued)

Software Architecture 2

ACM SIGCOMM Conference 1

ACM Transactions on Software Engineering and Methodology 1

ACM/SIGAPP Symposium On Applied Computing 1

Advances in Service-Oriented and Cloud Computing 1

Computational Science and Its Applications - ICCSA 1

Computer Science Review 1

Conference on Service-Oriented Computing and Applications (SOCA) 1

Distributed Applications and Interoperable Systems 1

ECSA 1

Empirical Software Engineering 1

EuroPLoP: European Conference on Pattern Languages of Programs 1

Foundations and Practice of Security 1

ICSE 1

ISA Transactions 1

IT Professional 1

Information and Software Technology 1

International Conference on Advancements in Computing (ICAC) 1

International Conference on Autonomic Computing and Self-Organizing

Systems Companion (ACSOS-C)

1

International Conference on Cloud Computing Technology and Science

(CloudCom)

1

International Conference on ENTERprise Information Systems 1

International Conference on High Performance Switching and Routing (HPSR) 1

Venue Studies

Continued on next page
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Table 4.1: Publication venues (Continued)

International Conference on Service-Oriented System Engineering (SOSE) 1

International Conference on Software Architecture Companion (ICSA-C) 1

International Requirements Engineering Conference Workshops (REW) 1

International Symposium on Parallel and Distributed Processing with

Applications (ISPA)

1

Latin American Computing Conference (CLEI) 1

MIDDLEWARE 1

PeerJ Computer Science 1

Science of Computer Programming 1

Service-Oriented Computing 1

Service-Oriented and Cloud Computing 1

Software Architecture ECSA 1

Software Technologies: Applications and Foundations 1

Symposium on Service-Oriented System Engineering (SOSE) 1

USENIX Security Symposium 1

Venue Studies

4.5. Publication year

The year of publication of the examined studies was also collected and combined to observe the trends

between them, as can be observed in Figure 4.4. All studies examined were published between 2015 and

2023, covering a gap of only eight years. This underscores the fact that microservices represent a relatively

new concept. The pivotal article Microservices: a definition of this new architectural term by Fowler [27]

was published in 2014 and marked a significant moment in the field of microservices development. Conse-

quently, the subsequent emergence of publications concentrating on microservices security, particularly the

security between inter-service communications, in the following years appears to be a natural progression.

The year with the most studies analyzed in this study was 2021, with 11 studies (21%) published. The year
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with the second highest number of publications was 2019. In this year, 9 studies (17%) were published.

Coincidentally, the renowned books in the microservices community, Building Microservices by Newman

[2] and Microservices Patterns by Richardson [5], were published in 2021 and 2019. The trend line also

predicts an increase in publications related to microservices in the upcoming period.

2015 2016 2017 2018 2019 2020 2021 2022 2023
1
2
3
4
5
6
7
8
9

10
11 Publications

Trend (Regression)

Figure 4.4.: Trend of publications the last decade
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5. Inter-Service Security Threats in

Microservice Architectures

This chapter provides a comprehensive analysis of the content obtained from the evaluated publications. Ad-

ditionally, each publication has been associated with relevant inter-service security threat categories based

on the topics they address. We have also evaluated the level of focus that each publication dedicates to a

specific category. The categorization, encompassing both the categories of inter-service security threat and

the level of focus is illustrated through diagrams and tables, supplemented by explanatory text. More details

on how the categorization process was concluded are described in Section 3.7.

In Figure 5.1 we can see that most of the topics are discussed with a Low level of focus. For example,

all publications discussing Network attacks do this at a High level of focus and do not go into detail about

specific threats. In several publications, we see that security threats and issues are listed as a risk to consider,

but the reasons why these security threats occur are often less discussed.
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Inter−Service Authentication and Authorization Threats

User Authentication and Authorization Threats

Other Threats

Insecure Inter−Service Communication

Data Leakage and Exposure

Software and Dependency Threats

Service Mesh and Sidecar Threats

Configuration, Infrastructure and Deployment Threats

Network attacks

Insufficient Monitoring and Intrusion Mechanisms

Container and Orchestration Threats

Security Perimeters and Attack Surface

0 5 10
Publications

Level of Focus

High

Medium

Low

Security Threats

Figure 5.1.: Distribution of security threats addressed

5.1. User Authentication and Authorization Threats

Although the topic of user authentication and authorization is not exclusively related to inter-service security,

this subject does intersect with the domain of inter-service security. As an example, user tokens are passed

on to and between services or when authorization is carried out on a service-specific basis. Due to these and

other factors, we have decided to incorporate the relevant content of the included publications that discuss

user authentication and authorization.

As observed in Figure 5.2, there is only a limited set of publications that address security threats related

to User Authentication and Authorization Threats, but with a distribution spanning all levels of focus. The

aggregate proportion of studies discussing this subject totals (1.9% + 3.8% + 1.9%) = 7.7% of all publi-

cations included in the study discuss this topic. The majority, consisting of two publications, treat the topic

with a Medium level of focus.
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Publications focusing on: User Authentication and Authorization Threats

Figure 5.2.: Distribution of User Authentication and Authorization Threats

Publications Level of Focus

[18] High

[15, 28] Medium

[29] Low

Table 5.1.: User Authentication and Authorization Threats

5.1.1. Non-Uniform Access Control

Ponce et al. [18] addresses the Insufficient Access Control security smell, an issue which arises when a

microservice architecture fails to enforce access control uniformly across all its microservices. The study

highlights that this oversight can lead to vulnerabilities, notably creating potential attack vectors for the

Confused Deputy Problem. The authors also emphasize that in a microservices architecture, access control

and identity management require a different approach compared to a monolithic application. Specifically,

identity verification must be automated when transferred between different services.

5.1.2. Issues with Centralized Authorization

The security smell entitled Centralized Authorization, as defined by Ponce et al. [18], occurs in a microser-

vice architecture when authorization responsibilities are limited to a single microservice, typically located

at the edge of the system. This configuration overlooks the benefits of the distributed nature inherent in
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microservices by failing to implement fine-grained access control at the level of each microservice. Instead,

it opts for centralized control, which can also introduce latency issues. This security smell is, as with the

Insufficient Access Control security smell - an enabler for the Confused Deputy Problem as the services are

forced to trust the central authorization service. Nehme et al. [29] similarly states that the Confused Deputy

Problem could occur when the access token is only verified at the API Gateway.

Soldani et al. [15] report that the pains associated with access control in microservice architectures could be

mitigated if appropriate tools or technologies were available to perform decentralized access control.

5.1.3. Using Multiple Points for Authentication

Ponce et al. [18] identify the Multiple User Authentication security smell, which occurs in microservice

architectures where user authentication is handled at multiple points. The study underlines that this practice

increases the attack surface and escalates the development efforts required to maintain and secure these

multiple authentication points. Similarly, Soldani et al. [15] report that distributed authentication and access

control increases the overall attack surface of the systems, due to the many open ports and APIs.

5.1.4. Security Mechanism Weaknesses

Nehme et al. [28] explore the security challenges present in the mechanisms used for microservice architec-

tures. This study highlights that OAuth2 [30] access scopes are limited to static and coarse-grained levels,

resulting in challenges in managing flexible policies. Additionally, it points out the complexity involved

in auditing these scopes. The publication also identifies vulnerabilities in microservices linked to OpenID

Connect [31], which is built on OAuth2. It is noted that these mechanisms often depend on a singular token

to access all microservices, thus creating the Powerful Token Theft issue. Furthermore, the study brings to

light the Confused Deputy Problem, a significant security risk in this context.

5.2. Insecure Inter-Service Communication

Transmitting and receiving data through insecure means could allow for data to be intercepted, manipulated

and degrade the microservices system. The topic of Insecure Inter-Service Communication covers different
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means of network communication performed between services in a microservice architecture.

The security issue of transmitting and receiving data using insecure methods is as seen in Figure 5.3 dis-

cussed in 7.7% of the included studies. All publications that discuss this issue do so with a Low level of

focus.

7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%7.7%Low

0 1 2 3 4

Level of Focus

Low

Publications focusing on: Insecure Inter−Service Communication

Figure 5.3.: Distribution of Insecure Inter-Service Communication

Publications Level of Focus

[16, 18, 32, 33] Low

Table 5.2.: Insecure Inter-Service Communication

Ponce et al. [18] define the Unsecured Service-to-Service Communications security smell, which occurs

when no measures have been taken to secure inter-service communication. The authors report that the

absence of secure communication methods can leave the system open to MITM attacks, eavesdropping, and

data manipulation that could affect the confidentiality, integrity, and availability of the system. Waseem et al.

[33] emphasize that one of the complexities in securing microservice architectures arises from dealing with

insecure inter-service communication. This aspect is a significant contributor to the challenge of addressing

security concerns in microservice design.

5.2.1. Increased Attack Surface due to Inter-Service Communication

Pereira-Vale et al. [16] and Wang et al. [32] highlight that the attack surface in a microservice architecture is

expanded due to inter-service communication. This increase in vulnerability arises because communication
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between services occurs over a network rather than being confined to local interactions.

5.3. Data Leakage and Exposure

In the context of Data Leakage and Exposure, the selected publications discuss threats associated with

excessive data exposure or unintended data breaches within microservice ecosystems. Given that microser-

vice architecture tends to accommodate expansive and complex systems, efforts to minimize data exposure

present considerable challenges, as evidenced in the analyzed publications.

The associated security issues with data leakage and exposure are discussed in about (5.8%+1.9%) = 7.7%

of the publications studied. Furthermore, 5.8% of the publications assessed have a Medium level of focus

on the topic.
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Figure 5.4.: Distribution of Data Leakage and Exposure

Publications Level of Focus

[18, 34, 35] Medium

[36] Low

Table 5.3.: Data Leakage and Exposure
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5.3.1. Leakage of Diagnostic Information

Rezaei Nasab et al. [36] discuss the vulnerability of diagnostic endpoints to attacks. It emphasizes the risk

of sensitive information leakage if these endpoints are not adequately secured.

5.3.2. Exposure of Unencrypted data

The security smell Exposure of Unencrypted data defined by Ponce et al. [18] is a security smell occuring

when microservices expose sensitive data due to insufficient security controls and storage mechanisms, for

example, when data are stored in plaintext without being encrypted. The study reports that leakage or expo-

sure of data to an adversary could affect the confidentiality and integrity of the microservice architecture.

5.3.3. Data Exposure through APIs

As described in Genfer et al. [34], information exchange in a microservice architecture through APIs is

high, and data transfers usually include sensitive and private data. Therefore, the study highlights that data

exposure is a high security risk. The study points to excessive data exposure through APIs as a security

risk that should be avoided to prevent sensitive data from being exposed. The authors define excessive data

exposure as data that are neither consumed by the receiving API nor routed to another API. Zdun et al. [35]

report the associated security risks with revealing more than necessary information about system internals

in API error messages, as this increases the attack surface. The study also reports that excessive usage of

APIs by a user can degrade the availability of a microservices system.

5.4. Inter-Service Authentication and Authorization

Security threats pertaining to inter-service access control mechanisms are the subject of discussion in 3.8%

of the publications included in our study. Figure 5.5 suggests that the topic has received relatively limited

attention in the selected literature.

In the publication by Ponce et al. [18], the term Unauthenticated traffic is defined as a security smell. This

refers to the scenario where communication between services occurs without proper authentication. Walsh
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3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%3.8%Low
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Figure 5.5.: Distribution of Inter service Authentication and Authorization Threats

Publications Level of Focus

[18, 37] Low

Table 5.4.: Inter-Service Authentication and Authorization Threats

et al. [37] observed a notable gap in existing research on authentication mechanisms between services. This

highlights the need for further exploration and development in this specific area of study.

5.5. Network Attacks

During the course of this categorization process we noted that several publications discuss different network

level attacks, such as Man-in-the-middle (MITM) and Denial-of-Service (DoS) attacks. Hence, publications

discussing relevant topics were assigned to the topic of network attacks.

17.3% of the analyzed publications discuss one or more network attacks that could pose a threat to microser-

vice systems. This is a substantial amount, although all publications discuss these threats on a Low level of

focus, indicating that while recognized as relevant, these threats have not been the primary focus of detailed

examination by the publication authors.
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Figure 5.6.: Distribution of Network attacks

Publications Level of Focus

[17, 18, 24, 38–43] Low

Table 5.5.: Network attacks

5.5.1. Denial of Service

The threat of DoS attacks for a microservices architecture is reported in several studies [17, 18, 24, 39, 40,

42]. Zdun et al. [40] report that DoS attacks could lead to service-level degradation or availability issues

in a microservice architecture. The large attack surface usually associated with a microservice system is by

Márquez et al. [24] attributed to making a microservice system more susceptible to DoS attacks. The use of

utility microservices, such as sidecars, is reported to be associated with an increased risk of DoS attacks by

Suneja et al. [41], as these utility microservices could contain unpatched DoS related vulnerabilities. The

flexibility of microservices can also be exploited in DoS attacks, where attackers might scale up less secure

microservices to overwhelm more secure central components.

5.5.2. Man in the Middle (MITM)

The threat of MITM attacks is recognized in several studies [39, 40, 43]. However, these sources primarily

highlight the vulnerability of microservices to such attacks, without providing extensive details or informa-

tion beyond this statement.
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5.5.3. Session Hijacking

Torkura et al. [43] addresses the issue of session/token hijacking, but does so with a relatively low level of

detail. The discussion of this particular threat is not extensively elaborated upon in the paper.

5.5.4. Service Discovery Attacks

Compromise of service discovery mechanisms and the potential registration of a malicious node in a mi-

croservices system is a security issue highlighted by Yarygina et al. [42]. This kind of attack can cause

adversaries to redirect communication to themselves.

5.6. Service Mesh and Sidecar Threats

Service meshes and sidecars are extensively employed in the realm of microservices reflecting their impor-

tance for this architecture. This section includes publications reporting security threats and issues for service

mesh and/or sidecar technologies in a microservice architecture.

Of the analyzed publications we see that (7.7%+ 3.8%) = 11.5% address security issues related to service

meshes and sidecars and the use of these architectural layers as seen in Figure 5.9. The majority of publi-

cations (7.7%) address this topic with a Low level of focus, while the remaining 3.8% of the publications

address this issue with a High level of focus, indicating that there are some in-depth studies available for

these threats.

Publications Level of Focus

[38, 44] High

[41, 45–47] Low

Table 5.6.: Service Mesh and Sidecar Threats
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Figure 5.7.: Distribution of Service Mesh and Sidecar Threats

5.6.1. Service Mesh Issues

A service mesh is an infrastructure layer that provides interservice communication, network traffic man-

agement, such as load balancing, traffic routing, service discovery, and observability-related tasks such as

tracing requests. In addition, service meshes provide several security enhancement capabilities, such as

access control, communication encryption, and rate limitation [5, 48]. Consequently, when using a service

mesh, much of the functionality that previously had to be made within the microservices codebase is shifted

to the service mesh, which simplifies the implementation of commonly used functionality in a microservice

architecture independent of the technologies used to develop microservices [2, pp. 162-169]. Richardson [5,

pp. 380-382] references Service Meshes as a deployment design pattern (the Service Mesh pattern), although

other sources do not necessarily label it as a design pattern, but rather as an infrastructure layer or platform.

A service mesh consists of a few building blocks that together make up this infrastructure layer; the data

plane (also called mesh proxy) and the control plane Newman [2, pp. 162-169].

5.6.2. Registry Connectivity

Aktypi et al. [45] highlight fundamental design issues in contemporary service mesh technologies, particu-

larly the challenges of consistently establishing a connection to a central registry.

41



5. Inter-Service Security Threats in Microservice Architectures

5.6.3. Manipulations and Malicious traffic - missing keys

According to El Malki et al. [46], the lack of use of encrypted generated keys and certificates, and the lack

of use of a certificate management service outside the service mesh, may make the service mesh susceptible

to manipulations and malicious traffic.

5.6.4. Lack of Self Protection

The lack of policy autonomy within the service meshes is addressed by R. Alboqmi et al. [47]. The issue

is that manual intervention is required to make changes within the service mesh configuration at run-time to

protect against potential threats.

5.6.5. Threats from Service Mesh Tools

The study by Hahn et al. [44] explored security vulnerabilities in widely used service mesh tools, which

were mainly attributed to misconfigurations and the lack or inadequacy of security mechanisms. The focus

of this study was primarily on the Consul [49] service mesh, which was used as a model, and also included

evaluations of Istio [48] and Linkerd (version 2) [50]. The study found that, unlike Consul, both Istio and

Linkerdv2 required a Kubernetes cluster to implement their security features, leading to greater complexity

in the deployment of these service mesh technologies.

5.6.6. Vulnerabilities in the Istio Service Mesh

In a study that focused on vulnerabilities associated with Istio [48], several significant security concerns

were identified [38] and a majority were the result of misconfigurations of the data and control plane or

publicly known vulnerabilities.

5.6.7. Sidecar Issues

Suneja et al. [41] discuss the act of injecting utility microservices (such as sidecars) into the container of a

core (regular) microservice to allow close collaboration between services. The publication labels this as a
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security concern, as the lack of isolation between the services would mean that vulnerabilities affecting the

utility microservice would also put the core microservice at risk, possibly resulting in the full compromise

of the core microservice.

5.7. Software and Dependency Threats

Security issues caused by insecure code, poor architectural choices and vulnerable dependencies are dis-

cussed in (7.7% + 1.9%) = 9.6% (as seen in Figure 5.8) of all the publications, with a majority of these

publications discussing these security threats on a Low level of focus.

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

1.9%

7.7%

Medium

Low

0 1 2 3 4

Level of Focus

Medium

Low

Publications focusing on: Software and Dependency Threats

Figure 5.8.: Distribution of Software and Dependency Threats

Publications Level of Focus

[51] Medium

[16, 33, 52, 53] Low

Table 5.7.: Software and Dependency Threats

5.7.1. Lack of Security Patterns

The lack of security patterns tailored for the microservice architecture is reported in Pereira-Vale et al. [16],

where the study discusses the lack of defined microservices security patterns in the academic literature.
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5.7.2. Difficulty in Developing Microservices

Waseem et al. [33] reported that three out of six interviewees in their study stated that "poor design and intro-

ducing insecure code for microservice systems" [33, p. 16] are reasons why addressing security coordinates

in a microservice system is a complex and challenging task.

Ahmadvand et al. [53] argued that the decomposition of a software system into a microservices system is

usually done with the interest of a few stakeholders and therefore does not account for the requirements of

the entire system. The research presented by Waseem et al. [26] suggests that applications designed with

a microservice architecture may be more susceptible to vulnerabilities than those built using a monolithic

architecture. This increased risk is in part attributed to the use of third-party components, which is more

prevalent in microservice-based applications.

5.7.3. Homogeneous Environments

In another study, Torkura et al. [51] identified a significant risk associated with the adoption of homogeneous

microservices in the architecture of the system. This practice, commonly used to avoid the complexity of

maintaining multiple technology stacks typical in polyglot architectures, can lead to the proliferation of

shared vulnerabilities among services. The risk of these shared vulnerabilities is particularly pronounced in

such homogeneous microservice environments, where the uniformity of the technology stack can amplify

security risks.

5.8. Container and Orchestration Threats

Containerization and orchestration are both essential building blocks for most microservice systems, as

they allow for the rapid and flexible scaling opportunities which are one of the advantages of applying the

microservice architecture.

A large number (15.4%+1.9%+3.8%) = 21.1% of the evaluated publications report security issues directly

related to the use of containerization and orchestration tools and platforms in a microservice environment, as

seen in Figure 5.9. This considerable percentage signifies that this collection of security threats is relatively

popular among the analyzed publications.
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Figure 5.9.: Distribution of Container and Orchestration Threats

Publications Level of Focus

[38, 54] High

[55] Medium

[29, 42, 51, 56–60] Low

Table 5.8.: Container and Orchestration Threats

5.8.1. Vulnerable Container Images

Several works [29, 55, 58, 60] emphasize the large number of easily exploitable vulnerabilities found in

public container images, and Yarygina et al. [42] state that the use of vulnerable and/or malicious container

images poses a great security concern. Li et al. [60] express how the inherent mutual trust between services

(commonly found in a microservice architecture) makes a container compromise even more dangerous,

as it could allow lateral pivoting between services. Billawa et al. [58] also state that a compromise of

one container could lead to a compromise of other containers and services and that the use of vulnerable

container images may be due to the use of unverified images found in public repositories. The use of images

from untrusted sources that have not been validated is noted as one of the most critical image vulnerabilities

by Torkura et al. [54]. Nehme et al. [29] however highlight the prevalence of vulnerabilities found in official

Docker images; hence, the problem with vulnerabilities found in container images is not exclusively limited

to the use of unverified container images.

45



5. Inter-Service Security Threats in Microservice Architectures

5.8.2. Containers

Li et al. [56] present the Containerization tactic, which "achieves virtualization through containers" [56,

p. 11]. However, the publication does convey that infrastructure cloud (micro)services which need to access

low-level features from the Operating System are difficult to containerize without sacrificing security. The

study by Hannousse et al. [57] highlights two primary security concerns associated with the use of con-

tainers in the deployment of microservices: first, the potential for containers to be compromised through

unauthorized access and second, the inherent vulnerabilities that may exist within the container images

themselves.

5.8.3. Lack of Automatic Updates for Containers

Torkura et al. [54] state that containers derived from other container images (parent images) are not auto-

matically updated and patched in a way similar to traditional software, which could make them vulnerable

even though no vulnerabilities were known at the time of container creation. This is consistent with the

findings of Torkura et al. [51] in which the risks of using homogeneous microservices are communicated.

It is reported that if several microservices are created from the same base image, then a vulnerability in that

base image would potentially affect all the homogeneous microservices derived from it.

5.8.4. Misconfigurations

Torkura et al. [54] do additionally highlight the risk of misconfiguration of container images that could

result in the creation of vulnerabilities. Similar risks are also present for container run-time configurations

and container engine configurations, as addressed by Minna et al. [55], which observed a high number of

container host devices using default configurations.

5.8.5. Applications Built into Container Images

The security concern related to the practice of building applications in images is highlighted by Torkura et

al. [54] as this approach can potentially create an attack vector for side-channel attacks.
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5.8.6. Containerization Platforms

Zeng et al. [38] outline security issues within containerization platforms. The study synthesized CVEs that

affect different containerization platforms and ranked the Docker platform as the most vulnerable of the

components evaluated (Docker [13], containerd [61], runc [62]), 80% of its vulnerabilities being related to

the escalation of privileges. The possible issue of container escape possibilities is also discussed, which

could potentially allow an attacker to access files or perform actions outside the container.

5.8.7. Orchestration Tools

In their study, Zeng et al. [38] also performed a mapping of public CVEs to the various components utilized

in the Kubernetes orchestration platform. These components include API Server, Kubectl [63], and Kubelet

[64]. The study identified the API Server component as the most vulnerable, with 30% of CVEs related to

this component. Moreover, 80% percent of all identified vulnerabilities are caused by privilege escalation

attacks, with a large majority coming from tools that work together with the Kubernetes platform, such as

plugins. The Kubernetes network and its different layers (Layer 2 and Layer 3) were also evaluated, and it

was discovered that 90% of the vulnerabilities were related to increased privileges and 50% of these were

caused by MITM attacks resulting from misconfigurations.

5.8.8. Excessive Privileges

A security risk arising from giving too many privileges to Docker containers is expressed by Ibrahim et al.

[59]. Since some containers need excessive privileges in order to function properly, and thereby are granted

access to the Docker daemon, they could potentially access every service in the microservice system, as

these are all controlled by the Docker daemon.

5.9. Insufficient Monitoring and Intrusion Mechanisms

This category was defined to map research discussing how current microservice architectures are vulnerable

due to inadequate monitoring and intrusion mechanisms. This includes a detailed look at various aspects of

intrusion mechanisms, such as detection, response, and prevention.
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As seen in Figure 5.10, (13.5%+5.8%) = 19.3% of the included publications discuss the topic of insufficient

monitoring and intrusion mechanisms.
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Figure 5.10.: Distribution of Insufficient Monitoring and Intrusion Mechanisms

Publications Level of Focus

[24, 25, 65] Medium

[16, 29, 52, 58, 66–68] Low

Table 5.9.: Insufficient Monitoring and Intrusion Mechanisms

5.9.1. Low Traceability

The lack of traceability in microservices systems was reported in two studies [52, 58]. Alshuqayran et al.

[52] noted that the problem of tracing a request through several hops, i.e., microservices, is a complex task

that requires more research.

5.9.2. Lack of Reaction, Detection and Recovery Mechanisms

The observation that microservice systems are more geared toward preventing attacks than detecting, re-

sponding to, or recovering from them is detailed in a study by Márquez et al. [24]. This study also highlights

the lack of discussion and development on recovery mechanisms for microservice systems in the event of a

cyber attack, which are crucial to restore the system to its normal operating state. Yarygina et al. [65] point
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out a shortfall in research on Intrusion Response Systems (IRS) tailored for microservices architectures,

particularly in the face of a growing number of potential attacks. The study also notes the limited focus of

research on the self-protection capabilities of microservices.

5.9.3. Lack of Intrusion Detection Systems

Pereira-Vale et al. [16] reported that there are a limited number of intrusion detection systems specifically

designed to detect anomalies in microservice architectures.

5.9.4. Difficulties with Security Monitoring

The challenges associated with security monitoring in microservice architectures are reported in Nkomo et

al. [67], particularly in systems where containers are used. The complexity arises when Network Address

Translation (NAT) is used to allocate public addresses to containers that host microservices. This alloca-

tion complicates the identification of network traffic for specific services. The situation becomes even more

complex with the use of containers, as it becomes difficult to determine which specific service is operating

within each container. Similarly Sun et al. [68] report that the complexity of monitoring in clouds that are not

owned by product owners can make deployed microservices attractive targets for adversaries. Furthermore,

Billawa et al. [58] note the issue of limited visibility in microservices architectures. This low visibility,

characterized by the challenge of tracking system failures due to the decentralized and non-restricted place-

ment of microservices, can make it difficult to recover from attacks. The study highlights that this inherent

characteristic of microservice architecture complicates the process of effectively identifying and addressing

security breaches.

5.9.5. Deep-Packet Inspection Issues

Nehme et al. [29] discuss the difficulties associated with traffic monitoring and filtering near the application

for the purpose of deep packet inspection. The study emphasizes that the rules for deep packet inspection

need to be specifically customized for the microservice architecture, underscoring the complexity of this

task.
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5.10. Security Perimeters and Attack Surface

As observed in Figure 5.11, (21.2% + 5.8%) = 27% of the included publications discuss topics related to

Security Perimeters and Attack Surface. This is a large number of the included publications, stressing how

popular this topic is.

It was also observed that a large number of these publications discuss this security topic with a Low level of

focus, and many of them discuss the topic of Section 5.10.1, but in little detail.

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

5.8%

21.2%

Medium

Low

0 3 6 9

Level of Focus

Medium

Low

Publications focusing on: Security Perimeters and Attack Surface

Figure 5.11.: Distribution of Security Perimeters and Attack Surface

Publications Level of Focus

[18, 66, 67] Medium

[15, 29, 39, 43, 51, 57, 58, 60, 68–70] Low

Table 5.10.: Security Perimeters and Attack Surface

5.10.1. Increased Attack Surface

The issue of having the attack surface increase when adhering to a microservice architecture compared to

a monolithic architecture is reported in several studies [15, 29, 39, 43, 51, 58, 60, 67, 70], with the main

reason being the distributed nature of microservices where data exchanges have been shifted from within a

single application to being performed across one or more networks. Soldani et al. [15] additionally mention

that the increase in the number of open ports, accessible APIs, and distributed access control mechanisms
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in a microservices system are the main factors that contribute to the increase in the attack surface. Chon-

damrongkul et al. [39] assert that the horizontal scaling of microservices concurrently expands the attack

surface proportionally with the scaling, as new ports are opened for each deployed service.

5.10.2. Pivoting and Trust Issues

In the realm of microservices security, the issue of implicit trust between services has been reported as a

potential security risk by two studies [66, 68]. As noted by Sun et al. [68], this can lead to scenarios where

an adversary compromising one service might result in a takeover of the entire system. Complementary

studies, such as Li et al. [69], also discuss the risks of pivoting and additional attacks on microservices

after an initial compromise. Furthermore, Sun et al. [68] report on the limited flexibility in controlling the

trust placed on different microservices. The practice of trusting the network is studied in Ponce et al. [66],

where 13 other studies were identified to categorize this practice as negative to system security. Adherence

to the practice of trusting the network means blindly trusting that all network traffic is legitimate. The study

states that insecure inter-service communication mechanisms can be implemented by practitioners, with the

justification that the network is secure and has undergone filtering and inspection by the edge-level security

controls. Another example in which the bad practice of trusting the network has been observed is when

microservices trust network components such as API Gateways by their identity, as this could allow the

compromise of these network components to also be a risk to the microservices they communicate with.

The findings presented in Hannousse et al. [57] look at insecure configuration as a factor that explains why

the compromise of one service could lead to complete takeover of the entire microservices system.

5.10.3. Indefinable Security Perimeters

Nkomo et al. [67] shed light on the case where security perimeters become undefinable when using mi-

croservices. The authors argue that the use of containerization (itself allowing port mapping, the use of

dynamic addressing, and microservice scaling) complicates the work of implementing security perimeters

similar to those used to secure monolithic systems.
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5.10.4. Unnecessary Privileges

The security smell of granting Unnecessary Privileges to Microservices is described in Ponce et al. [18]. It

occurs when privileges beyond those required to conclude business functionality are granted to microser-

vices, e.g., when a microservice can interact with a message queue without explicitly needing to do so to

fulfill its business functions. The study reported that 12 of the 58 selected studies had reported negative secu-

rity characteristics related to this security smell. The study also reported that this security smell contributes

to an increase in the attack surface for the microservices architecture.

5.11. Configuration, Infrastructure and Deployment Threats

As observed in Figure 5.12, (11.5%+3.8%) = 15.3% of the included studies discuss security threats related

to the Configuration, Infrastructure and Deployment of microservice architectures, with majority of these

publications discussing these security threats with a Low level of focus.

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

3.8%

11.5%

Medium

Low

0 2 4 6

Level of Focus

Medium

Low

Publications focusing on: Configuration, Infrastructure and Deployment Threats

Figure 5.12.: Distribution of Configuration, Infrastructure and Deployment Threats

Publications Level of Focus

[18, 57] Medium

[33, 42, 43, 54, 58, 71] Low

Table 5.11.: Distribution of Configuration, Infrastructure and Deployment Threats
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5.11.1. Agnostic Technology and Vulnerability Detection

Microservices can be developed using different programming languages, libraries, etc. and still operate

and communicate together in one system. Additionally, microservices systems are often quite complex

using a range of different technologies and tools e.g. for monitoring, traffic mediation, data storage etc.

Torkura et al. [43] attribute the technological diversity as a complicator of vulnerability detection, since

each technology in use needs to be identified and tested for vulnerabilities.

5.11.2. Cloud Infrastructure

In the context of addressing security challenges within a microservice architecture, Waseem et al. [33] point

out that the use of insecure cloud infrastructure to deploy and scale microservices contributes to the security

issues faced.

5.11.3. Malicious Cloud Provider

The security threats related to the adoption of cloud technologies in a microservice architecture are explored

in Yarygina et al. [42]. This publication describes cloud technologies as introducing "a myriad of security

concerns" [42, p. 14]. Among the primary security challenges identified is the extensive control that cloud

providers have over the infrastructure. This level of control could potentially allow a malicious provider to

gain complete control over the microservice system, posing a significant security threat.

5.11.4. Secrets and Data at Rest

Ponce et al. [18] highlight a range of security issues associated with the storage of data and secrets in mi-

croservices. An identified key concern is the Hardcoded Secrets security smell, which occurs when secrets

are embedded directly within the application code or the configuration files used for deployment. Further-

more, their research points to the critical problem of not encrypting data, particularly data at rest. This issue

is categorized under the security smell Exposure of non-encrypted data, which arises in situations such as

storing unencrypted data or using encryption mechanisms compromised by publicly known vulnerabilities.

Furthermore, the study underscores a potentially greater risk: the use of in-house developed cryptographic
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code that has not undergone extensive testing. This approach can lead to a false sense of security, as such

code may not be as robust as well-tested, established cryptographic solutions.

5.11.5. Security Tools Challenge of Discovering Microservices

Torkura et al. [54] discuss the challenge facing security tools in detecting microservices once they have been

scaled in a cloud environment. This highlights the difficulty in maintaining visibility and security oversight

in dynamically scaling microservice architectures.

5.11.6. Soft and Hard Infrastructure Attacks

The work of Hannousse et al. [57] delves into the categorization of attacks on microservices, distinguish-

ing between Soft-Infrastructure and Hard-Infrastructure. Soft-Infrastructure attacks refer to vulnerabilities

in the software components of a microservice architecture, including elements such as message queues,

network mediation software, and monitoring tools. On the other hand, Hard-Infrastructure attacks target

the hardware components of a software system, focusing on vulnerabilities that may have been introduced

intentionally or unintentionally during the manufacturing process. These hardware vulnerabilities present

potential exploit opportunities for adversaries. Hannousse et al. [57] also report that comparatively less at-

tention is paid to securing microservices against Hard-Infrastructure attacks. This indicates a potential gap

in the security measures being implemented, with a stronger focus typically placed on the software aspects

(Soft-Infrastructure) rather than the hardware vulnerabilities.

5.11.7. Polyglot and Homogeneous environments

Billawa et al. [58] discuss the complexities involved in the deployment of microservices that are written

in various programming languages, each with its own versions and life cycles. Furthermore, the study

emphasizes the challenges of implementing effective security measures in this diversity of programming

languages. This is due to the fact that each language typically utilizes different frameworks, necessitating

distinct security considerations and approaches for each. The multiplicity of frameworks and the need to

tailor security practices to each one of these, provides layers of complexity to ensure robust security in such

heterogeneous microservice architectures.
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5.12. Other Security Threats

Some of the analyzed publications discussed topics related to the inter-service security threats, but did not

fit into any of the previously listed topic categories.

As observed in Figure 5.13, (5.8% + 1.9%) = 7.7% of the included studies discuss security threats that do

not fit into any of the other categories.
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Figure 5.13.: Distribution of Other Security Threats

Publications Level of Focus

[71] Medium

[17, 60, 67] Low

Table 5.12.: Other Security Threats

5.12.1. Insider Threats

Ahmadvand et al. [71] discuss the security threats associated with insiders having access to microservices

systems. In the study, insiders are referred to as the people that access the tools responsible for managing

microservices (e.g. DevOps engineers, sysadmins). The study presented several different attack paths with

different security threats targeting both Data Assets and Behavior Assets. For data assets, the study par-

ticularly stressed the security threats linked to the manipulation of logs. In the case of behavior assets, it

underscored the risk of manipulation of services, hardware containers and similar modules. Furthermore, it
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noted how such interference could facilitate attacks like In-memory attacks.

5.12.2. Threat Modeling and Risk Assessments

Nkomo et al. [67] highlight the security challenges inherent in conducting threat modeling and risk as-

sessment within a microservice architecture. The independent structure of development teams in such

architectures combined with continuous delivery practices increases the risk of releasing vulnerable code

before adequate risk assessments and threat models are developed. Additionally, Berardi et al. [17] note

the absence of threat models specifically tailored to the microservice architecture, adding complexity to

developers’ workload.

5.12.3. Missing Inter-Service Security Policies

Li et al. [60] state that there is a need for more flexible mechanisms to generate inter-service security policies

for the microservice architecture. The study states that current practices are based on manual configuration,

which becomes more difficult as the microservice system scales. It is also worth noting that the authors of

the publications state that the tool developed during their research is intended to overcome these challenges.
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Microservice Architectures

This chapter provides a comprehensive analysis of the content obtained from the evaluated publications. In

addition, each publication has been associated with relevant categories for mitigation strategies based on the

topics they address. We have also evaluated the level of focus that each publication dedicates to a specific

category. The categorization, encompassing both the inter-service mitigation categories, and the level of

focus is illustrated through diagrams and tables, supplemented by explanatory text. More details on how the

categorization process was concluded are described in Section 3.7.

As depicted in Figure 6.1, the distribution of publications discussing various mitigation strategy topics at

either a Low or Medium level of focus appears to be quite similar. A considerable number of the assessed

publications address mitigation strategies at a Medium level of focus, as observed in categories like Security

Policies and Secure Code, Design Patterns, and Architecture, among others. In addition, many of these

publications provide guidelines for handling security threats, often offering recommendations at a Medium

level of focus for several topics.

From Figure 6.1 we can see that the mitigation techniques most discussed fall into the category User Au-

thentication and Authorization.

6.1. User Authentication and Authorization

As observed in Figure 6.2, (5.8%+13.5%+5.8%) = 25.1% of the assessed publications discuss mitigation

strategies related to User Authentication and Authorization, and the majority of thee publications do so with

a Medium level of focus. However, there is also a small segment (5.8%) of the assessed publications, that

delves more deeply into this area, discussing it with a High level of focus.
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Figure 6.2.: Distribution of User Authentication and Authorization

Li et al. [56] mention the use of federated identity as one of the solutions needed to implement the Authenti-

cation and Authorization tactic in a microservice architecture and use technologies like OpenID Connect &

JWT and OAuth2. Rezaei Nasab et al. [36] define several security practices related to user authentication,

authorization, and credentials. Zdun et al. [40] specifically address the identification and authentication of

58



6. Inter-Service Mitigation Strategies in Microservice Architectures

Publications Level of Focus

[28, 36, 72] High

[18, 35, 40, 42, 66, 71, 73] Medium

[16, 56, 58] Low

Table 6.1.: User Authentication and Authorization Distribution

API clients. The research outlines two distinct design choices for implementing these processes for API

clients. The first option eschews any authentication measures, which is only advisable if the risks of misuse

are negligible. The second approach advocates for enforcing authentication, a process that can be securely

implemented using protocols such as "OAuth, SAML, Kerberos or LDAP" [35, p. 78].

6.1.1. Tokens

The usage of security tokens, such as JWT is referenced in a large amount of the analyzed publications.

This is not a surprise, since the Token pattern is a well-established security design pattern used in the

microservice architecture [5]. Security tokens have contributed to being a security enhancing factor in

regard to identity management in microservices. Billawa et al. [58] report that the JWT standard is effective

for securely transmitting claims between two parties in a microservice architecture. Waseem et al. [73]

introduce the Access and identity tokens pattern, which utilizes tokens and access-based protocols such as

JWT and OAuth 1 & 2. These tokens can carry user data that can be validated, for example, by an edge-

service. The authors assert that the implementation of this pattern improves aspects such as "Confidentiality,

Integrity, Accountability, Authenticity, and Recoverability" [73, p. 138].

Rezaei Nasab et al. [36] discuss various security practices regarding tokens and credentials, evaluating

their effectiveness based on interviews with microservice practitioners. The use of JWT for the handling

of session revocations and expirations, together with the practice of employing asymmetric encryption for

JWT, was considered absolutely useful or useful by almost all the interviewed practitioners. Furthermore,

78.83% of the interviewed practitioners deemed encrypting tokens as either absolutely useful or useful when

the tokens are to be exposed outside the microservices boundaries.
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6.1.2. User Authorization

Nehme et al. [29] advise that to mitigate the Confused Deputy Problem in microservices, it is crucial to

verify the scope of access tokens in incoming requests, while also recognizing the benefits of having a

central authorization service, for example, for audit purposes. Rezaei Nasab et al. [36] discovered in their

study that the majority of microservice professionals they interviewed considered the implementation of an

API gateway in large systems absolutely useful for authorizing requests to microservices.

Waseem et al. [73] discuss the Edge-level authorization pattern, which enforces authorization at the API

gateway and contributes to increase both the security and integrity of the system. The authors also present

the Service-level authorization pattern, where authorization is enforced at each individual microservice.

This is achieved through access control policies, and the authors recommend this pattern in comparison to

the Edge-level authorization as it increases the granularity of the access control policies, and moreover it

improves the availability, security and integrity of the system.

Nehme et al. [28] implemented a tool based on OAuth 2 and XACML and two open standards to combat

some of the challenges associated with the the implementation and enforcement of access control in mi-

croservices. "The architecture involves an Access Control Server (ACS) acting as an OAuth 2 and XACML

server, consumer microservices (CMS) containing OAuth 2 client credentials and requiring access to re-

sources, Resource Microservices (RMS) hosting and exposing assets, and a Gateway (GW) to secure each

microservice." [28, p. 6] Their implementation mitigates the issue of the Confused Deputy problem, and

partially mitigates against token theft. Additionally, the system enables the enforcement of fine-grained

access policies. The use of the OAuth 2.0 authorization protocol is recommended as an effective mitigation

measure for the security smell Insufficient Access Control as discussed by Ponce et al. [18]. Moreover,

Billawa et al. [58] mention it as an effective security protocol.

Decentralized Authorization

Ponce et al. [18] explain that the Centralized Authorization security smell can be addressed by adopting

the Decentralized Authorization mitigation approach. This method, as they note, depends on a token-based

authorization protocol, which allows for authorization to be implemented at the service level. Xi et al. [72]

present a scheme to enable decentralized access control for microservices and a decision model aimed at

achieving efficient access control in a microservice architecture. Their distributed access control scheme
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is based on the blockchain, where smart contracts are used to store the policies used for microservices

authorization. In relation to the validation of the scheme, the authors stated: "...our scheme not only ensures

confidentiality, integrity, and non-repudiation, but also good performance. The results of the experiment

also show that our scheme has better efficiency than the classic access control schemes for microservices"

[72, p. 8]

6.1.3. User Authentication

Ahmadvand et al. [71] state that the authentication of end users must be enforced before any changes can be

made to sensitive data, to preserve integrity in a microservice architecture. Additionally, the authors state

that configuration changes, e.g. to container images, must be authenticated.

Zdun et al. [40] introduce two Architectural Design Decisions (ADDs) centered around authentication:

Backend Authentication (BE_AE), dealing with interactions between systems like service discovery and

microservices, and Authentication on Paths from Clients or UIs to System Services (CP_AE), focusing on

interactions between a system and end-users/UIs. Both ADDs incorporate the same Security Tactics, with

Token-based Authentication (authentication using identity tokens, such as JWT tokens) and Protocol-based

Authentication (authentication using encrypted protocols, such as SSL) being recommended as the most

secure options for both scenarios.

Ponce et al. [66] discuss the Defense-In-Depth and Follow The Zero Trust Principle security practices, in

which both recommend using OpenID Connect for authentication and OAuth 2.0 for access control.

OpenID Connect

OpenID Connect [31] is described as an effective mitigation strategy to counter the Unauthenticated Traffic

security smell, as highlighted by Ponce et al. [18]. The authors also point out that this authentication protocol

is typically used in conjunction with a JSON Web token to transfer OpenID Connect session information.

Billawa et al. [58] also discuss the recommendations for the use of OpenID Connect in their publication,

noting that this is supported by several sources in the gray literature.
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6.2. Service Mesh, Sidecars and API Gateways

Mitigation strategies related to the Service Mesh, Sidecars and API Gateways are discussed in a substantial

number of publications (see Figure 6.3), adding up to a total of (9.6% + 1.9% + 5.8%) = 17.3%, with the

majority of these publications devoting little focus to the topic (9.6%). However, 5.8% of the publications

discuss the topic with a High level of focus.
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Figure 6.3.: Distribution of Service Mesh, Sidecar and API Gateway

Publications Level of Focus

[45–47] High

[41] Medium

[16, 18, 36, 73, 74] Low

Table 6.2.: Service Mesh, Sidecar and API Gateway

6.2.1. Service Mesh

A service mesh consists of a few building blocks that together make up this infrastructure layer; the data

plane (also called mesh proxy) and the control plane Newman [2, pp. 162-169].

Aktypi et al. [45] introduce the Themis framework, designed to enable secure peer-to-peer communication

and facilitate a secure communication network for a service mesh without the need for a central certificate

authority. Themis aims to improve security in microservice architectures using a service mesh by addressing
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security design flaws in modern service meshes through a dual-layer architecture. The upper layer supports

a peer-to-peer network, while the lower layer offers an alternative to the commonly used mTLS protocol for

secure inter-service communication and authentication. The framework also includes features for distributed

identity management [45]. Developed as a prototype, Themis was released as an open source project on

GitHub, with its performance overhead evaluated as minimal, averaging only a throughput overhead of

1.24%. However, the GitHub project has remained inactive for the past two years, with limited activity

beyond initial input from its creators.

El Malki et al. [46] suggest several practices to enhance security in microservice architectures with service

meshes. They recommend prioritizing encryption and efficient key management, achievable either via API

keys or a central certificate authority in the Control Plane. Additionally, they propose setting up authoriza-

tion in either the Control or Data Plane. R. Alboqmi et al. [47] provides a mean of securing a microservices

architecture using self-protection measures in the service mesh. The authors describe self-protection as

a means to adapt to security threats autonomously and automatically once they are detected. To enable

self-protection in service mesh, the authors overcame the previous limitations of static configuration, by

developing a system that dynamically alters traffic routes and controls information flow based on threat

assessments and defined preferences. Sedghpour et al. [74] emphasize that the use of extended Berkeley

Packet Filter (eBPF) combined with service meshes is becoming more popular in the microservice architec-

ture. Considered as a lightweight, sandboxed Virtual Machine (VM), eBPF is embedded within the Linux

kernel, where calls are made through kernel hooks. The authors state that this enables security actions to be

performed with low overhead.

6.2.2. Sidecar

Suneja et al. [41] explore various methods to securely implement container fusion, such as the Sidecar

pattern, ensuring that fusion does not increase the overall risk of the system. In their evaluation, they assume

the presence of malicious code within the fused container. They also set up a sidecar to securely attach to

a microservice but limiting access to critical system components such as disk, memory, network states, and

resource statistics. Their demonstration shows that their sidecar implementation does not negatively impact

the security of the system, while only introducing negligible performance overhead.
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6.2.3. API Gateway and Backend for frontend (BFF)

Several studies [16, 18, 36, 73] point to the positive security attributes that the adoption of the API gateway

concept has for the microservice architecture. Waseem et al. [73] report that implementation of the API

gateway pattern improves the Security, Availability, and Portability of a microservice architecture. Similarly

to the application of the API Gateway, Waseem et al. [73] also reports that employing the Backend for

frontend (BFF) pattern enhances the same security properties.

Ponce et al. [18] recommend to Add an API Gateway to mitigate the risks associated with having pub-

licly accessible microservices, adding that by enforcing security at the API Gateway before the requests

reaches the microservices adds an additional layer of security to the architecture, which is not there when

microservices are directly exposed to the public environment.

6.3. Secure Code, Design Patterns and Architecture

Secure Code, Design Patterns and Architecture are discussed in several publications (see Figure 6.4) in

relation to mitigating security threats for the inter-service security domain. (7.7%+13.5%+3.8%) = 25%

of the publications evaluated discuss the use of Secure Code, Design Patterns and Architecture to promote

security in a microservice architecture, and most of these publications discuss the topic with a Medium level

of focus.
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Figure 6.4.: Distribution of Secure Code, Design Patterns and Architecture

64



6. Inter-Service Mitigation Strategies in Microservice Architectures

Publications Level of Focus

[53, 75] High

[24, 35, 40, 58, 66, 67, 73] Medium

[18, 52, 76, 77] Low

Table 6.3.: Secure Code, Design Patterns and Architecture

6.3.1. Security by Design and Dev(Sec)Ops

Billawa et al. [58] identify Security by Design and DevSecOps as two of the best practices to improve

microservice security. The study also highlights how these two practices are related and how pushing secu-

rity to the left can be an important tool in order to secure microservices systems. Alshuqayran et al. [52]

identified a list of 50 tools that are effective in implementing microservice architecture within a DevOps

framework, while the most populous category is security tools, where the authors identified 14 tools. Ponce

et al. [66] recommend adopting the DevSecOps practice and implementing Enact Continuous Security Test-

ing as strategies to address security issues related to the Non-Scalable Security Controls security smell. They

explain that DevSecOps integrates security considerations early in the development lifecycle, while Enact

Continuous Security Testing ensures ongoing automated security assessments throughout the lifecycle of the

microservice architecture.

6.3.2. Security Design Patterns and Tactics

Bass et al. [78] differentiate between design patterns and tactics, explaining that tactics are strategies used

to comply with design patterns. As stated by the authors, "patterns package tactics" [78, p. 227], clearly

define that patterns are more abstract and harder to adhere to than tactics. Billawa et al. [58] state that

design patterns are often used to develop secure microservices. The study mentions that patterns such as the

API gateway pattern, Command Query Responsibility Segregation (CQRS) pattern and the Circuit Breaker

pattern each bring security properties relevant for the microservice architecture. Márquez et al. [24] discuss

the use of design patterns and tactics in the development of microservices, and particularly those patterns

and tactics focused on availability in microservices systems.
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Guiding Development of Secure Microservices

Waseem et al. [73] discuss how decision models can be used to choose the appropriate design patterns

and strategies in a microservice architecture, and also define a decision model to choose the patterns and

frameworks directly related to microservice security. The decision model is structured in a way that requires

architects to assess which attributes (such as security, confidentiality, integrity, availability, and others) hold

the highest priority for the architecture. Each design pattern and strategy are thereby connected to one or

more of these attributes, either on a positive or negative level. For example, the Edge-level authorization

pattern increases the Security and Integrity of the system when adhered to. Figure 6.5 illustrates the decision

model for microservices security, where strategies / patterns are represented within the rectangles. The

"+" symbol represents positive attributes, while the "-" symbol represents negative attributes, and the lines

between the rectangles symbolize how different patterns / strategies complement each other.

Zdun et al. [35] categorize approaches for creating quality-focused microservices APIs through reusable

decisions, which encompass design patterns, practices, or specific decisions. Similarly, Zimmermann et al.

[77] develop a pattern language that is applicable for creating secure microservice APIs, among other uses.

Ponce [76] outlines their research approach in developing a taxonomy of security smells and mitigation

strategies specific to microservice security. This taxonomy, detailed in Ponce et al. [18], provides a set of

refactorings that can guide the development of secure microservices. These refactorings are similar to se-

curity tactics in their concrete definitions and in the directive manner in which they should be implemented.

Nkomo et al. [67] provide a series of suggested practices for the secure development of microservices.

These recommendations include applying and validating secure software development practices, safeguard-

ing configurations (such as those for containers) during runtime, continuously monitoring assets, employing

automated adaptation measures in response to attacks, and thoroughly documenting the security require-

ments of the microservices architecture.

6.3.3. Validating Adherence to Security Tactics

Zdun et al. [40] investigated the utilization of security tactics and assessed the adherence to these in the mi-

croservice architecture. The authors highlight the challenges in creating secure microservices, particularly

noting the difficulties and potential for errors in manually verifying the system’s adherence to various secu-

rity tactics. They then derived a set of ADDs identified from the reviewed literature. ADDs consist of several
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alternative security tactics that can be applied, each with its own benefits and shortcomings. The authors

conceptualized their findings into several ADDs each focused on a certain microservice security aspect;

observability, secure communication and authentication & identity management. The authors then created

metrics to evaluate the different security tactics to automatically determine whether a system conforms to

the analyzed ADDs and security tactics.

Figure 6.5.: Microservices security decision model, retrieved from [73, p. 139]

6.3.4. Adhering to the Microservice Architecture

Ahmadvand et al. [53] introduce a methodology for transitioning a system from a monolithic to a microser-

vice architecture, ensuring both security preservation and optimal scalability. The authors also implemented

this methodology in a fictional case study to demonstrate its practical applicability.
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6.3.5. Detecting Vulnerable Dependencies

Waseem et al. [73] describe how the Scan dependencies strategy can be applied in the microservice archi-

tecture. This strategy, as described by the authors, is applied to detect vulnerabilities in the development

pipeline and codebase.

6.3.6. Security Related Code Identification

Schneider et al. [75] introduce a method for generating dataflow diagrams for Java microservices that contain

security annotations. When doing this, security-related parts of the source code can be located. In their

approach, the authors utilize the snowballing technique, which involves searching for specific keywords

within an application’s source code and iteratively identifying new keywords through this process. The

research validation yielded a precision rate exceeding 90% and a recall rate of 85%.

6.4. Securing Data at Rest

The topic of secure data storage is addressed in a subset of the publications (see Figure 6.6), representing

(7.7%+ 1.9%) = 9.6% of the total studies analyzed. However, the depth of focus on this topic is predomi-

nantly minimal. Within this group, only one study is categorized with a Medium level of focus to the topic,

as per the categorization criteria. The remaining studies that touch on this topic do so with a relatively lower

degree of detail or emphasis.

Publications Level of Focus

[18] Medium

[58, 71, 73, 79] Low

Table 6.4.: Securing Data at Rest

6.4.1. Encryption of Data at Rest

The necessity of encrypting data at rest is a key focus of the study by Mateus-Coelho et al. [79]. This publi-

cation strongly advocates for the use of public and widely recognized cryptographic algorithms. Emphasis
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Figure 6.6.: Distribution of Securing data at rest

is placed on the advantages of these algorithms, including regular updates with security patches, comprehen-

sive penetration testing, and ongoing scrutiny by security experts. The study highlights that such rigorous

maintenance and validation processes ensure the effectiveness and reliability of these algorithms in protect-

ing data at rest. The study by Ponce et al. [18] also endorses the use of established and widely recognized

encryption technologies for encrypting data at rest. This recommendation underscores the importance of

relying on proven cryptographic methods that have undergone extensive vetting and testing in the security

community.

6.4.2. Encrypting and Managing Secrets

The findings presented by Ponce et al. [18] delineate the importance of encrypting secrets when stored at

rest as a fundamental mitigation strategy. The study further advises against the practice of storing secrets in

repositories designated for application code, as well as avoiding their placement in environment variables or

in proximity to the application itself. This approach is emphasized as a crucial measure to improve security

and prevent unauthorized access to sensitive information. Billawa et al. [58] also stress the importance of

encrypting the data at rest so that they remain confidential. Waseem et al. [73] define the security strat-

egy Encrypt and protect secrets, which involves using secret vaults such as HashiVault [80] and Microsoft

Azure Key Vault [81] for secret storage. Ahmadvand et al. [71] emphasize the importance of secure secret

management, particularly in differentiating access between development and production environments. It

advocates a system in which developers can access secrets during the development phase, but these secrets
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are tightly controlled and restricted in production environments. The research stresses that in production,

secrets should be generated and distributed in a confidential manner, ensuring that they are not accessed or

exposed to insiders or unauthorized individuals.

6.5. Containerization and Orchestration

Of the analyzed publications (see Figure 6.7), (5.8%+ 1.9%) = 7.7% of them discuss mitigative strategies

related to Containerization and Orchestration, with the majority of these (5.8%) devoting a low level of

focus to the topic.
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Figure 6.7.: Containerization and Orchestration Distribution

Publications Level of Focus

[54] High

[29, 58, 67] Low

Table 6.5.: Containerization and Orchestration

6.5.1. Container firewalls

Nehme et al. [29] suggest that container firewalls should be used to analyze all requests it receives, whether

it is originating from the API gateway or other microservices.
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6.5.2. Mitigating Vulnerabilities in Containers

Torkura et al. [54] address the difficulties in identifying vulnerabilities in container images within microser-

vice architectures and introduce their prototype, CAVAS (Cloud Aware Vulnerability Assessment System),

designed to detect and validate these vulnerabilities (including the elimination of false positives). Illustrated

in Figure 6.8, the prototype features several components, including a Policy Store for storing security poli-

cies applied by the Security Gateway and modules for vulnerability scanning & validation and a module

for analysis of image vulnerabilities CAVAS is intended for use in both development and production envi-

ronments, with the aim of identifying vulnerabilities as early as possible within the Software Development

Lifecycle (SDLC).

Figure 6.8.: Architecture for the CAVAS prototype, retrieved from [54]

The authors conducted various validation tests of the tool in a lab environment to assess its security qualities.

They specifically evaluated the tool’s capability in detecting and validating vulnerabilities, as well as its

efficiency in doing so. Additionally, they assessed the effectiveness of the tool’s security policies. Through

these experiments, the authors showed that the tool is significantly more effective than traditional security

testing techniques, showing a 31. 4% improvement in the identification of vulnerabilities compared to these

conventional methods. The authors also developed and integrated a specialized set of policies into the tool,

with the aim of identifying shared-code vulnerabilities prior to their deployment in containers.

Nkomo et al. [67] present several protection measures for a list of identified security threats. To mitigate

the threats of an insecure runtime infrastructure, the authors list several mitigation strategies. This includes

vulnerability scanning of containers before deployment to production, creation, and validation of secure
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configuration for all infrastructure components (this should be done in an automated manner), and to group

containers based on relative sensitivity. Relative sensitivity is used in this study to describe the data and /

or behavior sensitivity associated with the containers. Billawa et al. [58] identified the security practice of

employing Immutable Containers as a key best practice in their research. This approach entails restricting

updates to containers once they are deployed. Moreover, the authors recommend external data storage sep-

arate from the containers to ensure data preservation and easy access if container replacement is necessary.

6.6. Monitoring, Tracing and Logging

Several publications (see Figure 6.9), amounting to (7.7% + 13.5%) = 21.2%, discuss the topic of Mon-

itoring, Tracing and Logging and the means of using these methods for mitigating security threats in the

microservice architecture. However, none of the assessed publications discuss mitigative measures related

to this topic with a High level of focus.
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Publications Level of Focus

[38, 40, 43, 54, 56, 68, 82] Medium

[29, 67, 71, 83] Low

Table 6.6.: Monitoring, Tracing and Logging
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6.6.1. Observability

Zdun et al. [40] introduce the Microservice Observability (OBS) Architectural Design Decisions (ADD),

which encompasses various related security tactics as alternative decision points. In this ADD, the authors

recommend observing both internal and external microservices. Observance, in this context, refers to the

enforcement of logging, monitoring, and the execution of request tracing.

6.6.2. Security Health Endpoint

The concept of the Security Health Endpoint is introduced by Torkura et al. [43] as a component of their

Security Gateway prototype implementation. The authors highlight that this concept improves the mon-

itoring abilities of microservice architectures, ensuring the achievement of environmental awareness. The

Security Health Endpoint is based on the Health Endpoint Monitoring design patter, which describes an API

endpoint provided by a microservice. This endpoint allows the retrieval of system information essential to

assess the health of the microservice. When following the Security Health Endpoint concept, relevant secu-

rity metrics should be retrievable from endpoint(s) exposed by the microservice(s); for example, this could

be implemented as an /security-health API endpoint. The Security Health Endpoint provides various types

of information, including, among other things, key insights from the most recent security assessment. This

includes details of specific affected components and their related vulnerabilities, along with metrics like

CVEs Common Vulnerabilities and Exposures and CWEs Common Weakness Enumeration associated with

each vulnerability. The authors point to the benefit of being able to consume this information from other

security tools automatically and make an example where firewalls can retrieve updated security information

from the individual services to construct automated firewall rules. Torkura et al. [54] employ the Security

Health Endpoint in their CAVAS prototype.

6.6.3. Request Tracing

Kalubowila et al. [83] introduce an external validation solution aimed at reducing latency within microser-

vice architectures. Their approach involves the use of a trace analyzer, which is designed to detect errors in

the architecture. This is achieved through a tracing mechanism that monitors requests as they pass through

various services in the microservice architecture, identifying any errors or issues related to latency.
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6.6.4. Monitoring

Nehme et al. [29] recommend to perform monitoring of every critical part of the microservice architecture.

Zeng et al. [38] present several security tools that enable microservice monitoring solutions. The authors

also recommend to monitor the containers used for deploying microservices. Li et al. [56] present the

Security Monitor security tactic, which is used to monitor the microservice architecture to find anomalies

that could cause security issues. Otterstad et al. [82] present the Security Monitor Service, also referenced

in Section 6.9. A key aspect of maintaining a microservice architecture is monitoring the system to detect

and respond to anomalies. Ahmadvand et al. [71] suggest enabling tracing mechanisms for changes to

sensitive data within such architectures. They also emphasize the importance of logging insider activities,

such as those of DevOps personnel, to improve security. Nkomo et al. [67] advocate for monitoring the

behavior of microservices during runtime to ensure system integrity. Furthermore, Sun et al. [68] introduce

their prototype, FlowTap, which is designed for network monitoring in microservice environments. The

tool "establishes monitoring relationships between microservices and security monitors, allowing them to

enforce policies over the network traffic seen by the microservice" [68, p. 57].

6.7. Inter-Service Authentication and Authorization

In the context of Inter-Service Authentication and Authorization (see Section 6.7), a total of (3.8%+5.8%) =

9.6% of the publications address mitigation strategies related to this topic. The majority of these publications

discuss the topic with a High level of focus, but the overall number of publications addressing the topic is

nevertheless relatively low.

Publications Level of Focus

[37, 42, 69] High

[18, 66] Low

Table 6.7.: Inter-Service Authentication and Authorization
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Figure 6.10.: Distribution of Inter-Service Authentication and Authorization

6.7.1. Inter-Service Authentication

Walsh et al. [37] examined the current TLS standards used for inter-service authentication and attestation

(process of verifying identity & integrity) e.g. Baseline Mutual TLS and Federated Attested TLS-PSK.

The authors examined the standards performance using benchmarking tests, but did not assess the relative

security level of the standards. In summary, the authors deem all the assessed protocols as capable of

providing trustworthiness to a microservice architecture, but with varying degrees of performance overhead.

Mutual TLS (mTLS)

Several studies [18, 42, 66] advocate for the use of mTLS to ensure authentication at the inter-service

level. Similarly, Ponce et al. [18] advocate the use of mTLS to enable authentication between services

to mitigate the security smell Unauthenticated Traffic, which is also defined in the study. Yarygina et al.

[42] also present a prototype for securing and enabling inter-service authentication with mTLS, Public

key infrastructure (PKI) and tokens. The study discovered that the implications of enabling these security

measures provided minimal performance overhead.
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6.7.2. Inter-Service Authorization

Li et al. [69] introduce the Jarvis tool, developed for the automated creation of inter-service authorization

policies. This tool examines the architecture of microservices prior to deployment, identifying potential

communication patterns among services to form corresponding policies. Furthermore, Jarvis actively ob-

serves the operational behavior of the microservice architecture, gathering updated information to refine

and adapt these policies accordingly. The tool was developed to mitigate the issues associated with having

to manually configure inter-service authorization policies, which could be both a tedious and error-prone

manual task, especially considering the flexible architecture of microservices constantly in change.

6.8. Secure Communication

Secure Communication mitigation strategies are presented in (15.4%+1.9%+1.9%) = 19.2% of publica-

tions studied (see Figure 6.11), although the majority (15.4%) discuss the topic with a low level of focus.
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Publications Level of Focus

[34] High

[37] Medium

[18, 36, 39, 66, 67, 70, 71, 73] Low

Table 6.8.: Secure Communication
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6.8.1. Transport Layer Security (TLS)

Several publications discuss the use of TLS for securing inter-service communication [16, 36, 37, 67].

Walsh et al. [37] discuss different means of ensuring secure communication between microservices. The

publication focuses primarily on the mutual authentication part of the communication, but each of the mech-

anisms mentioned uses TLS, e.g. Baseline Mutual TLS and Centralized Attested TLS. Nkomo et al. [67]

recommend the use of TLS as one of the mitigation strategies used to deal with the security threats; Unautho-

rized access, Insecure application programming interfaces, Insecure microservice discovery and Insecure

message broker. Rezaei Nasab et al. [36] define several security practices to improve security in microser-

vices communication, based on the evaluation of information from the gray literature and interviews with

microservices practitioners. One of these security practices advocates the use of TLS protection in service-

to-database communication to ensure that the connection is encrypted and cannot be intercepted or tampered

with. Ahmadvand et al. [71] created a framework aimed at reinforcing integrity protection within microser-

vice architectures. A key requirement of this framework was the ability of services to attest to the integrity

of other services, ensuring verification that a service is indeed the entity it claims to be.

6.8.2. Mutual TLS (mTLS)

Ponce et al. [18] suggest that the security issue of non-secure inter-service communication can be mitigated

using Mutual TLS (mTLS) for inter-service communication. The authors state that the use of mTLS helps

ensure that traffic is encrypted bidirectionally and cannot be intercepted or altered. Ponce et al. [66] also

recommend using mTLS for the same purpose. Miller et al. [70] state that the use of mTLS for communica-

tion between pods (group of containers on the same Kubernetes host) contributes to achieving the security

of data in transport.

6.8.3. HTTPS and FTPS

Waseem et al. [73] present the HTTPS enforcement strategy that encourages the use of the HTTPS protocol,

as opposed to HTTP, for inter-service communication. This strategy should be used to maintain an en-

crypted connection between the services, which is not possible using only the native HTTP protocol. Also,

Chondamrongkul et al. [39] recommend using encrypted protocols such as HTTPS, or other encrypted pro-

tocols such as FTPS for communication in a microservice architecture, but emphasizes that this should be
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done when communication is done on a public network, to prevent data tampering and eavesdropping.

6.8.4. API Security

Waseem et al. [73] describe the API rate limiting strategy, which should be applied to hinder adversaries

from performing effective brute-force attacks, excessive API calls, etc. Genfer et al. [34] conducted a study

on identifying and preventing data exposure in microservice APIs by determining the minimum amount of

data required for successful exchanges. The objective of their research was to identify the optimal data

threshold as a means to reduce the risk of data breaches. The study incorporated a method to monitor traffic

between APIs using a source code detector, which the authors developed in a previous research project,

as cited in [84]. The authors used the definition "All incoming data received by an API that is neither

directly consumed nor routed to another API can be considered excessively exposed." [34, p. 4] to serve as a

criterion for identifying data overexposure. Based on this definition and their source code analyzer tool, the

authors were able to identify several cases of overexposure in two public and private microservices projects

(Lakeside Mutual [85] and eShopOnContainers [86]). However, it is important to note that not all aspects

of data exposure fell within the scope of their study.

6.9. Infrastructure Defense and Intrusion Mechanisms

Security measures and mitigation strategies related to Infrastructure Defense and Intrusion Mechanisms are

presented in (7.7%+3.8%+11.5%) = 23% of the assessed publication (see Figure 6.12). The majority of

these publications (11.5%) have a High level of focus on the topic.

Publications Level of Focus

[51, 59, 65, 71, 82, 87] High

[36, 42] Medium

[15, 24, 39, 56] Low

Table 6.9.: Infrastructure Defense and Intrusion Mechanisms
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6.9.1. Databases and Environments

Rezaei Nasab et al. [36] discuss several security practices regarding databases and environments in mi-

croservice architecture. Two of these practices were rated as Absolutely useful or Useful by the majority

of microservice practitioners surveyed. The first practice highlights the importance of implementing more

stringent security policies in production environments compared to development environments, while still

underscoring the necessity of security in development settings. The second practice emphasizes always

enforcing authentication to databases [36, p. 15].

6.9.2. Intrusion Response

Li et al. [56] present the Intrusion Defender security tactic, which involves identifying the occurrence of

insecure states in a microservice(s). The tactic should choose between several means of reacting to insecure

states:

• rollback/restart: destroy and spin up a new service instance.

• isolation/shutdown: exclude the insecure service by shutting them down for good

• diversification: change host characteristics by recompiling binary, rewrite binary or by moving service

to a host that have different characteristics.

• n-variant service scaling: add additional services using diversification technique. Inconsistencies in

services can be compared and infected services can be detected.
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Yarygina et al. [65] developed a system for intrusion response, capable of responding to network attacks

using game theory in real-time. Britannica describes game theory as a "branch of applied mathematics that

provides tools for analyzing situations in which parties, called players, make decisions that are interde-

pendent." [88]. The system presented by Yarygina et al. [65], works by removing, restarting, and relocating

microservices at runtime and uses the same defender actions as Li et al. [56], including the additional actions

in the following list:

• diversification through cloud provider: relocate service to another cloud provider

• split or merge services: split or merge service instances on functional code level using dedicated tools

(not yet in existence)

• isolation/shutdown: isolate or shutdown service instances

Chondamrongkul et al. [87] propose an approach for conducting automated security analysis within a mi-

croservice architecture. They claim that their solution can automatically identify security threats and demon-

strate attack scenarios along with the potential impacts of these attacks.

6.9.3. Integrity Protection

Ahmadvand et al. [71] defined six requirements for maintaining integrity in a microservice architecture, and

additionally developed a framework for microservice integrity protection. Their requirements for integrity

protection can be listed as follows:

• "Enable authentication/tracing of sensitive data changes by end user" [71, p. 8]: The need for this

requirement is expressed by the lack of observability of data changes that is commonly observed.

• "Protect confidentiality of system secrets in all processes" [71, p. 8]: This includes securing secret

management and secret generation.

• "Collect unforgeable evidence of insiders’ activities" [71, p. 8]: This involves recording activities and

securing them in tamper-proof storage.

• "Detect tampering with static artifacts such as config, script files and binaries" [71, p. 9]: Configura-

tion changes should be authenticated

• "Raise the bar against program tampering attack (intra-service integrity protection)" [71, p. 9]: A

large number of observed amounts of threats against service’s integrity signifies the importance of

this requirement.
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• "Enable services to attest to the integrity of their recipients and senders (inter-service integrity protec-

tion)" [71, p. 9]: A lack in the current means of verifying request integrity signifies the need for this

requirement.

6.9.4. Circuit Breaker

The Circuit Breaker pattern is a proxy which rejects requests after numerous consecutive failures [5, p. 78].

Márquez et al. [24] state that the Circuit Breaker pattern can be used to time out calls to prevent system

failures and Yarygina et al. [42] recommend using the Circuit Breaker pattern to mitigate attacks such as

DoS attacks. The Circuit Breaker pattern enables partial failures, e.g. to have some microservices fail while

others remain in a healthy state, which would prevent the entire microservice architecture from failing.

6.9.5. Firewalls and Packet Inspection

Chondamrongkul et al. [39] suggest that a firewall should be used to restrict network traffic flowing from the

public to publicly accessible microservices.Soldani et al. [15] state that the use of the API Gateway pattern

simplifies firewalling in a microservice architecture, as requests from the public must be routed through the

gateway before they reach the microservices.

6.9.6. Diversification of Microservices

The ability to have a technologically diverse environment when adhering to the microservices architecture

is mentioned as one of the pro’s of this architectural pattern by Fowler [27], as each microservice can be

deployed using different programming languages, frameworks, and other technologies. In a microservice

architecture, the only component requiring uniformity, namely the inter-service communication, can also be

effectively handled or proxies by a specialized service, like an API gateway.

Yarygina et al. [42] advocate for the deployment of heterogeneous microservices to enhance diversity within

the microservice architecture. This approach helps mitigate attacks such as low-level exploitation and shared

code vulnerabilities, which are more prevalent in homogeneous environments. This recommendation aligns

with the insights of Otterstad et al. [82], where the authors developed a Security Monitor Service to enable

software diversity in a microservice architecture at runtime, as well as identifying anomalies in the system
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and acting on this, for example, by shutting down infected microservices. Similarly, Torkura et al. [51]

present the concept of Moving Target Defense (MTD) to mitigate shared code vulnerabilities. Their concept,

MTD, enables diversification at runtime in order to promote uncertainty in the architecture to increase the

effort needed to perform successful attacks against the architecture. This is achieved through their techniques

for Automatic Code Generation, where code is transformed into other programming languages at runtime,

using their Diversification Engine.

6.9.7. Generation of Attack Graphs

Ibrahim et al. [59] introduce a solution for creating automatic attack graphs as a means to identify network

threats within the microservice architecture. Their approach utilizes microservices deployed in containers,

rather than traditional network nodes, in the construction of attack graphs. Designed for integration into

a Continuous Integration and Continuous Delivery (CI/CD) pipeline, their method aims at assisting mi-

croservice practitioners in discovering potential attack paths in their deployed microservice architectures, to

mitigate the risks associated with inter-service pivoting and lateral network movement.

6.10. Security Perimeters and Network Segmentation

The use of Security Perimeters and Network Segmentation to mitigate security threats are discussed in

(5.8% + 1.9%) = 7.7% of the publications (see Figure 6.13), with the majority of these studies devoting a

Low level of focus to the topic.

Publications Level of Focus

[82] Medium

[36, 66, 79] Low

Table 6.10.: Security Perimeters and Network Segmentation

6.10.1. Private Microservices

Rezaei Nasab et al. [36] describe two practices that deal with how private microservices should be isolated

from other networks. Private microservices are in this context described as internal microservices and should
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Figure 6.13.: Distribution of Security Perimeters and Network Segmentation

only be accessible by a set of end users and/or applications. The first practice states that it should not be

possible to check the existence of a private microservice from an external microservice. The second practice

states that service grouping should be applied to microservices to restrict communication and visibility to the

member services in the service group. Both of the security practices were deemed as "Absolutely Useful"

or "Useful" by most of their study respondents.

6.10.2. Network Segmentation

Mateus-Coelho et al. [79] suggest network segregation as a countermeasure against security threats in mi-

croservices. According to the authors, distributing microservices across various networks or subnets, man-

aged through firewalls or filtering rules, is an effective strategy to improve security. However, the authors

do not describe how microservices should be effectively segregated to increase system security.

Ponce et al. [66] additionally state that network segmentation should be applied to enforce the Zero-Trust

Principle, also called the Zero-Trust Security Model. Adherence to this model implies that you assume that

the environment has already been breached. Subsequently, the assumption implies the consideration of a

potential adversary who attempts to eavesdrop on network traffic, establish unauthorized connections, or

engage in other malicious activities [2, pp. 366-367]. Ponce et al. [66] recommend to perform network

segmentation to adhere to the Zero-Trust Principle, and states that some components should be isolated to

increase the overall attack surface of the system. However, the authors do not state how the network should

be segmented or how to determine which microservices should be isolated.
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6.10.3. Microservices Isolation

The concept of isolating microservices is discussed in detail by Otterstad et al. [82]. The authors examined

how the isolation of microservices, together with the divergence of software, could mitigate the exploitation

of system layers, also known as low-level exploitation in the publication. The study discusses the use of

automatic microservice isolation when anomalies, which could pose potential security risks, have been

detected by a Security Monitor Service. The publication suggests isolating a single node or multiple nodes

reporting similar anomalies to protect the microservice architecture. The authors argue that automated

isolation, combined with software diversity, improves defense against low-level exploitation.

6.11. Security Approaches and Models

As seen in Figure 6.14, (5.8% + 1.9% + 1.9%) = 9.6% of the assessed publications discuss means of

mitigation security threats by using Security Approaches and Models, and the majority of these (5.8%)

discuss the topic with low level of focus.
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Figure 6.14.: Distribution of Security Approaches and Models

6.11.1. Concept of Least Privileges

Ponce et al. [18] recommend to Follow the Least Privilege Principle as a security refactoring strategy to

mitigate the security smell of granting Unnecessary Privileges to Microservices, identified by the same au-
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Publications Level of Focus

[66] High

[70] Medium

[18, 58, 73] Low

Table 6.11.: Security Approaches and Models

thors. Newman [2, p. 347] describe the Minimum Privilege Principle as a way to ensure that microservices

are given the minimum privileges required to fulfill its tasks. Billawa et al. [58] also mention the concept of

least privileges as a security best practice that is recommended to adhere to when developing microservices.

6.11.2. Defense-in-Depth

Newman [2, pp. 347-346] describe the principle of Defense-in-Depth as a strategy in which defensive mea-

sures are positioned at several locations in the microservice architecture. Some of the ways Defense-in-

Depth can be achieved is by performing network segmentation, limiting the privileges of microservices, and

enforcing authorization on a service level. Ponce et al. [66] recommend following the Defense-in-Depth

strategy in order to mitigate the No Layered Defense security smell, which as the name describes, occurs

when there are not enough layers of security defense measures in place. The authors emphasize the effec-

tiveness of the Defense-in-Depth strategy, particularly in facilitating the implementation of adequate defense

measures in the outermost layer of a system [66] as cited in [12]. The authors also associate a set of rec-

ommendations with the practice of implementing Defense-in-Depth, which briefly summarized includes;

position every service behind a firewall, use an API gateway to enforce security on incoming requests to a

service, use mTLS, OAuth 2.0 and OpenID Connect to enforce encryption and access control between ser-

vices, follow the Least Privilege Principle as discussed in Section 6.11.1, secure all sensitive data through

encryption, verify all input received by services for validity, and finally enforce observability measures such

as monitoring and enforce logging of information. Furthermore, Billawa et al. [58] categorize the practice of

Defense-in-Depth as one of the best practices for security in a microservice architecture. Waseem et al. [73]

reference the practice of Defense-in-Depth as a design pattern, with the name of Layered Defense, stating

that it increases both security, confidentiality, and integrity in the microservices architecture. The pattern is

implemented through the use of multiple API layers and API gateways, where each layer enforces specific

authentication and authorization rules.
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6.11.3. Zero-Trust Principle

Ponce et al. [66] recommend applying the Zero-Trust Principle to mitigate the security smell termed Trust

The Network. The authors state that all their examined studies discussing this security smell agree that it

can be mitigated by applying the Zero-Trust principle. The authors also associate a set of recommendations

with the practice of implementing the Zero-Trust Principle, which briefly summarized includes; use mTLS

between services, the use of OpenID Connect to verify identity at the edge, use OAuth 2.0 to enforce

authorization at a service level, and enforce network segmentation. In the study by Miller et al. [70],

the authors follow the principles of zero-trust to define a secure system in which data exchanges between

untrusted parties can be performed.

6.12. Security Policies

Among the analyzed publications (see Figure 6.15), (3.8% + 15.4% + 1.9%) = 21.1% discuss various

means of using security policies for improving security in the microservices architecture and implement

mitigative measures against inter-service security threats. The vast majority (15.4%) of these publications

discuss Security Policies with a Medium level of focus, as is the case in 8 of the assessed publications.
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Publications Level of Focus

[54] High

[28, 43, 60, 68–70, 72, 73] Medium

[15, 56] Low

Table 6.12.: Security Policies

6.12.1. Security Policies

Torkura et al. [54] describe their tool, CAVAS, which features a Security Gateway module functioning as a

Security Enforcement Point (SEP). This module is capable of enforcing policies for automated vulnerability

assessments of container images and facilitating continuous security assessments of microservices, specif-

ically tailored to the microservices’ specific technology stack. The CAVAS tool is based on foundational

concepts previously established by the same authors in a previous research publication [43].

Li et al. [56] emphasize the need for security policies for the assessment of certain vulnerabilities and areas

of the network. Soldani et al. [15] state that one of the gains of microservices is the possibility to enforce

fine-grained policies, by using hierarchical groups of subsets of microservices.

6.12.2. Access Control Policies

Xi et al. [72] implemented a system for decentralized access control, using policies stored on the blockchain.

This approach aims to enforce "distributed and consistent policy management," as stated in their work [72,

p. 7].

Nehme et al. [28] utilize eXtensible Access Control Markup Language (XACML) to create access control

policies in their security solution to promote fine-grained access control in microservices. XACML is an

open standard markup language for creating policies [12, p. 469]. Waseem et al. [73] discusses access

control policies in relation to the Service-level authorization pattern, which it recommends as this pattern

provides more control over the enforcement of access control policies. The authors also state that the pattern

includes several API policies, which can be applied in different ways. However, the authors do not note the

security implications related to the different ways of applying these policies. OWASP [89] define these

policies as follows:
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• "Policy Administration Point (PAP): Provides a user interface for creating, managing, testing, and

debugging access control rules.

• Policy Decision Point (PDP): Computes access decisions by evaluating the applicable access control

policy.

• Policy Enforcement Point (PEP): Enforces policy decisions in response to a request from a subject

requesting access to a protected object.

• Policy Information Point (PIP): Serves as the retrieval source of attributes or the data required for

policy evaluation to provide the information needed by the PDP to make decisions." [89]

Li et al. [69] implemented a feature in their tool Jarvis for defining fine-grained access control policies,

using inter-service interactions extracted from the source code of microservice architectures. In a different

approach, Miller et al. [70] developed a workflow employing sidecars to enforce policies, in line with the

zero-trust security model. Meanwhile, Sun et al. [68] introduced FlowTap, a tool for enforcing policies

based on inter-service network traffic. Additionally, Li et al. [60] developed AutoArmor, automating the

generation of inter-service authorization policies, proving to be effective with minimal overhead.
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7. Discussion

In the categorization process for both Chapter 5 and Chapter 6, a noticeable trend emerged, showing that

the majority of the reviewed publications placed greater emphasis on describing mitigation strategies rather

than elaborating on specific security threats for the microservice architecture. When security threats were

addressed, they were generally given a low level of focus, as established through our categorization method-

ology (see Section 3.7).

7.1. Security Threats

Regarding security threats, we noticed that a significant number of publications addressed issues related

to the Security Perimeters and Attack Surface 5.10 in microservice architectures. However, most of these

publications only discussed the topic at an abstract level, lacking in-depth analysis and detailed exploration.

Furthermore, many of the assessed publications focused on cloud technologies such as container and or-

chestration threats, as discussed in Section 5.8. Microservices, often used alongside these technologies,

present unique security challenges. The publications assessed explored issues related to both the tech-

nological diversity in microservice architectures and the use of homogeneous microservices. These two

concepts, though seemingly contradictory, suggest that there is no definitive approach to designing secure

microservices. Technological diversity in microservices can lead to increased complexity and a broader at-

tack surface, especially due to third-party vulnerabilities. For instance, deploying 300 unique microservices

using 5 programming languages will likely result in a greater number of libraries and software packages

compared to a monolithic application that utilizes a single programming language. On the flip side, if these

300 microservices are built using the same technology stack and are horizontally scaled, the homogeneity of

these services could facilitate shared-code vulnerabilities, potentially leaving every microservice vulnerable

to the same attacks.
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7.2. Mitigation Strategies

In the area of mitigation strategies, we observed more mature research, as opposed to Chapter 5 and were

able to collect more detailed and valuable content pertinent to facilitation of security measures and mit-

igation of security threats. Specifically, topics like Secure Code, Design Patterns, and Architecture (see

Section 6.3), User Authentication and Authorization (see Section 6.1) and Infrastructure Defense and Intru-

sion Mechanisms (see Section 6.9) were covered by a large number of evaluated publications.

For topics addressing mitigation strategies, we also observed more mature and detailed research, e.g., for

the subtopics of runtime diversification of services, as addressed in the works by Yarygina et al. [42] and

Otterstad et al. [82] in Section 6.9. Additionally, it was noted that many of the publication authors used

conceptual frameworks to address microservice security. These frameworks span a variety of approaches,

such as design patterns, security tactics, and mitigation decisions (refer to Section 6.3), reflecting efforts to

systematically address and mitigate inter-service security threats through well-defined mitigation strategies.

7.3. Systematic Map of Primary Security Focus

To analyze the primary security focus in the reviewed publications, we created a systematic map that maps

the primary security focus (either security threats or mitigation strategies) of each publication with its cor-

responding research and contribution facets, as portrayed in Figure 7.1.

Research Facet ▶
Security Focus

◀ Contribution Facet

5 2 6 1

6 14 6 11 1

Personal
Experience

Paper

Evaluation
Research
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Research

Philosophical
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Personal
Opinion
paper

▲

Security
Threats

Mitigation
Strategies

2 2 3 1 3 3

6 16 2 3 4 1 6

Model Method Theory Framework Guideline
Lessons
Learned

Advice Tool

Figure 7.1.: Systematic map of publications main security focus

The systematic map reveals a predominant focus on mitigation strategies over security threats in most pub-

lications. Furthermore, within this area of security focus, Validation Research and Proposal of Solution

emerge as the most commonly pursued research facets. This trend indicates a greater emphasis on develop-

ing and validating solutions to address security threats, rather than merely identifying or analyzing security

threats in the microservice architecture. For publications focusing primarily on inter-service security threats,
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we observe that the majority of them are Philosophical Papers and Evaluation Research contributing several

types of work, with the vast majority of it being Lessons Learned and Theory.
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8. Threats to Validity

8.1. Internal Validity

Hannousse et al. [57] characterizes internal validity threats as issues potentially arising from the data collec-

tion process from the evaluated studies. To mitigate such threats, particularly those related to selection bias

and the use of specific terminology in database searches, we employed reverse snowballing. This method

was used to address the risk of missing relevant studies due to the varied use of the term "inter-service" and

its derivatives, which may not be uniformly used by all authors in the field. This process, as detailed in

Section 3.5 and Section 3.6, aimed to ensure a more comprehensive coverage of the literature. Additionally,

the search strategy and terms employed in this thesis were meticulously designed to enhance reproducibility.

We also integrated and adapted selected methods from the PRISMA framework, further strengthening the

reproducibility and reliability of our research.

Publications that were not relevant or lacked sufficient detail on the research topic were initially labeled as

"Irrelevant." However, upon a closer review of these exclusions, it was evident that a majority of the papers

fell into this category. To enhance transparency and address potential threats to validity, we re-evaluated

these excluded papers, categorizing them under three more specific criteria: "Insufficient Microservices Fo-

cus", "Limited Security Discussion", and "Off-topic Domains". The categorization based on the research

and contribution facets was performed by a single reviewer, due to the nature of Master’s theses. Hence,

there is a bias in the categorization of the publications for Chapter 4. The same applies to the categoriza-

tion of publications for Chapter 5 and Chapter 6. Ideally, multiple authors should have categorized the

publications and calculated the mean difference between the categorization results.
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8.2. External Validity

Othmane [90] defines external validity as the extent to which results can be generalized. The categories used

for grouping publications in this thesis are derived directly from the topics discussed in these publications.

As the field of microservices security evolves, new categories may need to be created or existing ones

modified. Additionally, the focus on inter-service security in this thesis may not align directly with the

broader context of microservices security. Emphasizing the inter-service aspect means that the results and

guidelines presented here might not be entirely applicable to the general domain of microservices security.
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9. Conclusion and Future Work

This section includes a conclusive summary of the topics covered throughout the thesis, as well as our

identified research gaps and recommendations for future work in the area.

9.1. Conclusion

The microservices architecture provides a convenient and modular approach for configuring large software

systems, but also provides complexity that needs to be handled and addressed, especially since this com-

plexity also extends to the challenges in implementing security effectively. As communication transitions

from local to inter-service, new security challenges arise, requiring the adoption of suitable security mech-

anisms to ensure resilience. The field of inter-service security, unique to distributed architectures like the

microservice architecture, presents distinct challenges for developers and security professionals accustomed

to monolithic architectures. They may therefore encounter difficulties in understanding the specific security

threats related to distributed systems and in identifying effective strategies for mitigating and reducing these

risks.

This thesis presents the findings of a systematic literature review focused on the security threats and mit-

igation strategies specific to inter-service communication in microservice architecture. We conducted an

analysis of 52 publications filtered according to defined criteria. The publications were retrieved from five

databases and further complemented by one iteration of reverse snowballing to include all relevant studies.

These publications were categorized on the basis of their research facets, contribution facets, publication

venues, and publication channels, as well as their year of publication. Our findings indicate that most of

these publications primarily contribute methods, models, and guidelines. We observed that most publica-

tions involved research with validation & evaluation, and we anticipate a continued increase in publications

in the field of microservice security. Furthermore, we noted that conference papers make up the bulk of

95



9. Conclusion and Future Work

these publications, with a wide variety in publication venues, reflecting the diverse platforms used for dis-

seminating research in this area.

In our analysis of the selected publications, we derived several categories related to inter-service security

threats and mitigation strategies. Each publication was assigned to one or more of these categories. Regard-

ing the security threats reported, we found that a significant number of these threats are connected to the

security perimeters and attack surface of the microservice architecture, as well as aspects of containerization

and orchestration. Moreover, a notable theme in several publications is the insufficient implementation of

monitoring and intrusion detection mechanisms. Additionally, we categorized the publications based on

their level of focus on specific topics to better gauge the granularity of research conducted in various areas.

We found that the overall level of focus on reported security threats in the assessed publications is relatively

low, indicating a shortfall in comprehensive analysis of these threats. This is especially true in the realms of

inter-service authentication & authorization, and inter-service communication, where in-depth exploration

is particularly lacking.

Regarding the identified mitigation strategies, our analysis indicates a generally higher level of focus on

the various derived mitigation categories, in comparison to the categories related to security threats. In

particular, topics such as infrastructure defense, monitoring, tracing and logging, and secure coding, design

patterns, and architecture have been extensively discussed in several publications, each receiving consider-

able attention and focus. In relation to mitigation strategies, we also identified more in-depth and advanced

research, including sophisticated methods for modifying microservices systems at run-time to enhance their

resilience against attacks.

To gain a clearer understanding of the research conducted on security threats and mitigation strategies in

microservice architectures, we also developed a systematic map. This map assessed the main security focus

of the publications. The results revealed that the vast majority of publications primarily concentrate on

mitigation strategies. Within this focus, most studies are categorized as validation research and solution

proposals, with their key contribution being the development of methods.

9.2. Future Work

Future research could greatly benefit from conceptualizing identified security threats and mitigation strate-

gies in relation to each other, similar to the categorization performed by Ponce et al. [18], where security
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issues and mitigation means were classified as security smells and refactoring with clear relationships. Al-

though time constraints prevented this in our current study, such an analysis would be valuable in deter-

mining effective mitigation strategies for each specific security threat. Further exploration could involve

validating these strategies through simulated experiments, interviews with microservices practitioners, or

other methods to establish a hierarchy of effectiveness. In addition, it would be insightful to evaluate the

identified security threats based on predefined criteria, such as the potential risk they pose to organizations

and the effectiveness, complexity and potential side effects of the corresponding mitigation strategies.

During our research, we also identified a research gap in the use and categorization of terminology. We

observed that certain concepts are differently categorized by various authors, and what one may define as a

design pattern another might classify as a security tactic, and often the rationale behind these categorizations

is not explicitly stated but rather assumed. Developing a comprehensive framework that consolidates all

these tactics, design patterns, methods, etc., related to microservices security, and then re-categorizing them

with clear explanations for their classification, would be beneficial. Such a framework would simplify the

process of developing secure microservices by providing clearer guidance on what principles and practices

to adhere to.
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A. Research Facets

Category Description

Personal experience paper A list of lessons learned from one or more projects. The study

reflects the personal experience of the authors. The study often

describes the use of tools/techniques in practice, with less focus

on research methodology.

Evaluation research A technique is implemented in real life and an evaluation of the

implemented technique is performed. The pros and cons of im-

plementation and relevant industry problems are also taken into

account.

Validation research The study investigates techniques that have not yet been imple-

mented in practice. Research methods such as lab experiments &

work, simulations, etc. can be used.

Philosophical paper Sketches a new way of looking at something, for example, by

forming a taxonomy or conceptual framework.

Proposal of solution Proposes a solution for a problem but does not completely vali-

date it. The proposal of the solution is emphasized with a small

proof of concept, such as an example or argumentation.

Personal opinion paper Personal opinion of the author on whether something is good or

bad, such as a technique.

Table A.1.: Research facets, adapted from Petersen et al. [91] and Wieringa et al. [92]
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B. Contribution Facets

Category Description

Model An abstraction of the authors observed in reality using conceptu-

alization.

Method Method or approach for dealing with inter-service security threats

or applying mitigation strategies in microservice architectures.

Theory Explanation for why certain results occur, based on cause-effect

relationships.

Framework Combination of multiple methods. Specifies conditions in which

the use of methods is applicable, including the required input pa-

rameters and possible outcome.

Guideline List of advices based on research results.

Lessons Learned List of outcomes based on research results (including recommen-

dations).

Advice Generic recommendations based on personal opinions.

Tool Some technology or software application/program used for deal-

ing with security threats in microservice architectures.

Table B.1.: Contribution facets, adapted from Shaw [93] and Paternoster et al. [94]
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C. Categorization of Publications

Table C.1: Summary of Research Papers

[38] Evaluation Research Method Security Threats

[36] Evaluation Research Guideline Mitigation Strategies

[16] Evaluation Research Guideline Security Threats

[55] Philosophical Paper Guideline Security Threats

[79] Personal Opinion paper Advice Mitigation Strategies

[56] Philosophical Paper Model Mitigation Strategies

[18] Evaluation Research Framework Security Threats

[57] Validation Research Guideline Security Threats

[52] Philosophical Paper Model Mitigation Strategies

[39] Validation Research Tool Mitigation Strategies

[15] Philosophical Paper Theory Security Threats

[72] Validation Research Framework Mitigation Strategies

[32] Philosophical Paper Lessons Learned Security Threats

[28] Validation Research Tool Mitigation Strategies

[71] Proposal of Solution Framework Mitigation Strategies

[66] Evaluation Research Guideline Mitigation Strategies

[54] Validation Research Tool Mitigation Strategies

Publication Research Facet Contribution Facet Security Focus

Continued on next page
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C. Categorization of Publications

Table C.1: Summary of Research Papers (Continued)

[34] Validation Research Method Mitigation Strategies

[83] Proposal of Solution Method Mitigation Strategies

[74] Philosophical Paper Theory Mitigation Strategies

[40] Validation Research Method Mitigation Strategies

[45] Validation Research Tool Mitigation Strategies

[58] Evaluation Research Theory Mitigation Strategies

[24] Validation Research Model Security Threats

[73] Validation Research Guideline Mitigation Strategies

[41] Proposal of Solution Method Mitigation Strategies

[33] Evaluation Research Lessons Learned Security Threats

[44] Evaluation Research Lessons Learned Security Threats

[65] Proposal of Solution Method Security Threats

[25] Philosophical Paper Model Mitigation Strategies

[53] Proposal of Solution Method Mitigation Strategies

[42] Philosophical Paper Framework Mitigation Strategies

[17] Philosophical Paper Theory Security Threats

[67] Evaluation Research Guideline Mitigation Strategies

[76] Validation Research Tool Mitigation Strategies

[82] Proposal of Solution Method Mitigation Strategies

[51] Validation Research Method Mitigation Strategies

[69] Proposal of Solution Method Mitigation Strategies

[59] Proposal of Solution Method Mitigation Strategies

[46] Evaluation Research Model Mitigation Strategies

[52] Philosophical Paper Model Security Threats

Publication Research Facet Contribution Facet Security Focus

Continued on next page
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C. Categorization of Publications

Table C.1: Summary of Research Papers (Continued)

[68] Validation Research Method Mitigation Strategies

[87] Proposal of Solution Method Mitigation Strategies

[35] Evaluation Research Model Mitigation Strategies

[43] Proposal of Solution Method Mitigation Strategies

[37] Proposal of Solution Method Mitigation Strategies

[70] Proposal of Solution Method Mitigation Strategies

[77] Philosophical Paper Model Mitigation Strategies

[60] Validation Research Tool Mitigation Strategies

[75] Validation Research Method Mitigation Strategies

[47] Validation Research Method Mitigation Strategies

[29] Philosophical Paper Theory Security Threats

Publication Research Facet Contribution Facet Security Focus
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