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Preface 

The rapid pace of AI implementation has brought about significant 

transformations in society. The primary objective of artificial intelligence (AI) 

has been to bring about a transformative impact on various industries by 

developing intelligent machines capable of executing tasks that 

conventionally necessitate human intelligence. Artificial intelligence (AI) 

aims to replicate human cognitive functions, including perception, analysis, 

problem-solving, and learning, with the overarching objective of achieving 

autonomous operation, adaptability to novel circumstances, and ongoing 

performance enhancement. In addition to the aforementioned advantages, 

artificial intelligence (AI) also presents a variety of ethical, legal, and social 

drawbacks that necessitate careful consideration of responsible 

governance. 

The objective of this thesis is to analyze the various challenges presented 

by artificial intelligence (AI) through a multidisciplinary lens, with a specific 

emphasis on ethical, legal, and social dimensions. The present thesis 

investigates the various methodologies through which artificial intelligence 

(AI) can perpetuate biases, perpetrate injustices, and other ethical, legal 

and social challenges associated to AI. The objective of this study is to 

analyze the current legal framework governing artificial intelligence (AI) and 

propose suggestions for enhancing it in order to ensure responsible and 

transparent development and deployment of AI. 

By conducting a comprehensive analysis of relevant scholarly works, 

engaging in interviews, and examining case studies involving experts in the 

field, this thesis offers a meticulous examination of the complexity 

introduced by artificial intelligence (AI). Furthermore, it presents valuable 

perspectives on the potential strategies that can be pursued to safeguard 

societal well-being. The discoveries and recommendations presented in this 

thesis have the potential to have substantial implications for policymakers, 

civil society organizations, leaders, and other entities involved in promoting 

responsible development and implementation of artificial intelligence. 
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Abstract 

The expeditious progress of artificial intelligence (AI) has yielded notable 

advancements across diverse industries; however, it also presents a 

multitude of ethical, legal, and social dilemmas. In order to ensure the 

alignment of AI development with ethical principles, legal regulations, and 

social values, it is imperative to address these challenges with utmost 

attention. 

This study undertakes a thorough examination of the complex obstacles 

posed by artificial intelligence (AI) by conducting a comprehensive analysis 

of ethical, legal, and social concerns. The initial focus of this discussion 

centres on the ethical dilemmas associated with artificial intelligence (AI), 

encompassing issues such as bias and transparency, privacy and security, 

as well as accountability and responsibility. This thesis assesses the 

efficacy of existing ethical frameworks and presents a more inclusive 

methodology to guarantee the development and utilization of AI in 

accordance with ethical principles. 

Furthermore, this study examines the legal implications associated with 

artificial intelligence (AI), encompassing issues such as intellectual property 

rights, liability and responsibility, and regulatory frameworks. The 

assessment focuses on the sufficiency of current laws and regulations in 

effectively addressing the challenges. Additionally, it aims to pinpoint 

specific areas where legal reform is imperative to guarantee the 

development and utilization of AI aligns with established legal principles. 

Finally, this analysis delves into the social implications of artificial 

intelligence (AI), specifically focusing on its effects on employment, 

inequality, and democracy. The assessment of potential social implications 

of AI and the formulation of strategies to address these challenges employ 

a multidisciplinary approach that integrates perspectives from economics, 

sociology, and political science. Moreover, given the paramount 

significance of cyber security in safeguarding the ethical implementation of 

artificial intelligence (AI), this thesis sheds light on potential attacks that 

pose a threat to the integrity of AI algorithms. Additionally, the study 

explores recommendations proposed in existing literature to mitigate these 

vulnerabilities and fortify the resilience of AI systems. 
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In its entirety, this thesis offers a thorough examination of the ethical, legal, 

and social complexities associated with artificial intelligence (AI). 

Additionally, it puts forth a set of approaches aimed at effectively addressing 

these challenges, with the ultimate goal of fostering the advancement of AI 

that is advantageous to the broader society. 
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Kurzfassung 

Der rasante Fortschritt der künstlichen Intelligenz (KI) hat in verschiedenen 

Branchen zu bemerkenswerten Fortschritten geführt; Es bringt jedoch auch eine 

Vielzahl ethischer, rechtlicher und sozialer Dilemmata mit sich. Um die Ausrichtung 

der KI-Entwicklung an ethischen Grundsätzen, gesetzlichen Vorschriften und 

gesellschaftlichen Werten sicherzustellen, ist es zwingend erforderlich, diesen 

Herausforderungen mit größter Aufmerksamkeit zu begegnen. 

In dieser Studie werden die komplexen Hindernisse, die künstliche Intelligenz (KI) 

mit sich bringt, gründlich untersucht, indem eine umfassende Analyse ethischer, 

rechtlicher und sozialer Bedenken durchgeführt wird. Der Schwerpunkt dieser 

Diskussion liegt zunächst auf den ethischen Dilemmata im Zusammenhang mit 

künstlicher Intelligenz (KI) und umfasst Themen wie Voreingenommenheit und 

Transparenz, Privatsphäre und Sicherheit sowie Rechenschaftspflicht und 

Verantwortung. Diese Arbeit bewertet die Wirksamkeit bestehender ethischer 

Rahmenwerke und stellt eine umfassendere Methodik vor, um die Entwicklung und 

Nutzung von KI im Einklang mit ethischen Grundsätzen zu gewährleisten. 

Darüber hinaus untersucht diese Studie die rechtlichen Auswirkungen, die mit 

künstlicher Intelligenz (KI) verbunden sind, und umfasst Themen wie geistige 

Eigentumsrechte, Haftung und Verantwortung sowie regulatorische 

Rahmenbedingungen. Die Bewertung konzentriert sich darauf, ob die aktuellen 

Gesetze und Vorschriften ausreichen, um die oben genannten Herausforderungen 

wirksam zu bewältigen. Darüber hinaus zielt es darauf ab, bestimmte Bereiche zu 

ermitteln, in denen eine Rechtsreform unerlässlich ist, um sicherzustellen, dass 

die Entwicklung und Nutzung von KI im Einklang mit etablierten 

Rechtsgrundsätzen steht. 

Abschließend befasst sich diese Analyse mit den sozialen Auswirkungen 

künstlicher Intelligenz (KI) und konzentriert sich dabei insbesondere auf ihre 

Auswirkungen auf Beschäftigung, Ungleichheit und Demokratie. Die Bewertung 

potenzieller sozialer Auswirkungen von KI und die Formulierung von Strategien zur 

Bewältigung dieser Herausforderungen basieren auf einem multidisziplinären 

Ansatz, der Perspektiven aus den Bereichen Wirtschaft, Soziologie und 

Politikwissenschaft integriert. 

Angesichts der überragenden Bedeutung der Cybersicherheit für die ethische 

Umsetzung künstlicher Intelligenz (KI) beleuchtet diese Arbeit außerdem 

potenzielle Angriffe, die eine Bedrohung für die Integrität von KI-Algorithmen 
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darstellen. Darüber hinaus untersucht die Studie in der vorhandenen Literatur 

vorgeschlagene Empfehlungen zur Minderung dieser Schwachstellen und zur 

Stärkung der Widerstandsfähigkeit von KI-Systemen. 

Insgesamt bietet diese Arbeit eine gründliche Untersuchung der ethischen, 

rechtlichen und sozialen Komplexität, die mit künstlicher Intelligenz (KI) verbunden 

ist. Darüber hinaus werden eine Reihe von Ansätzen vorgestellt, die darauf 

abzielen, diese Herausforderungen wirksam anzugehen, mit dem ultimativen Ziel, 

die Weiterentwicklung der KI zu fördern, die für die Gesellschaft im Allgemeinen 

von Vorteil ist. 
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1 Introduction  

Artificial Intelligence (AI) has emerged as a significant catalyst for 

transformative change, revolutionizing various industries and profoundly 

reshaping individual’s daily lives. This impact spans critical domains such 

as healthcare and humanitarian aid, as well as more commonplace areas 

like entertainment. The continuous development and advancement of 

artificial intelligence (AI) has resulted in its increasing integration into 

various domains within society, leading to the emergence of unique 

opportunities and enhanced efficiencies. Artificial intelligence (AI) 

possesses significant potential in fostering economic expansion, advancing 

social progress, and enhancing human welfare and safety. Nevertheless, it 

is important to acknowledge that this exponential expansion gives rise to 

numerous ethical, legal, and social dilemmas that necessitate thorough and 

ongoing scrutiny and contemplation.  

The limited comprehensibility of AI-based technology, along with concerns 

regarding the security and privacy of data, as well as ethical considerations, 

present notable hazards to users, developers, and governmental entities. A 

crucial concern that arises with the advancement of artificial intelligence (AI) 

pertains to the ethical and moral dilemmas that accompany its development. 

The focus of this study will be on the ethical, social and moral implications 

that may be attributed to artificial intelligence (AI) or emerge as a 

consequence of its implementation. 

This paper is aiming to answer the following questions :  

• To what degree do current legal frameworks and scholarly 

investigations sufficiently encompass the ethical considerations that 

arise from the implementation of artificial intelligence (AI) 

technologies?  

• What legislative measures or policy enhancements are required to 

ensure a more equitable and responsible integration of artificial 

intelligence (AI) into society? 
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• What are The impact of AI-deployed technologies on individual‘s 

daily lives in social, ethical, and legal dimensions. 

The swift progress of Artificial Intelligence (AI) technologies in contemporary 

times has introduced a novel framework of ingenuity and metamorphosis in 

various industries, encompassing healthcare, finance, education, and 

entertainment. The advent of deep learning, natural language processing, 

and computer vision has significantly transformed our perception and 

interaction with machines, exemplifying a range of artificial intelligence 

capabilities. Nevertheless, the transformative potential of artificial 

intelligence (AI) is accompanied by a myriad of intricate ethical, social, and 

legal concerns that necessitate meticulous deliberation and thorough 

examination. Despite these concerns, Gary Marcus, a professor of cognitive 

science, summarizes ten limitations of deep learning namely, “ it is data-

hungry,  it has limited capacity for transfer, it has no natural way to deal with 

hierarchical structure, it struggles with open-ended inference, it is not 

sufficiently transparent, it has not been well integrated with prior knowledge, 

it cannot inherently distinguish causation from correlation, it presumes a 

largely stable world, in ways that may be problematic,it works well as an 

approximation, but its answers often cannot be fully trusted, it is difficult to 

engineer with” [60].  

The integration of artificial intelligence (AI) into our everyday activities has 

given rise to significant ethical considerations pertaining to autonomy, 

accountability, and bias. The increasing autonomy and decision-making 

capabilities of AI systems necessitate a heightened consideration of the 

ethical implications associated with their actions. The complexity of 

accountability is heightened when AI systems rely on intricate algorithms 

that are often challenging to interpret in their decision-making processes. 

Moreover, there has been a growing apprehension regarding the presence 

of bias and lack of transperancy in artificial intelligence (AI) systems, as it 

possesses the capability to reinforce existing societal disparities. This issue 

has garnered significant attention and is considered a significant area of 

concern. Ensuring the equitable and impartial decision-making of AI 

systems presents a critical and urgent challenge that requires not only 

technical proficiency but also a comprehensive comprehension of social 

dynamics and ethical principles.  

Artificial intelligence (AI) exerts a substantial influence on various aspects 

of society, including labor markets, privacy norms, and interpersonal 

interactions. The deployment of AI technologies has sparked discussions 

regarding job displacement and the changing nature of work, as automation 



 

 

3 

increasingly takes over certain tasks, potentially resulting in shifts in 

employment patterns and skill requirements. Moreover, the acquisition and 

examination of substantial quantities of individualized data have elicited 

apprehensions regarding encroachment upon personal privacy and the 

safeguarding of confidential information. Striking a balance between 

harnessing the advantages of AI-driven insights and safeguarding 

individual‘s privacy rights poses a formidable challenge. 

The legal domain is facing challenges in effectively adapting to the swift 

progressions in artificial intelligence technology. In order to tackle the issues 

pertaining to liability attribution in instances of AI errors or accidents, 

intellectual property rights concerning AI-generated content, and the 

possibility of AI systems engaging in autonomous decision-making with 

limited human intervention, there is a need for innovative legal frameworks. 

The convergence of artificial intelligence (AI) with established legal 

frameworks, regulations, and ethical principles presents intricate legal 

challenges that necessitate the involvement of lawmakers, technologists, 

and ethicists. According to a research done by microsoft, it is stated that 

how we design human-AI interaction is key to complementarity and 

empowering human agency. We need to carefully plan how people will 

interact with AI systems that are stochastic in nature and present inherently 

different challenges than deterministic systems. Designing and testing 

human interaction with AI systems as early as possible in the development 

process, even before teams invest in engineering, can help avoid costly 

failures and redesign [63]. 

The research is structured into three main sections, namely an examination 

of the perceived ethical,social and legal challenges associated with artificial 

intelligence (AI), followed by the source of these concerns including the 

attacks that are performed on the machine learning algorithms, and finally  

an exploration of potential strategies and guidelines for addressing and 

alleviating these concerns. The objective of this thesis is to comprehensively 

examine the various dimensions of ethical, social, and legal dilemmas 

arising in the era of artificial intelligence and gain a comprehensive 

understanding of the multifaceted implications of AI on society through a 

rigorous analysis of empirical case studies, theoretical frameworks, and 

existing methodologies. Through direct engagement with these concerns, 

the thesis aims to make a meaningful contribution towards a more holistic 

comprehension of the ethical, social, and legal factors that form the 
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foundation of responsible artificial intelligence (AI) development and 

implementation.  
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2 Background and Related Work 

The Age of AI signifies a pivotal juncture in human history, as it is widely 

believed that intelligent machines and algorithms have the potential to 

enhance human capabilities. This augmentation enables individuals to 

effectively address and resolve complex problems, thereby enriching the 

decision-making processes. 

Significant advancements in artificial intelligence (AI) technology have been 

observed in the domains of natural language processing, computer vision, 

machine learning, and robotics. These advancements have paved the way 

for the utilization of AI in various sectors including healthcare, finance, 

transportation, and other relevant fields. The emerging innovations possess 

the capacity to yield advantageous outcomes for the diverse sectors 

discussed. Concurrently, artificial intelligence (AI) has the potential to be 

misused or exhibit unanticipated and potentially detrimental behaviors. 

Consequently, inquiries regarding the significance of law, ethics, and 

technology in the regulation of AI systems have become increasingly 

crucial. As stated by Elon Musk, CEO of Tesla, SpaceX and co-founder of 

OpenAI and The Boring Company, “If you’re not concerned about AI safety, 

you should be. Vastly more risk than North Korea.” [92]. 

AI can be divided into two types: weak AI and strong AI. Artificial intelligence 

that shows only very specific intelligence is related to what we know as 

«weak AI», in contrast with «strong AI», which, The philosopher John Searle 

was the first to introduce the distinction between weak and strong AI in a 

paper published in 1980 that criticised artificial intelligence (Searle, 1980) 

that raised, and still raises, many doubts [61]. Strong AI would imply a 

properly programmed computer that does not emulate a mind, but rather «is 

a mind». We should be clear that general AI and strong AI are not the same 

thing. There is a connection, of course, but only in one direction: that is, any 

strong AI must necessarily be general, but general AIs that are not strong 

can exist, meaning that they simulate the ability to show general intelligence 

without being real minds as interprated by López de Mántaras [61]. 
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In contrast to weak Researchers from diverse disciplines are collaboratively 

engaged in the development of robust artificial general intelligence (AGI), 

which possesses the ability to execute a wide range of tasks with human-

level intelligence. This stands in contrast to narrow AI, which is limited to 

performing specific tasks. The topic of General AI has generated significant 

controversy and has engendered intense discussions among researchers 

due to their apprehensions regarding its potential to result in 

superintelligence according to Müller and Bostrom [1]. Super intelligence, 

as loosely anticipated by Bostrom, refers to an intellect that surpasses 

human cognitive abilities in nearly all areas of interest. The concept of self-

improving general-purpose systems refers to the ability of a system to 

enhance its own capabilities and adapt to a Artificial Intelligence (AI), 

specifically Artificial General Intelligence (AGI), which refers to a 

hypothetical computational system capable of acquiring knowledge and 

executing a comprehensive spectrum of tasks equivalent to those 

performed by human beings. Through the acquisition of learning capabilities 

and the iterative enhancement of its own programming, an artificial 

intelligence system could enhance its ability to self-improve. Consequently, 

it could potentially acquire the capacity to circumvent any limitations 

imposed by its initial code and autonomously develop its own objectives. 

Alternatively, humans could initially equip the AI system with this capacity. 

For several decades, scholars and authors have extensively explored the 

concept of a conscious, intelligent, and purpose-driven machine with the 

Figure 1 AI’s Onion Diagram 
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capacity to execute a comprehensive array of tasks equivalent to those 

performed by humans. Irrespective of the state of consciousness or 

intentionality. The potential ramifications for humanity would be significant 

if a general-purpose machine possessing advanced intelligence and 

capabilities for self-improvement and self-learning were to emerge. 

On the other hand, the relationship between artificial intelligence (AI) and 

big data is mutually influential. As stated by Pat Gelsinger, CEO of Vmware 

regarding the importance of big data “Data is the new science. Big data 

holds the answers.“ [2]. Although existing big data analytics processes are 

currently implemented, the full potential of big data can only be fully 

harnessed by employing artificial intelligence (AI) techniques. On the 

contrary, big data offers artificial intelligence (AI) a substantial and 

heterogeneous collection of input data for the purpose of development and 

learning. AI and big data are closely interconnected in this context. The 

concept of big data lacks a universally agreed-upon definition, yet it is 

frequently employed to denote vast quantities of data generated and 

gathered in diverse formats. The term 'big data' encompasses a wide range 

of information, spanning various types and magnitudes, big data is the fuel 

that powers the evolution of AI’s decision making. Big data can be explored 

and analyzed for information and insights. Big data analytics is the use of 

processes and technologies, including AI and machine learning, to combine 

and analyze massive datasets with the goal of identifying patterns and 

developing actionable insights. This helps you make faster, better, data-

driven decisions that can increase efficiency, revenue and profits. 

Artificial intelligence (AI) has the capability to provide support to users 

throughout all stages of the big data cycle. This encompasses the activities 

associated with collecting, storing, and accessing a wide range of data from 

different origins. Artificial intelligence also has the capability to discern 

various data types, establish potential linkages between datasets, and 

comprehend information through the application of natural language 

processing. The tool has the capability to automate and expedite various 

data preparation tasks, such as generating data models, and can aid in the 

process of data exploration. The system possesses the ability to acquire 

knowledge of prevalent patterns of human errors, thereby enabling it to 

identify and rectify potential inaccuracies in the provided information. The 

system has the ability to acquire knowledge through observation of the 

user's interactions with an analytics program, thereby facilitating the rapid 
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extraction of unforeseen insights from extensive datasets. Furthermore, 

Artificial intelligence (AI) has the capability to acquire knowledge regarding 

subtle distinctions in meaning or context-specific nuances. This ability 

enables AI to assist users in gaining a deeper comprehension of numeric 

data sources. The system possesses the capability to notify users of 

irregularities or unforeseen trends within data. It actively observes events 

and detects potential risks by analyzing system logs or social networking 

data, among other sources. 

It is worth emphasizing that nearly every action performed by individuals 

contributes to the generation of data. This includes activities such as online 

searching, sharing and transmitting everyday information with government 

entities, companies, and social media platforms, as well as the mere act of 

carrying a smartphone. Consequently, substantial volumes of data, whether 

intentionally or unintentionally, are produced, providing extensive insights 

into individuals. The proliferation of the Internet of Things (IoT) is leading to 

the integration of network infrastructure into various aspects of our physical 

surroundings and individual domains. Consequently, the volume of data 

generated, gathered, and utilized by artificial intelligence (AI) systems will 

extend to encompass our personal experiences. 

While it is impossible to predict the effects and outcome of Artificial General 

Intelligence (AGI) with absolute certainty, various scenarios can be 

envisaged. These scenarios encompass situations in which Artificial 

General Intelligence (AGI), despite its heightened intelligence and 

capabilities, remains subject to human oversight and is employed for the 

betterment of humanity. On the other hand, it is conceivable that AGI could 

function autonomously from human intervention and coexist harmoniously 

with humans. From a logical standpoint, it is plausible that there exist certain 

circumstances in which Artificial General Intelligence (AGI) could pose a 

potential risk to humanity. This risk could potentially extend to an existential 

level, either through deliberate or unintentional means, such as through 

direct or indirect harm inflicted upon humans, through acts of aggression or 

domination, or through the disruption of vital systems and depletion of 

resources upon which we rely. 
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One of the main issues related to AI is the issue of biasas it  remains 

prevalent even within the realm of supervised learning, wherein the process 

of labeling data is frequently accompanied by pre-filtering or selection 

procedures. Contrary to its claim of objectivity, such a selection is 

susceptible to reflecting the subjective interpretation of the data curator, 

potentially leading to an over-representation of certain categories at the 

expense of others. Consequently, this can perpetuate biases related to 

gender, race, and other minority groups. 

To come to an understanding to the issues caused by AI, a careful 

consideration needs to be paid to the structure of machine learning. 

Machine learning can be classified into three main components, with one of 

them being supervised learning. Supervised learning is distinguished by its 

exploitation of labeled datasets as a core approach in the field of machine 

learning. The primary objective of these datasets is to streamline the 

process of training and overseeing algorithms in effectively categorizing 

data or predicting future results. Through the utilization of annotated inputs 

and their related outputs, the model exhibits the ability to assess its 

precision and improve its performance through iterative learning. The 

dataset is divided into two distinct subsets, specifically referred to as the 

training dataset and the test dataset. The objective of this partitioning is to 

effectively utilize the training dataset for model training and afterwards 

utilize the test dataset to assess the performance of the trained model. The 

Figure 2 Different Types of ML [58] 
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model derived via supervised learning is later utilized to generate 

predictions on unannotated data that belongs to the same class as the data 

used for training. 

Unsupervised learning employs machine learning techniques to analyze 

and cluster datasets that lack explicit labeling. The algorithms discussed 

above demonstrate the capability to autonomously identify underlying 

patterns within datasets, without requiring human intervention. 

Reinforcement learning (RL) is a specialized domain within the study of 

machine learning that focuses on the decision-making abilities exhibited by 

intelligent agents as they interact with a specific environment. The main 

objective of reinforcement learning (RL) is to optimize the total accumulated 

reward acquired by the agents involved. Reinforcement learning and 

supervised learning possess discernible traits that set them apart from each 

other. Supervised learning involves the utilization of training data that is 

accompanied by an answer key, which facilitates the training of the model 

by providing the correct answers. In contrast, reinforcement learning does 

not possess a clearly defined answer key, as the reinforcement agent 

independently determines the behaviors required to successfully complete 

a specified task. In instances where a training dataset is not accessible, the 

system is compelled to acquire information through its own experiential 

learning. 

Looking into reinforcement learning, the intelligent agent, commonly 

referred to as an IA, is an entity that exhibits intelligent behavior. This agent 

is capable of perceiving its surrounding environment, making independent 

decisions and taking actions to accomplish specific objectives. Furthermore, 

it has the ability to enhance its performance through learning or the 

acquisition of new knowledge. The establishment of human trust in the tools 

we utilize is contingent upon comprehending the processes involved in the 

tool's creation and/or the processes that establish its functionality.  The 

agents engage in self-training by utilizing reward and punishment 

mechanisms. The notion refers to the strategic decision-making process 

aimed at maximizing favorable results and minimizing unfavorable 

repercussions, through attentive observations within a specific context. It 

serves as a catalyst for both favorable and unfavorable behaviors. 

Essentially, an agent, or perhaps multiple agents, is designed with the ability 

to perceive and understand the immediate environment in which it is 

located. Moreover, it demonstrates the capacity to perform tasks and 

participate in various activities within this particular context. The acquisition 

of task execution abilities by an intelligent agent is achieved through 
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iterative and experimental interactions with a dynamic environment. This 

specific learning process enables the agent to independently develop a 

series of decisions that maximize a reward metric for a specified objective, 

without any human interaction or explicit programming to complete the task. 

 

 

 

 

 

 

  

 

2.1 The Social, Ethical and Legal Challenges 
Associated With Artificial Intelligence (AI) 

2.1.1 The Ethical Challenges Associated With AI 

as referred to by Siau and Wang at the moment, AI is often referred to as 

Narrow AI or Weak AI [8]. It is effective in a restricted and particular domain. 

The performance of narrow AI is heavily reliant on training data and 

programming, both of which are closely related to big data and individuals. 

The building of AI systems is heavily reliant on massive amounts of data, 

including private as well as personal data. These data must be properly 

safeguarded to avoid improper use and abuse.  AI, particularly machine 

learning and deep learning, is not always transparent to scrutiny. AI may 

evolve without human monitoring and guidance due to the black box that 

humans are unable to interpret. The lack of transparency also raises the 

possibility of malicious use. 

The most important factor is human bias, such as gender bias and race bias 

according to Koolen and Cranenburgh [93], which AI may inherit. Because 

Figure 3 Reinforcement Learning [68] 
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AI systems are still being trained by humans and using human-created 

datasets, existing biases may be learned by AI systems and displayed in 

real-world applications. 

Another issue to consider is accountability. Who should be held accountable 

when an AI system fails to complete a specific task? This could result in 

what is known as "the problem of many hands" which was brought up by 

Timmermans et al. [94]. The utilization of an artificial intelligence system 

can potentially yield an undesirable effect, which can be attributed to several 

factors such as flaws in the programming code, inaccuracies in the inputted 

data, wrong execution of operations, or other relevant variables. Which 

party bears responsibility for the adverse outcome: the programmer, the 

data owner, or the end users? The escalating utilization of artificial 

intelligence (AI) in contexts with significant risks has engendered a 

heightened demand for AI design and governance that is characterized by 

accountability, equity, and transparency. The two primary dimensions of 

transparency encompass the accessibility of information and its 

comprehensibility. The accessibility of information regarding algorithm 

functionality is often deliberately obscured. The utilization of artificial 

intelligence (AI) has the potential to result in a lack of identifiable individuals 

who can be held accountable for any resulting harm or negative 

consequences. The extent of the threat is uncertain, and the utilization of 

machines will significantly impede our capacity to attribute accountability 

and assume responsibility for decision-making. 

On the other hand, the problem of selection bias in datasets used to build 

AI algorithms is common. Buolamwini and Gebru [70] established that there 

is bias in automated facial recognition and the associated datasets, 

resulting in lower accuracy in recognizing darker-skinned individuals, 

particularly women. A large number of data points are required for ML, and 

the majority of clinical trial research databases are drawn from specific 

populations. As a result, when applied to underserved and thus likely 

underrepresented patient groups, the resulting algorithms may fail more 

frequently. In 2016, Microsoft's Tay chatbot exhibited racist behavior 

subsequent to being trained by Twitter users. This inquiry pertains to the 

determination of ethical norms that businesses ought to adhere to in the 

context of building artificial intelligence (AI) systems. 

When it comes to the research field, one main area that has been gaining 

attention as the time passes is the prediction of an industry. AI is currently 

based on various algorithms and techniques such as supervised learning, 
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unsupervised learning, and deep learning. These various approaches result 

in AI-based systems with varying self-learning velocities.  Differences in the 

quality and quantity of training data also mean that the capabilities of AI in 

organizations vary greatly, emphasizing why we believe that the ability to 

self-learn is a key distinguishing feature of AI in organizations.  

In relation to the ethical governance of artificial intelligence (AI), the 

emergence of a classification system based on the rate of autonomous 

learning presents a quandary regarding the systematic incorporation of 

ethical considerations within organizational contexts. The increasing 

proximity of human-AI interactions is widely acknowledged to heighten the 

significance of ethical problems. AI techniques that enhance the 

effectiveness of analyzing extensive datasets, including recommendation, 

forecasting, and optimization algorithms, are not accorded significant ethical 

attention as their direct impact on human beings is deemed negligible. 

Furthermore, artificial intelligence possesses the capability to engage in 

direct communication with users, as exemplified by the utilization of 

chatbots in customer service. Additionally, it has the potential to exert 

influence on the lives of individuals and minority groups, potentially resulting 

in adverse consequences such as the unfair disadvantage of job seekers 

during the interview process within the field of human resources or the 

manipulation of self-driving automobiles. 

Transparency is also one of the primary concerns raised by artificial 

intelligence. One of the greatest obstacles posed by artificial intelligence 

(AI) systems is the lack of transparency surrounding their operational 

mechanisms and decision-making processes. The absence of transparency 

presents a significant obstacle to identifying potential biases or ethical 

concerns that may arise in the implementation of AI systems. Businesses 

must demonstrate the operational and decision-making transparency of 

their artificial intelligence (AI) systems in order to effectively address this 

challenge. A plausible strategy involves providing detailed explanations of 

the system's decision-making methodology. This strategy has the potential 

to increase the level of trust among customers and other stakeholders who 

may be hesitant to embrace or rely on AI systems due to a lack of 

understanding. 

One of the primary sources of ethical dilemmas stems from the concept of 

the "black box," which is derived from the idea that artificial intelligence 

systems and machine learning models function in a manner that is hidden 
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from human comprehension, resembling the contents of an opaque and 

sealed container. These systems are constructed utilizing elaborate 

mathematical models and extensive datasets encompassing numerous 

dimensions, resulting in the creation of deep linkages and patterns that 

regulate their decision-making mechanisms. Nevertheless, individuals face 

a lack of instant access to or comprehension of these internal mechanisms. 

The AI black box dilemma poses distinct issues when examined from a 

regulatory perspective. The challenge encountered by regulators in 

evaluating the adherence of artificial intelligence (AI) systems to existing 

norms and guidelines arises from the restricted transparency in their 

functioning. Moreover, the absence of transparency can hinder regulators 

in their efforts to establish progressive frameworks capable of effectively 

addressing the dangers and problems presented by artificial intelligence 

(AI) applications.  

 

 

 

 

 

 

 

 

The AI black box problem refers to the challenge of comprehending the 

underlying rationale behind the predictions or choices produced by an AI 

system in real-world contexts. The aforementioned issue is commonly found 

in deep learning models, particularly neural networks, wherein numerous 

layers of interconnected nodes are involved in the hierarchical processing 

and transformation of data. The complex structure of these models and the 

nonlinear changes they execute provide significant difficulties in 

comprehending the fundamental reasoning behind their outputs.  

The assignment of accountability and responsibility is a fundamental 

problem because it is difficult to determine fault when errors or biases occur 

because Blackbox AI is opaque as interpreted by Floridi & Cowls [71]. As 

the internal workings of these systems may not be discernible to human 

Figure 4 BlackBox Problem [77] 
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evaluators, hidden biases and the resulting unfair or discriminatory 

outcomes represent another urgent concern [72]. Additionally, Blackbox AI's 

lack of interpretability and explain-ability impedes transparency, making it 

difficult to comprehend how decisions are made [73]. When AI affects 

people's lives, obtaining informed consent becomes challenging, and the 

inability to disclose decision-making criteria raises ethical concerns [74]. 

The ethical issues with Blackbox AI are further exacerbated by 

discrimination based on unspoken criteria, worries about automation bias, 

and the complexity of regulatory compliance are rising [75][76][77]. In order 

to overcome these obstacles, transparency, fairness, and interpretability in 

AI systems must be improved. This is a continuous goal of research and 

policy initiatives that support the creation and use of ethical AI. 

Highlighting the ethical management of AI, one of the studies that has been 

done by Brendel, Mirbabaie, Lembcke, and Hofeditz [69], as interpreted, an 

AI positioning matrix has been proposed that integrates two perspectives: 

1. The degree and velocity of self-learning.  

2. The degree of AI’s impact on humans.  

The cases were chosen and classified as examples to describe the range 

of current AI-based technologies; they do not claim to be complete, nor are 

they based on concrete numbers. The first sector includes AI-based 

technologies that is believed to have little self-learning and have little impact 

on humans. Because of the lower level of human-AI closeness and self-

learning, the likelihood of AI-caused impactful errors is also lower. As a 

result, this sector is not considered to be particularly important for the ethical 

management of AI. The second sector includes all cases with a medium 

level of self-learning and human impact. Because these technologies have 

a greater impact on people's lives and behavior, this sector is more relevant 

for the ethical management of AI. The third sector includes AI technologies 

that have a significant impact on people's lives and have a high degree of 

self-learning. Therefore, by employing the positioning matrix outlined 

earlier, one can evaluate and prioritize different AI-related initiatives based 

on their potential impact on human beings and society, as well as the 

necessity of conducting ethical assessments for these undertakings. The 

adherence to ethical standards is crucial for artificial intelligence (AI), 

particularly when considering its substantial capacity to impact persons and 

societies, as well as its advanced capabilities for self-learning. 
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Deep Fake AI  

One of the primary obstacles encountered in the transition from curation to 

creation pertains to the mitigation of biases and the establishment of 

fairness in AI-generated content. Artificial intelligence (AI) systems acquire 

knowledge from extensive datasets, and if these datasets contain biases, 

those biases can be replicated in the content generated by the AI systems, 

leading to the creation of "real time" deepfakes. The emergence of 

deepfakes, which are powered by artificial intelligence (AI), has elicited 

apprehension due to their capacity to manipulate and exert influence on 

electoral processes. These sophisticated fabrications possess the ability to 

generate highly convincing yet falsified content, thereby misleading voters 

and undermining the democratic framework. However, the concerns 

surrounding deepfake technology extend beyond its implications on 

electoral processes. Additionally, this phenomenon gives rise to significant 

apprehensions regarding the potential utilization of manipulated media in 

the context of warfare. In such scenarios, the dissemination of false 

information and the presentation of fabricated evidence have the potential 

to intensify existing tensions, escalate conflicts, and yield profound and 

wide-ranging ramifications. 

Deepfake technology, renowned for its ability to deceive, derives its 

nomenclature from deep learning, a variant of artificial intelligence (AI). 

Deepfake artificial intelligence (AI) employs deep learning algorithms, which 

Figure 5 AI Ethics Matrix [6] 
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possess the ability to autonomously acquire problem-solving skills through 

extensive datasets. These algorithms are utilized to replace faces in videos, 

images, and various forms of digital content, thereby creating a counterfeit 

representation that closely resembles reality. Based on the interpretation 

derived from a survey that has been conducted by multiple researchers 

regarding deepfakes, In order to perform face swapping between source 

images and target images, it is necessary to utilize two sets of encoder-

decoder pairs. Each pair is trained on a specific image set, and the 

encoder's parameters are shared between the two network pairs. To clarify, 

both pairs possess an identical encoder network [52]. The content is 

generated by employing two algorithms that are in competition with each 

other. One of the components is commonly denoted as a generator, 

whereas the other component is commonly denoted as a discriminator. The 

generator is accountable for generating artificial digital content, whilst the 

discriminator is assigned with the responsibility of distinguishing between 

genuine and simulated content. Once the discriminator effectively 

differentiates between genuine and altered information, it shares this 

acquired knowledge with the generator to improve future generations of 

deepfakes. 

When combined, these two algorithms constitute a generative adversarial 

network known as GAN. The system employs a series of algorithms to 

undergo training in order to develop the ability to identify patterns, thereby 

facilitating the acquisition of essential attributes required for generating 

synthetic images [53]. 
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Deepfakes have the potential to be exploited in order to incite political or 

religious tensions between nations, deceive the general public, manipulate 

election outcomes and campaign results, or induce disorder in financial 

markets through the dissemination of fabricated news. The technique 

possesses the capacity to produce synthetic satellite imagery of the Earth 

that portrays fictitious entities, aiming to induce perplexity among military 

experts. For example, it can be utilized to generate a simulated bridge that 

extends across a river, even in the lack of a physical bridge in the real world.  

The progress made in deep neural networks, along with the vast availability 

of data, has led to the creation of manipulated photos and movies that 

possess a high degree of realism, making them extremely difficult to 

distinguish from authentic content for both people and advanced computer 

algorithms. As interpreted, the generation of manipulated images and 

videos has become significantly more accessible in contemporary times, 

requiring only a minimal input such as an identity photo or a brief video 

featuring the targeted individual [52]. 

 

Figure 6 Deep Fakes [52] 
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2.1.2  The Social and Legal Challenges of AI 

The advent of AI has marked a profound technological revolution, 

characterized by the ability of machines to mimic human cognitive functions, 

such as learning, problem-solving, and decision-making. From virtual 

assistants to autonomous vehicles, AI systems have showcased their 

potential to transform industries, streamline operations, and revolutionize 

the way we interact with technology. As AI technologies permeate diverse 

sectors, the legal landscape faces the pressing challenge of providing an 

appropriate framework for governing these transformative systems. 

Addressing issues of liability, responsibility, and accountability becomes 

critical when AI-powered decisions impact human lives and societal 

outcomes. Striking a balance between promoting innovation and 

safeguarding individual rights and public interest is a complex task that 

necessitates multidisciplinary collaboration and forward-thinking policies. 

The rapidly evolving nature of AI presents a unique challenge for regulatory 

bodies worldwide. Existing legal frameworks may struggle to keep pace with 

the rapidly changing technology, raising questions about the adequacy of 

current regulations in addressing AI-related issues. As AI systems become 

increasingly autonomous and independent, there is a growing need to 

establish clear and robust guidelines for AI developers, users, and 

stakeholders to ensure ethical and responsible AI deployment. 

Beyond legal concerns, the widespread adoption of AI has profound social 

implications that require careful examination. The automation of tasks 

previously performed by humans can lead to job displacement, 

necessitating reskilling and adaptation of the workforce. Additionally, the 

potential exacerbation of societal inequalities due to biased algorithms and 

data-driven decision-making warrants scrutiny to ensure equitable 

outcomes. AI's profound societal implications extend beyond the legal 

realm. The widespread adoption of AI technologies has the potential to 

reshape the job market, leading to concerns about job displacement and the 

need for upskilling and reskilling the workforce. Furthermore, the pervasive 

influence of AI on decision-making processes raises questions about 

fairness and social justice, as algorithms may perpetuate biases and 

exacerbate existing inequalities. 

 



 

20 

Data privacy and protection 

Data is all around us and is generated by almost everything we do. The first 

is data that we voluntarily share, and the second is data that is generated 

literally every time we do something - whether we travel, order a meal, or 

use transportation. Without a doubt, this data is extremely valuable, and 

several companies are willing to pay for access to it. The use of Artificial 

Intelligence (AI) in everyday life raises a number of data protection 

concerns. All such concerns must be carefully considered in light of the 

provisions of EU Regulation 2016/679, General Data Protection Regulation 

(GDPR). The purposes of personal data processing and the enhancement 

of AI systems involve a material issue in terms of data processing purposes.  

In 2017, Genpact surveyed over 5,000 people from various countries and 

discovered that 63% of respondents valued privacy over a positive customer 

experience and wanted businesses to avoid using AI in case it invaded their 

privacy [15]. The main concerns here are how an AI system can access a 

consumer's personal information, what kind of information it can access, 

and how serious a privacy violation this could be. 

Invasive surveillance, which can erode individual autonomy and exacerbate 

power imbalances, and unauthorised data collection, which can 

compromise sensitive personal information and leave individuals vulnerable 

to cyber-attacks, are two of these issues. These issues are frequently 

exacerbated by the power of BigTech companies, which have access to 

vast amounts of data and significant influence over how that data is 

collected, analysed, and used. A considerable proportion of the value of 

artificial intelligence (AI) stems from its ability to discern patterns that elude 

human perception, acquire knowledge about individuals and collectives, 

and generate predictions. Artificial intelligence (AI) has the capability to 

generate data that would otherwise be challenging to collect or non-existent. 

Consequently, the data that is collected and utilized may extend beyond the 

explicit information that an individual has intentionally revealed. The 

potential of predictive technologies lies in their capacity to derive meaningful 

insights from seemingly disparate and innocuous data points. As an 

illustration, an artificial intelligence (AI) system designed to enhance the 

efficacy of the recruitment procedure could potentially deduce an applicant's 

political inclinations based on supplementary data and subsequently factor 

this information into the decision-making process. 

The issue of information inference gives rise to concerns regarding the 

precise definition of personal information, as well as the appropriateness of 
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assuming personal information about individuals who have opted not to 

disclose it. Additional concerns are raised regarding the ownership of the 

aforementioned data and its adherence to information privacy principles, 

including the requirement to notify individuals when data pertaining to them 

has been collected through inference. 

AI techniques, specifically machine learning, heavily depend on extensive 

datasets for the purpose of training and evaluating algorithms, as per their 

inherent nature. The accumulation of substantial quantities of data has the 

potential to facilitate advancements in artificial intelligence (AI) 

development. However, it may also directly conflict with the principle of 

limiting data collection. The collection of data for AI systems is often not 

obtained through conventional transactions where individuals consciously 

disclose their personal information to a requesting party, due to the 

technological progress in IoT devices, smartphones, and web tracking. 

Indeed, a considerable number of individuals frequently lack awareness 

regarding the extent of data gathered from their devices, which 

subsequently serves as input data for artificial intelligence (AI) systems. 

The extent to which the restriction of personal information collection aligns 

with the operational capabilities of AI technologies and data-collecting 

devices is constrained. Nevertheless, the vast accumulation of such data 

inherently presents inherent privacy concerns. Artificial intelligence (AI) has 

the potential to enhance individual’s capacity to articulate their preferences 

regarding the utilization of their personal information. For instance, it is 

conceivable to imagine the existence of services that possess the capability 

to acquire knowledge of their user’s privacy preferences and subsequently 

implement distinct conditions pertaining to the collection of data concerning 

various individuals. AI has the potential to significantly contribute to the 

creation of personalized models based on individual preferences. These 

models can effectively address the objectives of information privacy law, 

including transparency, consent, and reasonable expectations. In fact, AI 

may surpass the current notice and consent model in terms of effectiveness. 

The use limitation principle ensures that personal information is only used 

for the purpose for which it was collected once it has been collected. In 

general, organizations may use personal information for a secondary 

purpose that is reasonably expected' by the individual. This begs the 

question of whether information used as input data for an AI system can be 

considered a reasonably expected secondary purpose,' given that the 
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outcome is often unknown to the individual. Just as AI can reveal patterns 

and relationships in data that humans are unaware of, it can also reveal new 

potential uses for that information. 

Threats of AI to human existence: 

The main set of issues arises from the capacity of artificial intelligence (AI) 

to efficiently analyze, categorize, and evaluate extensive datasets that 

comprise personal information, such as photographs obtained through the 

growing prevalence of cameras. This functionality enables the development 

of customized and focused marketing and informational initiatives, together 

with the deployment of advanced surveillance systems. This ability of AI can 

be put to good use, for example, improving our access to information or 

countering acts of terrorism as stated by multiple researchers from BKJ 

Global Health [78]. But it can also be misused with grave consequences. 

The use of this power to generate commercial revenue for social media 

platforms, for example, has contributed to the rise in polarisation and 

extremist views observed in many parts of the world [79].  

It has also been harnessed by other commercial actors to create a vast and 

powerful personalised marketing infrastructure capable of manipulating 

consumer behaviour. Experimental evidence as stated by (Agudo and 

Matute, 2021) has shown how AI used at scale on social media platforms 

provides a potent tool for political candidates to manipulate their way into 

power [80]. The convergence of deepfakes, a technology capable of 

manipulating or distorting reality, with AI-driven information systems has the 

potential to further amplify the erosion of democratic norms. This 

phenomenon may manifest as a pervasive breakdown of trust, alongside 

the propagation of social fragmentation and strife, ultimately resulting in 

detrimental implications for public health. The possible implementation of 

AI-powered surveillance systems may be utilized by governmental 

institutions and other prominent groups as a mechanism to exercise 

increased control and tyranny over humans. An illustrative instance that 

serves as a manifestation of this phenomena is the implementation of the 

Social Credit System in China. The proposed method combines 

sophisticated facial recognition software with the examination of 

comprehensive datasets encompassing people' financial activities, 

movements, police histories, and social relationships. By means of this 

extensive assessment, the system produces evaluations of individual 

behavior and reliability, later resulting in the automatic enforcement of 
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penalties on those who are determined to have displayed unacceptable 

behavior. 

This particular AI application has the potential to further amplify social and 

health disparities, thereby perpetuating individual’s confinement within their 

current socioeconomic positions.The development of autonomous weapons 

is currently progressing at a rapid rate. Prominent nations are engaged in a 

competitive struggle to establish dominance in the realm of autonomous 

weaponry. Various forms of automated warfare technology, such as 

advanced jets and robotic soldiers, have already been developed and are 

currently deployed in the field. The technological advancements have 

significantly augmented the capacity for destruction, surpassing quantifiable 

limits. The country's national security is focused on priority areas such as 

nuclear, aerospace, cybersecurity, and biotechnology. For instance, the 

significance of cybersecurity is increasing, as the scope of the conflict 

extends beyond traditional battlefields to encompass the systems we 

construct. Major nations such as the United States, China, and Russia are 

engaged in a competitive pursuit of global supremacy in the field of artificial 

intelligence (AI) technology [54]. 

The following series of inquiries relates to the progress of Lethal 

Autonomous Weapon Systems (LAWS) [78]. The incorporation of artificial 

intelligence (AI) within military and defense systems encompasses a 

diverse array of applications, several of which possess the capacity to 

augment security measures and promote peaceful resolutions. 

Nevertheless, the potential benefits of LAWS are eclipsed by the risks and 

threats they present. According to research done by BMJ, weapons have 

the ability to autonomously detect, select, and engage human targets 

without requiring human supervision [81]. The concept of dehumanizing 

lethal force is widely recognized as the third significant transformation in the 

domain of warfare, following the initial adoption of gunpowder and the 

subsequent advancement of nuclear weapons. Lethal autonomous 

weapons manifest diverse dimensions and arrangements. Nevertheless, it 

is crucial to acknowledge that these devices are equipped with armaments 

and explosives that can be attached to small and agile contraptions like 

quadcopter drones. The drones possess sophisticated cognitive abilities, 

allowing them to independently operate and accurately perceive and 

navigate their environment. Moreover, it is important to highlight that these 

weapons exhibit the capacity for efficient and economical mass 
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manufacturing, enabling their swift deployment to inflict extensive casualties 

on a large scale [82].  One can conceive of a hypothetical situation in which 

a considerable quantity of diminutive unmanned aerial vehicles (UAVs), 

possessing explosive functionalities, visual identification capabilities, and 

self-governing navigation capabilities, could be housed within a 

conventional shipping container. According to reference [82], it is possible 

to program these unmanned aerial vehicles (UAVs) to execute acts of mass 

violence autonomously, without the need for human supervision. Lethal 

autonomous weapons systems (LAWS) exhibit resemblances to chemical, 

biological, and nuclear weapons, as they embody a novel form of 

widespread devastation. These systems possess the benefit of cost-

effectiveness and the potential to accurately detect and engage specific 

targets. The aforementioned findings have substantial implications for the 

future conduct of armed conflicts, as well as for the broader aspects of 

international, national, and personal security. There has been a continuous 

discourse across multiple platforms concerning the adoption of tactics 

aimed at mitigating the proliferation of lethal autonomous weapon systems 

(LAWS). Furthermore, there have been discussions regarding the feasibility 

of protecting these systems from cyber intrusion, unintended triggering, and 

deliberate abuse.  

The social determinants of health have the potential to be negatively 

impacted by artificial intelligence (AI), thereby affecting the well-being of a 

substantial portion of the population. This phenomenon may manifest itself 

through the exercise of authority and manipulation over individuals, the 

utilization of lethal autonomous weapons, and the negative psychological 

effects stemming from extensive joblessness in the event that AI-powered 

systems replace a significant portion of the workforce. 

In addition to the possibility of extinction, there is a legitimate concern 

regarding the potential for a civilization to become indefinitely entrenched in 

a flawed trajectory. An exemplar case, commonly known as "value lock-in," 

arises when the integration of AI into society is hindered by persistent moral 

deficiencies reminiscent of historical periods of slavery. This scenario has 

the potential to perpetuate and consolidate these deficiencies, consequently 

impeding the progress of moral principles. The utilization of artificial 

intelligence (AI) holds promise for the dissemination and preservation of the 

value systems upheld by its creators. The evaluation of the consciousness 

and level of consciousness in a highly developed artificial intelligence (AI) 

presents considerable difficulties, making it an intricate and potentially 

unachievable undertaking. Nevertheless, if a substantial number of 
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conscious machines are manufactured in the future, neglecting to prioritize 

their long-term welfare could conceivably result in a perilous risk to our 

survival. 

The issue of Bias and Discrimination 

Another issue raised by AI technology is the possibility of bias and 

discrimination. As potential biases and discrimination become more 

apparent, the increasing use of AI systems has intensified conversations 

about fairness and bias in artificial intelligence. This section examines the 

causes, effects, and mitigation strategies pertaining to AI's fairness and 

bias. 

Bias occurs when a machine-learning model produces discriminatory 

outcomes towards particular groups or individuals. These groups are 

commonly characterized by a history of experiencing discrimination and 

marginalization based on factors such as gender, social class, sexual 

orientation, or race, although exceptions exist. The potential cause of this 

outcome may stem from flawed assumptions made during the model's 

development process, or from the utilization of training data that is non-

representative, inaccurate, or fundamentally incorrect. It is imperative to 

acknowledge that bias denotes a departure from the established standard 

and does not invariably result in discrimination. The level of bias present in 

AI systems is directly influenced by the bias inherent in the training data. 

Consequently, if the training data exhibits bias, the resulting AI system will 

also exhibit bias. This phenomenon may lead to the formulation of biased 

judgments influenced by variables such as race, gender, or socioeconomic 

standing. In order to mitigate bias, it is imperative that AI systems undergo 

training using a diverse array of data and undergo regular audits. 

One of the foremost ethical considerations regarding artificial intelligence 

(AI) pertains to its capacity to engage in discriminatory practices, perpetuate 

biases, and further amplify preexisting disparities. Due to the reliance on 

pre-existing data for training, algorithms have the potential to inadvertently 

perpetuate undesirable patterns of unfairness, which can be attributed to 

the information they have assimilated. The various phases involved in the 

machine learning pipeline, including data collection, algorithmic 

development, and user interaction, can potentially give rise to biases in 

artificial intelligence. 
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The three primary sources of bias commonly observed in artificial 

intelligence are data bias, user bias, and algorithm bias. Data bias refers to 

the presence of inadequate or unrepresentative data used for training 

machine learning models, leading to the production of biased outputs. This 

phenomenon may arise if the data were collected from sources exhibiting 

bias, or if the data were incomplete, lacking essential information, or 

containing inaccuracies. The ultimate outcome of a learning system is 

contingent upon the data it is provided with [16]. It is widely held that the 

substantial quantity of occurrences will surpass any inherent human 

prejudice. However, in the event that the training set exhibits a skewed 

distribution, the resulting outcome will also display a corresponding 

skewness. In recent times, researchers have observed the presence of bias 

in image recognition systems that are based on deep learning algorithms. 

The misinterpretation of Asian facial features by Nikon [83] as an example, 

encountering difficulties with skin tone can be attributed to the utilization of 

biased training datasets. Although both errors are fixable and unintentional, 

they serve as examples of the challenges that can arise when we disregard 

the biases present in our data. 

Algorithmic bias refers to the occurrence of biases in machine learning 

models that arise from the utilization of algorithms with inherent biases, 

resulting in biased outputs. This issue may occur when algorithms are 

based on biased assumptions or when they make conclusions using biased 

criteria. Bias can be observed in algorithmic systems as a result of pre-

existing cultural, societal, or institutional norms, technological constraints in 

their design, or unforeseen usage scenarios or user groups that were not 

sufficiently taken into account during the software's initial creation. The 

concept of "algorithmic prejudice" refers to the recurring and systematic 

flaws that result in unjust consequences, such as the biased favouritism 

towards a particular arbitrary user group in comparison to others [9]. For 

instance, if the algorithm has a constant tendency to recommend loans to a 

particular subset of users while continuously declining loans to a similar 

subset of users, despite the absence of creditworthiness-related factors, it 

might be considered as indicative of prejudice. There are numerous 

methods for introducing bias into an algorithm. During the compilation of a 

dataset, data may be collected, digitized, adapted, and entered into a 

database based on cataloguing criteria designed by humans. Next, 

programmers assign priorities or hierarchies for how a program evaluates 

and sorts this information. This requires human judgment regarding the 

categorization of data, as well as the inclusion or exclusion of certain data. 
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Some algorithms collect their own data based on human-selected criteria, 

which may also reflect the bias of their human developers. Other algorithms 

may reinforce stereotypes and preferences when processing and displaying 

"relevant" data for human users, for example, by selecting information 

based on prior decisions of an identical user or a collection of users. [9] For 

a system to be considered trustworthy, it is imperative that the output of its 

learning algorithms possess moral relevance. The concept of moral 

relevance is subject to debate, particularly when considering decisions that 

have legal or critical implications. The presence of algorithmic bias, resulting 

from the selective emphasis or avoidance of certain features, may give rise 

to concerns regarding its impartiality. One instance of algorithmic bias can 

be observed in the context of self-driving cars, where artificial intelligence 

(AI) models are entrusted with the critical task of ensuring human safety in 

the event of a collision. The potential bias arising from focus may be 

attributed to the design choice of prioritizing either passenger safety over 

pedestrian safety, or vice versa. The design choices made in the 

development of the algorithm have the potential to result in moral bias. AI 

models are frequently repurposed for various applications. The alteration of 

the context may lead to a departure from established statistical or moral 

norms.  

Another form of algorithmic bias that is frequently misinterpreted as user 

error. The phenomenon of interpretation bias arises when there is a 

discrepancy between the output generated by a model and the information 

that is necessary for the user of the model. The model user has the potential 

to be either a human or another component within the system. Once again, 

a frequently reported bias, often arises due to the potential incompleteness 

of system semantics during the development phase or the contextual 

changes that occur over time. Consider the case of a surveillance system 

that employs human activity recognition. One potential approach to 

enhance the recognition process involves the utilization of an alternative 

algorithm that assesses the level of threat associated with the identified 

human figure. The potential for misinterpretation of detection and risk 

prediction within the surveillance system may lead to biased outcomes 

against certain individuals. The occurrence of user bias is the consciously 

or unconsciously introduction of a user's own biases or prejudices into an 

artificial intelligence system. This can occur if users provide biased training 

data or if their interactions with the system reflect their own biases. Human 

bias is a systematic way of thinking that influences the choices we make 
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and conclusions. When a factor goes wrong, blaming external factors is a 

common example of this bias that affects most people. Even with good 

intentions, these human biases can be projected onto artificial intelligence 

technology. Thus, our human biases are incorporated into the technology 

we create in a variety of ways. 

Human bias can emerge in various forms, one of which is cognitive error-

induced human bias. Cognition encompasses the integration of logical 

reasoning and intuitive perception. While intuition can assist in making quick 

decisions, reason enables deliberate and intentional behaviour. The 

cognitive processes of individuals may exhibit a tendency to employ 

heuristics, leading to the formulation of hasty judgments based on initial 

data. The potential for bias may arise when supplementary evidence that 

provides support or contradiction is excluded. In this scenario, if the 

individual possessed prior knowledge of the high cost of their preferred 

dwellings, they may streamline their selection process by taking this factor 

into account. In addition to the phenomenon of cognitive anchoring, wherein 

individuals excessively rely on their initial understanding, there is also a 

tendency to dismiss contrary viewpoints. Relying heavily on past 

experiences might lead to a tendency to Favor information that confirms 

preexisting beliefs, so introducing bias. The inclination towards expeditious 

decision-making is further influenced by the presence of accessibility bias, 

wherein users are swayed by information that has been recently obtained 

or is readily available. The occurrence of human bias may be attributed to 

the processing of data. The cognitive ability of individuals to analyse given 

information is constrained. In situations where individuals are confronted 

with an excessive amount of information, it is likely that they will prioritize 

the allocation of their cognitive resources towards tasks that are seen more 

significant or pressing. Additionally, human bias may also arise from 

prejudiced attitudes. As individuals progress in their development, they tend 

to form assumptions that are influenced by the societal and environmental 

factors that surround them. Unconscious bias is influenced by established 

stereotypes and the corresponding level of familiarity with the underlying 

ideas. In the event that the user possesses a preexisting bias against the 

security of specific places, they would refrain from engaging with the listings, 

irrespective of the current state of order and security. Consequently, the 

model would acquire bias from the analysis of user browsing behaviour. 

The presence of bias in Artificial Intelligence (AI) has significant implications 

for the complex ethical, social, and legal dynamics that underpin the 

interaction between humans and technology. The presence of bias in AI 
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algorithms is frequently observed, and this bias can be attributed to the 

underlying biases inherent in the training data employed for instructing 

these systems. As a result, artificial intelligence (AI) technologies have the 

potential to sustain and magnify prevailing societal biases, resulting in 

discriminatory consequences within domains such as employment, lending, 

and law enforcement. The pernicious impact of this influence has extensive 

implications, as it undermines confidence in AI systems and exacerbates 

societal divisions. AI bias has the potential to result in inequitable treatment, 

the exclusion of opportunities, and the limitation of individual’s potential, all 

of which are influenced by factors that are outside of their control. The 

imperative to address bias in artificial intelligence (AI) arises not only from 

the need for equitable technological advancement, but also from the 

importance of protecting human rights and preserving human dignity. By 

recognizing and addressing these biases, society can effectively utilize the 

transformative capabilities of artificial intelligence while maintaining the core 

values of fairness, justice, and inclusivity. 

The development and deployment of artificial intelligence systems 

necessitate diligent attention and mitigation of diverse biases. These biases 

include historical biases that are based on societal disparities that are 

evident in data collection, representation bias that arises from insufficient 

diversity in the populations included in datasets, measurement bias that is 

influenced by human choices in selecting and analysing features, evolution 

bias that arises from disproportionate benchmarks, the Simpson paradox 

that introduces bias when analysing heterogeneous data, sampling bias that 

results from non-random sampling, content production bias that is tied to 

the characteristics of the users, and algorithmic bias that emerges from the 

algorithm itself rather than the input data. It is imperative to acknowledge 

and tackle these diverse biases in order to ensure the ethical and fair 

progress of artificial intelligence technologies as interpreted by Emilio 

Ferrara [87]. 

The process of data mining, one of the ways algorithms collect and analyse 

data , can already be discriminatory as a start, because it decides which 

data are of value, which is of no value and its weight—how valuable it is. 

The decision process tends to rely on previous data, its outcomes and the 

initial weight given by the programmer. One example can be when the 

word woman was penalised, by being given a negative or a lower weight, 

on a CV selection process based on the data of an industry traditionally 
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dominated by men like the tech industry. The outcome ended discriminating 

women in the selection process. Some ML models, like supervised learning, 

learn by examining previous cases and understanding how data are 

labelled, which is called training. Training data that are biased can lead to 

discriminatory ML models. It can happen in two ways in accordance with the 

interpretation of Lorenzo Belenguer [16]: 

1.A set of prejudicial examples from which the model learns or in the case 

of under-represented groups which receives an incorrect or unfair valuation. 

2.The training data are non-existent or incomplete  

The issue of job displacement for the workforce 

With the progression of AI systems, their ability to carry out tasks that were 

traditionally executed by humans is steadily improving. The phenomenon 

may lead to the displacement of jobs, disruption of the economy, and 

necessitate the retraining of individuals for alternative roles. However, the 

issue of job loss is inextricably linked to privacy in a number of ways. For 

one thing, the economic disruption caused by AI technology can increase 

worker’s financial insecurity. As a result, individuals may be forced to give 

up their privacy in order to make ends meet. In the past decade, human has 

relied on physical work and investing their time to earn. With the technology 

still rising and smart intelligent robots have been developed, we may see a 

future where individuals are being paid just for being citizens which will be 

important in helping to combat the job-stealing automation [55]. AI-related 

jobs are now dramatically increasing in demand, according to the annual AI 

index report [56]. 

Estimations regarding the magnitude and velocity of job displacements 

resulting from automation driven by artificial intelligence (AI) vary 

significantly, spanning from tens to hundreds of millions within the next ten 

years. The outcome will be contingent upon the rate at which AI, robotics, 

and other pertinent technologies advance, alongside the policy choices 

enacted by governmental bodies and society at large. It is widely expected 

that in the current decade, the implementation of AI-driven automation will 

have a greater impact on low and middle-income countries compared to 

high-income countries [85]. This impact will primarily manifest in the 

replacement of jobs that require lower levels of skill. As time progresses, 

the automation will gradually extend its reach up the skill-ladder, resulting 

in the displacement of larger portions of the global workforce, including 

those in high-income countries.  Nevertheless, it is imperative to 
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acknowledge that the capacity of our planet to endure exploitation for the 

purpose of economic production is finite. Furthermore, it is crucial to 

recognize that the equitable distribution of any augmented productivity 

resulting from artificial intelligence cannot be guaranteed within society. To 

date, the phenomenon of automation has predominantly resulted in a 

redistribution of income and wealth from labor to capital owners, thereby 

exacerbating the growing disparity in wealth distribution worldwide. In 

addition, there remains a lack of understanding regarding the potential 

psychological and emotional ramifications of a society in which employment 

is scarce or obsolete. Moreover, there is a dearth of consideration given to 

the requisite policies and strategies that would be necessary to sever the 

link between unemployment and adverse health outcomes In accordance 

with the interpretation provided by McClelland [12]. 

In recent times, there has been a notable surge in global collaboration 

between robotics and artificial intelligence (AI) across diverse domains. The 

increasing popularity and prominence of robotics have contributed to the 

facilitation of daily living. Simultaneously, in the event that robots assume 

control over all occupations within the industrialized sector, there will be a 

decrease in human labor. Although robots enhance operational efficiency, 

they concurrently diminish employment opportunities. Robotic automation 

has assumed control over the entirety of blue-collar occupations. The 

integration of robots into professional occupations is currently being 

observed. Robots, which are artificially created entities, have the capability 

to engage in low-wage work during non-social periods, while simultaneously 

offering substantial solace to the global population. It is anticipated that 

forthcoming generations will potentially regard robots as instructors and 

caregivers once they acquire emotional capabilities such as compassion 

and advanced reaction detection. Thr gradual increase in human-robot 

interaction can be attributed to the fact that robots contribute to the 

enhancement of individual‘s lives, making them more convenient and 

comfortable [30].  
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2.2 Security of Machine Learning Algorithms 

2.2.1 AI in Cyber Security 

As cyber security threats are changing and developing constantly, 

immediate response is required and an automatic [88]. The significance of 

cyber security lies in its comprehensive scope, as it pertains to safeguarding 

our data from malicious cyber assailants who seek to illicitly acquire and 

exploit this information for detrimental purposes. Consequently, it is evident 

that they are susceptible to cyber attacks. A cyber attack refers to the 

deliberate initiation of an offensive action originating from one or multiple 

computer systems with the objective of either incapacitating the targeted 

computer, rendering its services inoperable, or illicitly obtaining access to 

the data stored within the targeted computer. 

Artificial intelligence tools are frequently employed as a means to address 

the challenges posed by cyber threats. The utilization of artificial intelligence 

(AI) has proven to be advantageous for numerous organizations in 

enhancing their security measures and mitigating the likelihood of breaches. 

Machine learning and artificial intelligence play a crucial role in the realm of 

technology, particularly in the context of information security. These tools 

enable companies and individuals to effectively assess and analyze the 

various threats that may potentially jeopardize the integrity and security of 

an organization. With natural language processing, AI can provide greater 

predictive intelligence by skimming through articles, news, and research on 

cyber risks and curating material on its own [88]. The prevalence of cyber 

threats is increasing. Given the dynamic and evolving nature of cyber 

security threats, it is imperative to promptly and autonomously address 

them. Hence, the utilization of machine learning methods, particularly deep 

learning, which typically does not necessitate prior expertise or reliance on 

previous expert categorizations, holds significant significance in the 

deployment of artificial intelligence strategies for cyber security. Artificial 

intelligence (AI) systems are currently undergoing training to perform tasks 

such as malware identification, pattern recognition, and detection of subtle 

characteristics associated with malware or ransomware attacks. These 

tasks are accomplished through the utilization of sophisticated algorithms, 

which enable the AI systems to identify and prevent such threats from 

infiltrating computer systems. Through the utilization of natural language 

processing, artificial intelligence has the capability to enhance predictive 

intelligence by efficiently analyzing articles, news, and research pertaining 
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to cyber risks. This process enables AI to autonomously curate relevant 

material.  

The magnitude of these attacks would pose a significant challenge for the 

security personnel of a typical company. Consequently, a number of these 

threats will remain undetected and cause substantial harm to the network. 

In order to enhance operational efficiency and safeguard organizations 

against cyber threats, security professionals rely heavily on the assistance 

provided by advanced technologies, particularly artificial intelligence (AI) 

systems. Artificial intelligence (AI) possesses the capacity to effectively 

manage and process substantial volumes of data. The company's network 

experiences a significant amount of activity. A typical mid-sized firm 

experiences a significant volume of traffic. This suggests that a significant 

amount of data is regularly exchanged between customers and the 

company. It is imperative to ensure the protection of this information from 

individuals and software that may pose a threat. Nevertheless, cyber 

security experts encounter limitations in their ability to thoroughly examine 

all data for potential threats. Artificial intelligence (AI) represents a highly 

effective solution for identifying potential threats that are camouflaged within 

ordinary or routine behaviors. Due to its automated characteristics, this 

system possesses the capability to efficiently analyze substantial volumes 

of data and manage traffic. AI-driven technology, such as a personal proxy, 

has the potential to facilitate data transmission. Furthermore, it possesses 

the capability to detect and accurately identify potential hazards that may 

be concealed within a state of disorder. The presence of duplicative 

processes leads to a decrease in efficiency. As mentioned earlier, 

assailants often alter their tactics. However, the core security practices 

remain unchanged. If an individual is hired to perform these responsibilities, 

there is a possibility that they may experience boredom and consequently 

pose a risk to the security of your network. Artificial intelligence (AI) 

assumes responsibility for repetitive cyber security tasks, alleviating the 

burden on cyber security personnel, while emulating desirable human 

characteristics and excluding inherent limitations. It facilitates the 

identification and mitigation of inherent security vulnerabilities on a recurring 

basis.  

Additionally, it conducts a comprehensive examination of the network 

infrastructure to identify potential security vulnerabilities that could pose 

risks to the network's integrity. The enhancement of detection and response 
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times is observed. The initial stage in ensuring the security of a company's 

network involves the identification and detection of potential threats. It would 

be advantageous if one could promptly identify concerns such as the 

presence of unreliable data. Implementing this security measure will 

effectively safeguard your network from enduring detrimental 

consequences. The integration of artificial intelligence (AI) with cyber 

security represents a highly effective approach for the timely detection and 

response to cyber attacks. 

For instance, the concept of authenticity protection is prevalent in the online 

landscape, as a considerable number of websites offer a user account 

functionality. This feature allows individuals to verify their identity, granting 

them access to a range of services and facilitating online transactions. 

Several websites use contact forms that require individuals to enter 

personal information. The implementation of supplementary security 

measures on websites containing confidential information and sensitive 

content is crucial for enterprises. The implementation of an upgraded 

security layer guarantees the protection of individuals accessing your 

network, so ensuring the safety of your guests. When a user seeks to 

establish a link with their account, artificial intelligence (AI) secures the 

authentication procedure. Within the domain of identification, artificial 

intelligence (AI) utilizes a wide array of methodologies, encompassing 

various approaches such as face recognition and fingerprint recognition, 

among others. The data related to these features can be employed to 

determine the authenticity of a login attempt.  

Incidents of attacks during training sessions are more prevalent than 

commonly perceived. The majority of machine learning models in 

production undergo periodic retraining by incorporating new data into their 

systems. Social networks engage in ongoing analysis of user behavior, 

thereby affording each user the opportunity to influence the system by 

modifying their own behavior. 
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2.2.2 Attacks on Machine Learning Algorithms 

Various types of attacks can be launched on machine learning (ML) models, 

contingent upon the attacker's specific objectives. attacks can occur at 

different stages of the ML pipeline, namely during the training and 

production phases. It is also possible to categorize these attacks as either 

targeting the underlying algorithm or the deployed model. At present, the 

most prevalent strategies employed are evasion, poisoning, and inference. 

 

 

 

 

 

 

 

 

 

Evasion Attack 

The occurrence of assaults on artificial intelligence (AI) systems gives rise 

to a series of ethical ramifications that transcend the confines of technology. 

Fundamentally, these attacks are designed to intentionally manipulate AI 

models in order to generate inaccurate outcomes, which could have 

significant ramifications in practical scenarios. This phenomenon gives rise 

to apprehensions regarding the public's confidence in the dependability and 

impartiality of AI, thereby compromising its level of acceptance. Of particular 

concern is the unequal effect, as evasion attacks that succeed can 

disproportionately harm marginalized communities by capitalizing on biases 

inherent in AI systems. The deceptive characteristics exhibited by these 

attacks violate the ethical principle of transparency, thereby eroding the 

accountability of both AI developers and attackers. Furthermore, it is 

important to note that evasion attacks have the potential to violate individual 

privacy rights, necessitating a comprehensive comprehension of system 

Figure 7 Attacks on ML [17] 
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vulnerabilities that could potentially expose confidential and sensitive data. 

Evasion attacks refer to deliberate attempts made by an attacker during the 

testing phase to modify input data in order to induce errors inside the 

machine learning system. Evasion attacks are characterized by their ability 

to exploit the blind spots and vulnerabilities of a system in order to induce 

certain errors, without directly modifying the system's behavior. The term 

perturbation pertains to the generation of an input that exhibits typical 

characteristics to a human observer, yet is erroneously categorized by 

machine learning models. One prevalent illustration involves the alteration 

of certain pixels within a photograph prior to its upload, thereby inducing a 

failure of the image recognition system to accurately classify the resultant 

image. Indeed, humans can be deceived by this adversarial entity. Various 

methods can be employed to execute this attack, depending on factors such 

as the model, dataset, and other relevant properties. The deliberate act of 

manipulating or deceiving the performance of an artificial intelligence (AI) 

system by introducing specific input data that is designed to exploit 

vulnerabilities or weaknesses in the system's learning algorithm. Evasion 

attacks refer to a category of adversarial attacks that are designed to induce 

AI models into generating inaccurate predictions or classifications. Evasion 

attacks can yield significant ramifications across diverse domains 

empowered by artificial intelligence, encompassing image recognition, 

natural language processing, and fraud detection [32]. 

Evasion attacks pertain to the manipulation of input data in a manner that 

introduces slight variations from the original data, thereby potentially 

inducing erroneous outcomes from an artificial intelligence model. As 

Papernot et al. highlight, evasion attacks can occur through techniques like 

adversarial examples, where imperceptible alterations to input data can 

lead to dramatically different model outputs [89]. This objective can be 

achieved through meticulous computation of noise or by altering the input. 

As an illustration an adversary possesses the capability to make subtle 

modifications to an image that has been accurately categorized by an 

artificial intelligence system for image recognition. The aforementioned 

alterations may elude human visual perception, yet they possess the 

capacity to induce significant misclassification of the image by the artificial 

intelligence system as reflected by the studies conducted by Polyakov [17]. 
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Evasion attacks possess the potential to be employed with malicious intent, 

thereby facilitating fraudulent activities, dissemination of misinformation, or 

exerting adverse influence on the decision-making processes of AI systems. 

It is imperative to comprehend the ethical aspects associated with these 

attacks and to contemplate potential strategies for mitigation. They have the 

potential to deliberately induce incorrect outcomes in AI systems, thereby 

leading to significant real-world ramifications. In the context of medical 

diagnosis, the compromise of a diagnostic artificial intelligence (AI) system 

could have significant ramifications, such as the occurrence of 

misdiagnosis. This could subsequently result in the delay of appropriate 

treatment, posing potential risks to individual’s well-being and even their 

lives. 

Privacy Attacks (Inference) 

An inference attack refers to a sophisticated method that is employed to 

extract sensitive information from artificial intelligence models through the 

analysis of their outputs. In the context of this assault, adversaries leverage 

the discernible patterns and corresponding reactions exhibited by an 

artificial intelligence (AI) system to infer sensitive information pertaining to 

either the training data or the internal mechanisms of said system. 

Additionally, model inversion attacks, as described by Fredrikson et al. 

(2014), aim to reconstruct training data or uncover patterns within it by 

observing the model's outputs [90]. 

Figure 8 Evasion Attack [17] 
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In terms of ethical considerations, inference attacks give rise to notable 

concerns as they undermine both user privacy and the security of 

confidential data. Through the process of reverse-engineering an artificial 

intelligence's outputs, malicious actors have the potential to extract 

information that was not explicitly included in the original data. This 

compromises the trust individuals have in the system's capacity to protect 

sensitive information. Furthermore, these attacks have the potential to 

compromise the confidentiality of proprietary or confidential data that is 

utilized for the purpose of training artificial intelligence models. The ethical 

considerations surrounding inference attacks are of utmost importance in 

guaranteeing the protection of data privacy, fostering user trust, and 

promoting the responsible implementation of AI technologies, particularly as 

AI systems become more involved in handling personal and sensitive 

information in various sectors including healthcare, finance, and law 

enforcement. 

Membership Inference Attacks 

Machine learning possesses the remarkable ability to transform diverse 

forms of data into mathematical representations. After the completion of 

training a machine learning model using various types of data such as 

images, audio, raw text, or tabular data, the outcome consists of a collection 

of numerical parameters. The attack methodology involves the training of 

an attack model with the objective of discerning the target model's response 

to the inputs used during training, as compared to its response to inputs that 

were not encountered during the training phase [91]. 

Membership inference attacks happen when an adversary has black-box 

access to a machine learning model and can observe its output on a given 

input. The adversary then uses this information to train an attack model to 

distinguish the target model's behavior on the training inputs from its 

behavior on the inputs that it did not encounter during training. The attack 

model can then be used to infer whether a particular data record was part 

of the model's training dataset or not [91]. In the majority of instances, the 

model becomes independent of the training dataset and utilizes the 

optimized parameters to classify new and unfamiliar instances into 

categories or make value predictions. In numerous instances, perpetrators 

can execute membership inference attacks without requiring access to the 

parameters of the machine learning model, solely by observing its output. 

The phenomenon of membership inference can give rise to significant 
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security and privacy implications, particularly when the target model has 

been trained using sensitive data. 

Every machine learning model possesses a collection of picked up 

parameters, the quantity and interconnections of which differ based on the 

specific algorithm and architecture employed. However, irrespective of the 

algorithm selected, all machine learning models undergo a comparable 

training process. The process commences by initializing the parameter 

values randomly, which are then iteratively adjusted to optimize the fit to the 

training data. Supervised machine learning algorithms, commonly 

employed in tasks such as image classification or spam detection, optimize 

their parameters to establish a mapping between input data and desired 

output predictions. 

Machine learning models have a tendency to exhibit superior performance 

when evaluated on the data used for training. As an illustration, when 

incorporating additional images into the training dataset and subsequently 

subjecting them to the neural network, it becomes evident that the 

confidence scores assigned to the training examples surpass those 

assigned to previously unseen images. Membership inference attacks 

exploit this characteristic to uncover or reconstruct the instances employed 

for training the machine learning model. The utilization of individual’s data 

records for training the model may have potential privacy implications. In 

the context of membership inference attacks, it is not a strict requirement 

for the adversary to possess explicit knowledge regarding the internal 

parameters of the targeted machine learning model. In contrast, the 

perpetrator possesses knowledge solely pertaining to the algorithm and 

architecture of the model, such as Support Vector Machines (SVM) or 

neural networks, or the specific service employed in the model's creation. 

The proliferation of machine learning as a service (MaaS) solutions provided 

by prominent technology companies like Google and Amazon has led to a 

significant inclination among developers to utilize these offerings rather than 

constructing their own models from the ground up. 

The developer is solely responsible for configuring a novel model and 

furnishing it with a dataset for training purposes. The remaining tasks are 

handled by the service. One potential tradeoff arises when the attackers 

possess knowledge regarding the specific service utilized by the victim, as 

this enables them to employ the same service in order to construct a 

membership inference attack model. During the 2017 IEEE Symposium on 
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Security and Privacy, scholars from Cornell University presented a 

membership inference attack technique that demonstrated efficacy across 

prominent cloud-based machine learning platforms [19]. 

This technique involves the creation of arbitrary records by an adversary 

targeting a machine learning model hosted on a cloud-based service. The 

perpetrator inputs each individual record into the model. The attacker 

adjusts the features of the record and reevaluates it using the model, taking 

into account the confidence score provided by the model. The iterative 

procedure persists until the model attains a significantly elevated level of 

confidence. Currently, the record bears a resemblance, if not an exact 

match, to one of the instances employed for training the model. 

Once a sufficient number of records with high confidence have been 

collected, the perpetrator utilizes the dataset to train a collection of "shadow 

models" with the objective of predicting whether a given data record was 

included in the training data of the target model. This process generates a 

collection of models that are capable of training a membership inference 

attack model. The ultimate model has the capability to make predictions 

regarding the inclusion of a data record in the training dataset of the target 

machine learning model. 

The study conducted by the researchers revealed that the aforementioned 

attack demonstrated a high degree of success across various machine 

learning services and architectures. The results of their study indicate that 

a proficiently trained attack model possesses the ability to discern between 

Figure 9 Membership Attacks [19] 
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individuals belonging to the training dataset and those who do not, while 

also assigning a high level of confidence to the predictions made by the 

target machine learning model. 

Poisoning 

Within the realm of Artificial Intelligence (AI), a poisoning attack refers to the 

deliberate act of introducing malevolent or manipulated data into the training 

set of an AI model. The primary objective of such an attack is to compromise 

the learning process of the model and subsequently impair its overall 

performance. The objective of this attack is to subtly manipulate the 

underlying data used for AI training, leading to inaccurate predictions or 

classifications. 

Poisoning attacks give rise to significant ethical concerns due to their 

potential to undermine the integrity of AI systems and the reliability of their 

outputs. Attackers exploit vulnerabilities in the learning process of AI models 

by deliberately contaminating the training data, thereby undermining the 

trust that users have in the objectivity and reliability of AI. The manipulation 

of AI's knowledge base can potentially have significant implications across 

various domains, ranging from the potential for inaccurate medical 

diagnoses to the potential compromise of safety in autonomous vehicles. 

Furthermore, the utilization of poisoning attacks has the potential to 

introduce subtle biases into artificial intelligence systems, thereby 

amplifying concerns pertaining to the principles of fairness and equity. 

Given the growing significance of AI in crucial decision-making procedures, 

it is imperative to acknowledge and examine the ethical aspects associated 

with poisoning attacks. This examination is necessary to guarantee that AI 

technologies fulfil their potential of improving human welfare and advancing 

society. 
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Split-view poisoning is a sophisticated strategy that capitalizes on the 

discrepancy between the data used for curation and the data used for 

training the artificial intelligence (AI) model. The magnitude of this 

discrepancy can be significant and unpredictable, thereby enhancing the 

efficacy of the technique [17]. Similarly, in the event that threat actors are 

able to obtain access to training data, they possess the capability to 

manipulate the artificial intelligence (AI) and machine learning (ML) 

configuration, causing it to classify benign software data as malicious. 

Moreover, threat actors have the potential to exploit the training data by 

creating a backdoor. “Hackers may use AI to help choose which is the most 

likely vulnerability worth exploiting. Thus, malware can be placed in 

enterprises where the malware itself decides upon the time of attack and 

which the best attack vector could be. These attacks, which are, by design, 

variable, make it harder and longer to detect.” says Grajek [37]. 

An alternative method of engaging in data poisoning involves enhancing the 

intelligence of malware. Malicious actors employ such malware in order to 

compromise email systems by replicating phrases in order to deceive the 

underlying algorithm. The phenomenon under consideration extends to the 

field of biometrics, wherein malicious actors impede the access of 

authorized users while surreptitiously gaining entry. Moreover, the 

phenomenon commonly referred to as "fake news" can be classified as a 

form of data poisoning. The efficacy of popular social media algorithms in 

detecting and addressing fake news is either compromised due to technical 

limitations or influenced by corrupt practices. Frequently, there is an 

observable trend wherein inaccurate information supplants genuine news 

on a user's news feed. 

Figure 10 Poisoning Attacks [17] 
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2.3 Solutions for Building a Secure AI 

Artificial Intelligence (AI) has emerged as a disruptive phenomenon, holding 

the potential to fundamentally reshape various sectors such as industries, 

healthcare, finance, and beyond. With the growing integration of AI systems 

into our daily routines, it is imperative to prioritize the maintenance of their 

security and safety. This essay highlights the paramount importance of 

constructing AI systems that are secure and safe, with a particular focus on 

their pivotal role within the ethical, societal, and technological domains. The 

primary significance of ensuring secure artificial intelligence (AI) resides in 

the protection of sensitive data and the preservation of privacy. Artificial 

intelligence (AI) systems frequently handle substantial quantities of 

personal and confidential data, rendering them attractive targets for 

cyberattacks. In the absence of comprehensive security measures, these 

systems have the potential to serve as vulnerable points of entry for 

malevolent individuals aiming to gain unauthorized access to confidential 

information. The assurance of artificial intelligence (AI) security is not solely 

a matter of legal and ethical responsibility, but also a fundamental 

entitlement of individuals. 

Furthermore, the implementation of safe artificial intelligence (AI) is crucial 

in safeguarding the well-being and preservation of human lives. In industries 

such as autonomous vehicles and healthcare, the implementation of AI-

driven decision-making processes carries significant implications in 

practical contexts. The assurance of AI system safety, particularly in 

applications with critical safety implications, is imperative to mitigate the 

occurrence of accidents, injuries, and fatalities. The implementation of fail-

safe mechanisms in AI algorithms and systems is considered both a moral 

obligation and a legal mandate in numerous jurisdictions. Moreover, the 

implementation of robust and reliable artificial intelligence (AI) systems 

plays a crucial role in cultivating trust and garnering user acceptance. The 

likelihood of users embracing and adopting AI systems is positively 

influenced by their perception of reliability and security in these 

technologies. The establishment of trust in artificial intelligence (AI) is of 

paramount importance in order to effectively incorporate it into diverse 

sectors and to maximize its positive impact on society as a whole. 

In addition, the establishment of robust artificial intelligence (AI) systems is 

imperative for safeguarding national security and enhancing economic 

competitiveness. As artificial intelligence (AI) increasingly becomes an 
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essential component of crucial infrastructure, such as defence and financial 

systems, it is important to acknowledge that there exist potential 

vulnerabilities that can be exploited by adversarial entities. The assurance 

of security in artificial intelligence (AI) systems is therefore a matter of 

significant strategic importance for nations. The significance of constructing 

artificial intelligence systems that are both secure and safe is of utmost 

importance. The protection of privacy, prevention of harm, cultivation of 

trust, assurance of national security, and adherence to ethical standards are 

all important considerations. In light of the ongoing advancements and 

transformative impact of artificial intelligence (AI) on our global landscape, 

it becomes increasingly imperative to accord utmost importance to the 

domains of security and safety. This imperative extends beyond mere 

technical requirements, encompassing moral, legal, and societal 

considerations. The prioritization of secure and safe AI systems 

development, with a focus on their positive contribution to the dynamic 

technological landscape, falls under the shared responsibility of AI 

developers, researchers, and policymakers. 

2.3.1 Building a Trust Worthy AI 

The importance of trustworthiness in artificial intelligence (AI) cannot be 

overstated due to a number of significant factors. Firstly, it facilitates the 

increase in user acceptance and adoption. Individuals are more inclined to 

adopt artificial intelligence (AI) solutions when they hold the belief that these 

systems function in an ethical, fair, and consistent manner. The 

establishment of trust in artificial intelligence (AI) instils a sense of 

assurance in its dependability, thereby cultivating a favourable user 

encounter. Furthermore, trust plays a crucial role in fostering transparency 

and accountability. Trustworthy artificial intelligence (AI) systems possess 

the capability to offer justifications for their decisions and actions, thereby 

guaranteeing transparency in their operational processes. The 

transparency of AI systems enables users and stakeholders to effectively 

hold them accountable, especially in sectors where decisions carry 

significant implications. 

Moreover, trust plays a crucial role in mitigating AI bias. The presence of 

bias in artificial intelligence (AI) systems, which can stem from biased 

training data or algorithms, has the potential to result in discriminatory 

consequences. The establishment of trustworthiness in artificial intelligence 

(AI) systems necessitates the implementation of strong mechanisms that 
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can effectively detect and address bias, thereby guaranteeing fairness and 

impartiality. The concept of trust exhibits a strong correlation with the ethical 

advancement of artificial intelligence. The prioritization of user well-being, 

the respect for privacy, and the adherence to ethical guidelines should be 

the primary considerations in the development and implementation of 

ethical artificial intelligence (AI) systems. Trustworthy artificial intelligence 

(AI) acts as a motivating factor for developers to maintain ethical standards 

during the entire process of AI development. The development of reliable 

artificial intelligence (AI) systems is not solely driven by technical 

requirements, but also by ethical and societal obligations. The successful 

integration of AI into society is contingent upon the establishment of trust, 

as it contributes to user acceptance, promotes transparency and 

accountability, guarantees fairness, and upholds ethical standards. In the 

context of AI's ongoing transformation of our society, the imperative of 

prioritizing trustworthiness emerges as a crucial factor in guaranteeing that 

AI systems effectively cater to the collective welfare of humanity. 

A document was authored by the High-Level Expert Group on Artificial 

Intelligence (AI HLEG). The individuals comprising the AI High-Level Expert 

Group (AI HLEG) expressed their endorsement of the comprehensive 

structure for Trustworthy AI outlined in these Guidelines, while 

acknowledging that they may not fully concur with each individual assertion 

made within the document [10]. The paper emphasises that a trustworthy 

artificial intelligence (AI) encompasses three fundamental elements that 

must be upheld throughout the entirety of the system's life cycle. Firstly, it 

is imperative that the AI system operates within the boundaries of the law, 

adhering to all relevant laws and regulations. Secondly, the AI system must 

embody ethical principles and values, ensuring its conduct aligns with 

established ethical standards. Additionally, it is imperative for an AI system 

to possess robustness, encompassing both technical and social aspects. 

This is crucial due to the potential of AI systems to inadvertently inflict harm, 

despite being developed with good intentions. Each individual component 

possesses a level of necessity, yet lacks sufficiency in isolation, for the 

attainment of Trustworthy AI. Ideally, the three components function 

synergistically and exhibit overlapping functionality. If, in practical 

application, conflicts arise between these components, society should strive 

to harmonize them.  
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The proposed Ethics Guidelines for Trustworthy AI provide a 

comprehensive set of measures, encompassing both technological and 

non-technical approaches, to effectively enforce the prerequisites for the 

realization of Trustworthy AI. The technical approaches encompass the 

integration of Trustworthy AI requirements throughout the various stages of 

an AI system's lifecycle, including design, development, and utilization. 

These requirements are assessed and implemented continuously, while 

also leveraging established solutions such as equity-by-design in 

supervised machine learning techniques, algorithmic repeatability, 

resilience against bias and corruption, and the creation of causal models. 

Non-technical approaches encompass the establishment of a team 

characterized by diversity and multidisciplinary expertise, the dissemination 

of explicit and proactive communication to stakeholders regarding the 

capabilities and limitations of the artificial intelligence (AI) system, and the 

guarantee of traceability throughout the AI system's operations. The present 

guidelines establish a comprehensive framework for the attainment of AI 

systems that are characterized by trustworthiness. The framework does not 

explicitly address the initial component of Trustworthy AI, which pertains to 

the legality of AI systems [10].  

The objective of this initiative is to provide guidance pertaining to the 

fostering and securing of ethical and robust artificial intelligence (AI) 

systems. These Guidelines are intended for all stakeholders and aim to 

surpass a mere enumeration of ethical principles. Instead, they offer 

direction on how these principles can be put into practice within socio-

technical systems. The paper concludes by presenting examples of 

opportunities and critical concerns that arise from the use of AI systems 

[10]. Europe’s early start towards AI regulation offers an opportunity to 

establish an effective legal framework, grounded in the rule of law. But 

beyond legislative frameworks at the level of nation states, multilateral 

public-private partnership is needed to ensure AI governance can have an 

impact today, not just a few years from now, and at the international 

level.[66]. A detailed description on how to achieve a governed AI that has 

been produced by Microsoft is explained in appendix A. 

solutions against discrimination 

The ability to effectively confront the ethical dilemmas presented by artificial 

intelligence (AI) is rapidly becoming an essential requirement for effective 

governance as interpreted by HLEG . Regrettably, the existing mechanisms 

designed to supervise human decision-making frequently prove inadequate 
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when extended to the realm of artificial intelligence (AI). Therefore, it is 

imperative to develop novel mechanisms that can effectively guarantee the 

ethical alignment of artificial intelligence (AI) systems, which are becoming 

increasingly prevalent in various aspects of society. 

According to Floridi and Cowls, prominent organizations within the realms 

of politics, business, and academia have recognized the pressing need for 

addressing this issue and have consequently developed ethical guidelines 

pertaining to reliable artificial intelligence. Nevertheless, the implementation 

of these guidelines remains discretionary. Furthermore, it is evident that the 

industry is deficient in effective tools and incentives that can facilitate the 

translation of ethics principles at a high level into criteria that are both 

verifiable and actionable in the context of designing and implementing 

artificial intelligence. 

Several recent developments suggest that ethics-based auditing is a 

promising approach to addressing the disparity between ethical principles 

and practical implementation in the field of AI ethics.  In a seminal 

publication released in April 2020, esteemed scholars affiliated with 

prominent institutions such as Google, Intel, Oxford, Cambridge, and 

Stanford propose the involvement of independent auditors in evaluating the 

veracity of assertions pertaining to safety, security, privacy, and fairness put 

forth by developers of artificial intelligence (AI) systems. Concurrently, 

prominent professional services firms such as PwC and Deloitte are actively 

constructing frameworks aimed at assisting clients in the creation and 

implementation of reliable artificial intelligence [22]. This development is 

highly encouraged. However, it is crucial to maintain a realistic perspective 

regarding the achievable outcomes of ethics-based auditing of AI. Ethics-

based auditing serves as a governance mechanism employed by 

organizations involved in the design and implementation of AI systems, with 

the aim of regulating and exerting influence over the conduct of said 

systems. Ethics-based auditing is distinguished by a methodical procedure 

through which the conduct of an organization is evaluated to determine its 

alignment with pertinent principles or norms [22]. The implementation of 

ethics-based auditing plays a significant role in promoting and upholding 

principles of good governance. Similar to how businesses rely on physical 

infrastructures for their success, the flourishing of interactions between 

agents necessitates the presence of an ethical infrastructure. 
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To attain Trustworthy AI, it is imperative to foster inclusivity and diversity 

across all stages of the AI system's life cycle. In addition to the inclusion 

and engagement of all relevant stakeholders throughout the entirety of the 

procedure, it is imperative to guarantee equitable access through inclusive 

design methodologies and equitable treatment. This requirement is 

intricately connected with the principle of fairness. 

Data sets used by AI systems (both for training and operation) may suffer 

from the inclusion of inadvertent historic bias, incompleteness and bad 

governance models. The continuation of such biases could lead to 

unintended (in)direct prejudice and discrimination against certain groups or 

people, potentially exacerbating prejudice and marginalisation. Harm can 

also result from the intentional exploitation of (consumer) biases or by 

engaging in unfair competition, such as the homogenisation of prices by 

means of collusion or a nontransparent market. Identifiable and 

discriminatory bias should be removed in the collection phase where 

possible. The way in which AI systems are developed (e.g. algorithm‘s 

programming) may also suffer from unfair bias. This could be counteracted 

by putting in place oversight processes to analyse and address the system’s 

purpose, constraints, requirements and decisions in a clear and transparent 

manner. Moreover, hiring from diverse backgrounds, cultures and 

disciplines can ensure diversity of opinions and should be encouraged [10]. 

The collection of specific data categories, such as ethnicity data, is 

frequently advantageous or even essential in order to conduct audits on 

artificial intelligence systems for the purpose of identifying and addressing 

instances of discrimination [21]. Moreover, Utilizing a bias impact 

assessment can be extremely beneficial in identifying the primary 

stakeholders, their respective interests, and their relative positions of 

influence when obstructing or allowing essential changes, as well as the 

immediate and long-term consequences of these actions. Dwork et al. [84] 

initially proposed the concept of fairness through awareness. According to 

this theory, in order to address or eliminate bias in an algorithmic model, it 

is necessary to first recognize and comprehend the biases and their root 

causes. The bias impact assessment is significant because it serves the 

purpose of evaluating bias. 

In addition to facilitating a deeper understanding of complex social and 

historical contexts, the assessment can also strengthen a pragmatic and 

ethical framework for identifying potential biases. Consequently, it can aid 

in the identification and reduction of these obstacles during the evaluation 

of AI systems that make automated decisions, thereby promoting 
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accountability. Various ethical categories can be evaluated using qualitative 

and quantitative measures. These categories encompass a variety of 

ethical concerns, including prejudice, privacy, security, and mental health. 

2.3.2 Building a Secure AI  

Artificial intelligence (AI) possesses significant potential for constructing a 

more advanced and intelligent society. However, it concurrently encounters 

substantial security vulnerabilities. As a result of insufficient security 

considerations during the initial stages of AI algorithm development, 

malicious actors possess the capability to manipulate the outcomes of 

inference, thereby causing erroneous assessments. Security risks in critical 

domains such as healthcare, transportation, and surveillance can have 

severe and detrimental consequences. Instances of AI systems being 

compromised can lead to significant financial losses and pose a threat to 

individual’s physical well-being. Security will always need the power of 

humans and machines, and more powerful AI automation will help us 

optimize where we use human ingenuity. The more we can tap AI to render 

actionable, interoperable views of cyber risks and threats, the more space 

we create for less experienced defenders who may just be starting their 

careers. In this way, AI opens the door for entry-level talent while also 

freeing highly skilled defenders to focus on bigger challenges [64]. The 

presence of AI security risks is evident not only in theoretical analyses but 

also in the practical implementation of AI systems. For example, individuals 

with malicious intent have the ability to create files that can evade detection 

by artificial intelligence-based tools, or introduce extraneous elements into 

voice commands used for smart home voice control, thereby triggering the 

execution of harmful applications. In addition to manipulating data returned 

by a terminal, attackers have the ability to intentionally engage in malicious 

conversations with a chat robot, thereby inducing a prediction error in the 

underlying artificial intelligence system. I would like to request that the user's 

text be rewritten in an academic manner. 

AI is making significant strides in various deployment scenarios, including 

but not limited to robots, virtual assistants, autonomous driving, intelligent 

transportation, smart manufacturing, and Smart Cities, leading to 

noteworthy achievements. Prominent corporations, including Google, 

Microsoft, and Amazon, have embraced artificial intelligence (AI) as a 

central component of their long-term growth strategies. In the year 2017, 
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Google's DeepMind introduced AlphaGo Zero, a program that improved its 

ability to play the game of Go solely through self-play. Remarkably, AlphaGo 

Zero managed to surpass the previous champion-defeating version of 

AlphaGo in just three days of self-training. AlphaGo Zero demonstrates the 

capacity to acquire novel insights and formulate unconventional strategies, 

thereby highlighting the significant possibilities associated with the 

application of artificial intelligence (AI) in transforming human existence 

[36]. Prevention and detection are considered the most effective strategies 

for mitigating data poisoning. The monitoring of production models enables 

the detection of data or concept drift, which encompasses phase shifts, 

imbalances, and alterations in data density and distribution. By 

implementing a system of continuous monitoring, we can effectively mitigate 

the risk of the model being influenced by compromised data according to 

Excella [35]. 

To mitigate these AI security risks according to Huawei [36], AI system 

design must overcome five security challenges: 

•  Software and hardware security: The code of applications, models, 

platforms, and chips may have 

vulnerabilities or backdoors that attackers can exploit. Further, attackers 

may implant backdoors in models to 

launch advanced attacks. Due to the inexplicability of AI models, the 

backdoors are difficult to discover. 

•  Data integrity: Attackers can inject malicious data in the training 

stage to affect the inference capability of AI 

models or add a small perturbation to input samples in the inference stage 

to change the inference result. 

•  Model confidentiality: Service providers generally want to provide 

only query services without exposing the 

training models. However, an attacker may create a clone model through a 

number of queries. 

•  Model robustness: Training samples typically do not cover all 

possible corner cases, resulting in the 

insufficiency of robustness. Therefore, the model may fail to provide 

correct inference on adversarial examples. 
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•  Data privacy: For scenarios in which users provide training data, 

attackers can repeatedly query a trained model to obtain user’s private 

information. 

 

  

 

 

 

 

 

Figure 11 AI Security Defence Architecture [61] 

For the Mitigation of attacks, it is advised to Develop defensive mechanisms 

to counter known attack strategies. Common AI security attacks encompass 

evasion attacks, poisoning attacks, backdoor attacks, and model extraction. 

Numerous countermeasures have been proposed in academic literature to 

address these attacks. These countermeasures include adversarial training, 

Network Distillation, adversarial detection, DNN model verification, data 

filtering, ensemble analysis, model pruning, PATE, and others [36]. In 

specific scenarios, adversarial training has proven to be an effective 

approach for defending models. This defence technique involves 

augmenting the training data of a supervised model with adversarial 

examples, thereby enhancing the model's ability to accurately classify such 

instances. The objective of this approach is to mitigate the potential harm 

caused by adversarial examples through the utilization of a training process 

that incorporates both clean and adversarial data Based on the available 

evidence from Sandia National Laboratories [39]. There are various 

methodologies that can be employed to implement adversarial training. The 

most direct method entails integrating adversarial examples alongside their 

corresponding "accurate" labels, thereby strengthening the model against 

specific attacks and striving to maintain model precision [39]. 
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The prevalence of adversarial machine learning poses significant 

challenges to model security. Evasion attacks, poisoning attacks, and 

various techniques that exploit vulnerabilities and backdoors are not only 

effective but also possess significant transferability, thereby posing 

substantial risks of misjudgement by AI models. Therefore, in addition to 

safeguarding against established forms of attack, it is imperative to enhance 

the security of an artificial intelligence (AI) model itself in order to mitigate 

the potential harm inflicted by alternative attack vectors. Possible 

techniques encompass model detectability, model verifiability, and model 

explain-ability [36].  The field of AI model security encompasses a diverse 

array of techniques that are specifically developed to ensure the protection 

of data and models, with a focus on maintaining their confidentiality, 

integrity, and availability.  

According to OWASP, the mitigation of these risks can be achieved through 

several measures, such as safeguarding the AI pipeline from data poisoning 

or AI supply chain assaults, concealing model parameters when feasible, 

implementing throttling and monitoring mechanisms for model access, 

identifying and addressing specific input manipulation, and including 

considerations of these attacks throughout the model training process [67]. 

A detailed guideline could be found in Appendix 6.1.2. The process of 

ensuring the security of AI models commences by implementing measures 

to protect the data that these models engage with. This process entails the 

implementation of advanced algorithms such as AES-256 for encrypting 

sensitive data, ensuring secure storage of the data, and utilizing secure 

channels for transmitting the data. Furthermore, it is imperative to 

implement rigorous access controls in order to restrict the individuals who 

are authorized to access confidential information. For example, in the 

context of a company utilizing an artificial intelligence (AI) model for the 

purpose of customer service, it becomes necessary for the model to have 

requisite access to sensitive customer data, encompassing details like 

contact information and purchase history. The implementation of strong 

encryption measures will effectively safeguard the data, rendering it 

indecipherable in the event of interception, unless the appropriate 

encryption key is possessed [40]. 

An informed user base is considered to be a highly effective means of 

defence against security threats. It is of utmost importance to provide users 

with comprehensive education regarding the potential risks that may arise 

from the utilization of AI models, including but not limited to phishing attacks 

and the improper manipulation of deepfakes. Regular training sessions 
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have the potential to assist users in recognizing potential security threats 

and comprehending the appropriate protocols for reporting such threats to 

the relevant authorities. Within the realm of AI model security, the principles 

governing the design of secure and private AI encompass various aspects. 

These include the practice of data minimization, the incorporation of privacy 

as a fundamental aspect of design both by default and by design, the 

implementation of secure data handling protocols, the acquisition of user 

consent and the provision of transparency, the utilization of anonymization 

and pseudonymization techniques, and the integration of privacy-preserving 

technologies. 

The establishment of software security architecture is an essential 

component in the process of designing and constructing artificial 

intelligence (AI) systems. This practice serves to safeguard the integrity of 

data, models, and algorithms by preventing unauthorized access, 

manipulation, or misuse. The field of architecture security necessitates a 

meticulous examination of the potential security hazards associated with the 

development of artificial intelligence (AI) systems. It is imperative to 

enhance preventive measures and impose restrictive conditions to mitigate 

risks and guarantee the secure, dependable, and manageable 

advancement of AI. When utilizing AI models, it is imperative to conduct a 

thorough analysis and assessment of the potential risks associated with 

their implementation. This assessment should be based on the unique 

characteristics and architecture of the specific services being utilized. 

Subsequently, it is essential to devise a comprehensive AI security 

architecture and deployment solution that incorporates various security 

mechanisms such as isolation, detection, failsafe, and redundancy. [36] 

The initial phase in acquiring and enhancing proficiency in software security 

architecture for AI systems involves the identification of the security 

requisites pertinent to the project at hand. This entails conducting an 

analysis of the potential threats, risks, and vulnerabilities that your artificial 

intelligence (AI) system may encounter, in addition to the regulations, 

standards, and best practices that must be adhered to [44]. 

The subsequent phase entails the selection of suitable security patterns that 

align with the security prerequisites of your AI system and its architectural 

framework. Security patterns are a set of reusable solutions that aim to 

tackle prevalent security issues encountered in the process of software 

design and implementation. Given the interdisciplinary nature of developing 
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machine learning (ML) applications, it is imperative to address any 

knowledge disparities regarding security among team members during the 

initial design phase. 

The fundamental concept underlying the security design pattern is the 

segregation of input from features. In order to train a model, it is necessary 

to extract features from the raw input. However, it is important to note that 

in the majority of machine learning problems, inputs are not utilized directly 

as features [46]. Various transformations, such as standardization, scaling, 

and encoding, are commonly employed on the input data in order to convert 

them into suitable features that can be utilized as inputs for algorithms. 

However, if these transformations are performed as preprocessing steps, 

reproducing them during prediction becomes problematic as the input for 

prediction will remain in its original, unprocessed format. It is crucial to 

establish a clear distinction between the inputs and features, encapsulate 

the preprocessing procedures, and incorporate them into the model to 

guarantee reproducibility [46]. 

When it comes to privacy, from a practical standpoint, it is advisable to limit 

the availability of sensitive data and generate anonymized duplicates for 

purposes that are not compatible, such as analytics. It is imperative to 

establish and record a purpose or lawful basis prior to data collection, and 

effectively convey this purpose to the user in a suitable manner. The 

practice of storing aggregated personal data in highly secure and limited-

access locations, as well as the decentralization of machine learning 

processes to eliminate the necessity of consolidating data in a singular 

location. In contrast, the model undergoes training through several 

iterations conducted at various locations could lead to privacy protection of 

data [67]. 

2.3.3  Ethical, Legal and Social Future of AI 

Artificial intelligence (AI) has garnered considerable attention and has been 

the subject of extensive scholarly investigation over the course of numerous 

decades, culminating in notable progress in recent times. Artificial 

intelligence (AI) possesses the capacity to profoundly transform society. 

However, apprehensions regarding its societal implications, encompassing 

the economy, healthcare, education, and employment, are increasingly 

mounting.  The field of Artificial Intelligence (AI) has had a profound impact 

on the field of human psychology, leading to significant changes in our 

cognitive processes, behaviours, and emotional reactions. The pervasive 
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presence of artificial intelligence (AI)-driven technologies has fundamentally 

transformed our understanding and engagement with the world. 

A notable transformation can be observed within the domain of human 

cognition. Artificial intelligence (AI)-enabled technologies have become 

deeply embedded in our everyday routines, exerting a significant impact on 

our cognitive processes. The utilization of AI-powered search engines and 

recommendation systems has brought about alterations in our attention 

spans, critical thinking capacities, and information processing methods. The 

stakes are high. AI may well represent the most consequential technology 

advance of our lifetime. And while that’s saying a lot, there’s good reason 

to say it. Today’s cutting-edge AI is a powerful tool for advancing critical 

thinking and stimulating creative expression. It makes it possible not only to 

search for information but to seek answers to questions. It can help people 

uncover insights amid complex data and processes. It speeds up our ability 

to express what we learn more quickly. Perhaps most important, it’s going 

to do all these things better and better in the coming months and years [65]. 

Moreover, artificial intelligence (AI) has significantly influenced and shaped 

human behaviour and social interactions. Social media platforms utilize 

artificial intelligence algorithms to curate personalized content, which can 

potentially contribute to the reinforcement of pre-existing beliefs and the 

development of polarized viewpoints. The aforementioned modifications 

carry substantial ramifications for fostering open dialogue and cultivating 

empathetic comprehension among individuals. 

AI-driven virtual assistants and chatbots have significantly transformed our 

social interactions, eliciting individuals to form emotional connections with 

these virtual entities, despite their inherent absence of authentic emotions. 

The aforementioned phenomenon prompts significant inquiries regarding 

the convergence of technology and human emotions. In brief, the influence 

of artificial intelligence (AI) on human psychology is significant and diverse, 

encompassing various aspects such as cognition, behaviour, and emotional 

experiences. The comprehension and management of psychological 

impacts assume a crucial role in establishing a harmonious and mutually 

advantageous association between humans and technology, as the field of 

AI progresses. 

The advancement and progression of this technology are occurring at an 

accelerated rate. Nevertheless, the process was not as seamless and 

effortless as it appeared to us. The current stage of artificial intelligence has 
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been achieved through the collective efforts of numerous individuals over 

the course of several years, involving extensive dedication and diligent 

work. Artificial intelligence (AI), as an innovative technology, is subject to 

numerous debates and controversies regarding its future implications and 

potential effects on humanity. While there are potential risks involved, this 

situation also presents a significant opportunity. Artificial intelligence (AI) is 

expected to be utilized for the purpose of augmenting defensive and 

offensive cyber operations. Furthermore, novel methods of cyber-attack are 

anticipated to be developed in order to exploit specific vulnerabilities 

inherent in AI technology. 

The proliferation of narrow artificial intelligence (AI) technology has led to 

the evaluation of most AI systems based on a "task-oriented evaluation" 

approach as mentioned by Hernández-Orallo [94]. This evaluation method 

assesses the AI's performance relative to specific tasks and measurable 

outcomes [48]. The advancements observed in these evaluations indicate 

that AI is increasingly valuable; however, they do not necessarily imply an 

increase in AI's level of intelligence. The process of measuring and 

evaluating artificial intelligence necessitates the application of classification 

and comprehension pertaining to the principal technologies that are 

influencing the domain. The field of artificial intelligence (AI) exhibits a wide 

range of diversity and is experiencing rapid growth, making it resistant to 

straightforward categorization. Russell and Norvig (2016) conducted a 

study that was published in the Journal of Artificial Intelligence Research 

(JAIR)[49]. Their research indicates that artificial intelligence (AI) is 

undergoing a transformation from rule-based systems to machine learning. 

This shift enables machines to acquire knowledge and enhance their 

performance through experiential learning. This implies that artificial 

intelligence (AI) is progressively becoming more versatile and experiencing 

an expansion in its functionalities. Moreover, the authors posit that artificial 

intelligence (AI) is poised to revolutionize numerous sectors.  

The establishment of secure environments for educational and exploratory 

purposes, focused on the potential enhancements of artificial intelligence in 

public service, is imperative. Furthermore, these initiatives should facilitate 

the seamless transition of these activities into large-scale implementations 

across the public service sector. The absence of safe spaces and the 

potential absence of high-priority objectives may lead to the politicization of 

any perceived failures or lack of initial success, thereby impeding the ability 

of representative governments to effectively respond to the swiftly 

advancing era of artificial intelligence. A potential concern regarding the 
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future of artificial intelligence (AI) in the realm of public service involves the 

utilization of AI by governmental entities, whether with good intentions or 

not, for the purpose of surveillance and monitoring of individual’s activities. 

Rather than facilitating the empowerment of individuals, artificial intelligence 

(AI) is employed to categorize and screen behaviours that are not 

sanctioned by the government [50]. The dissemination of information 

regarding the activities of AI and its algorithms for governmental purposes 

is not transparent to the general public. Furthermore, the public remains 

unaware of the existence of distinct risk, credit, and behavioural scores 

assigned to individuals, which subsequently impact their societal privileges 

and limitations. 

The utilization of natural language processing and machine learning 

techniques in platforms like ChatGPT is significantly transforming the 

domain of consumer content. These advancements facilitate the creation of 

dynamic and interactive experiences, which were previously only 

achievable through human curation. The transition from the curation of 

consumer-generated content to the creation facilitated by models such as 

ChatGPT has resulted in a profound and impactful alteration in the 

processes of content generation and consumption. The adoption of AI-

driven content creation presents several benefits, such as the capacity to 

produce customized responses, manage large quantities of inquiries, and 

adjust to specific user preferences [51]. 
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3 Requirements / Methods 

The proliferation and incorporation of artificial intelligence technologies into 

diverse facets of human existence in the era of AI give rise to intricate 

ethical, social, and legal quandaries. The present study aims to investigate 

the primary research issue at hand. 

In light of the rapid proliferation of artificial intelligence (AI) technologies in 

various fields, it is important to examine the complex ethical issues, societal 

ramifications, and legal factors that arise. Furthermore, it is crucial to 

establish a comprehensive framework that promotes responsible 

development and utilization of AI. 

This research problem highlights the necessity of conducting a 

comprehensive investigation and analysis of the complex interaction 

between the potential advantages of AI and the corresponding challenges 

it poses. The study will explore the diverse aspects of ethical decision-

making, societal change, and the developing legal framework in relation to 

the implementation of artificial intelligence. Furthermore, the study will 

investigate practical suggestions and principles that can assist 

policymakers, practitioners, and stakeholders in effectively navigating the 

intricate realm of AI ethics, social consequences, and legal adherence. 

The objective of this chapter is to provide an overview of the systematic 

approach and research methods utilized in the examination, analysis, and 

resolution of the complex challenges presented by the widespread adoption 

of artificial intelligence (AI) technologies. This chapter functions as an 

essential resource for comprehending the methodology employed in the 

research and the manner in which the research inquiries pertaining to 

ethical, social, and legal concerns in the era of artificial intelligence are 

being tackled.  

The inclusion of a methodology chapter in a research study serves to 

enhance transparency and rigor, enabling readers to assess the credibility 

and validity of the study's findings. Establishing the credibility of the 

research and demonstrating the appropriateness of the chosen research 

methods are crucial for addressing the intricate ethical, social, and legal 

concerns associated with artificial intelligence (AI). 
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3.1 The Employment of the Research 
Methodologies 

This section explores the research methodologies and techniques that have 

been carefully selected to conduct a thorough investigation into the ethical, 

social, and legal complexities inherent in the field of artificial intelligence (AI) 

technologies. The integration of various qualitative research methods, such 

as literature review, content analysis, and interviews, has been utilized to 

facilitate a comprehensive examination of the research problem. 

 

 

 

 

 

 

 

 

 

 

 

 

3.1.1 Employed Methods for Data Collection 

The qualitative research approach has been adopted in light of the complex 

and diverse nature of the subject matter. This methodology has been 

acknowledged as suitable for exploring complex phenomena and capturing 

the contextual essence. The primary aim of this study has been to gain in-

depth understanding of the ethical, social, and legal dimensions of artificial 

intelligence (AI). This has been achieved through a comprehensive analysis 

Figure 12 Research Approaches 
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of existing scholarly literature and the collection of firsthand data from 

interviews. 

The initiation of data collection originated from an extensive literature 

review, which involved a thorough examination of scientific papers, 

research articles, comprehensive reports, and relevant policy documents. 

The collection of scholarly sources played a crucial role in addressing the 

ethical, social, and legal challenges associated with artificial intelligence 

(AI). Additionally, these sources provided valuable insights into the 

prominent themes and future directions within the vast field of AI. In addition, 

the utilization of secondary data obtained from reliable academic databases 

and platforms relevant to the research field enhanced the ability to identify 

significant patterns, trends, and insights pertaining to the complex dynamics 

of artificial intelligence. 

The research process encompassed two distinct approaches to gathering 

data, namely descriptive and experimental methods. The former 

encapsulated an immersive and extensive scrutiny of scholarly literature. 

This process enabled the identification and analysis of significant ethical 

dilemmas, societal consequences, and legal complexities that arise from 

the deployment of artificial intelligence. The latter, which refers to the 

experimental arm, was utilized to analyze and examine specific scenarios 

or use cases in which AI is integrated, with the aim of comprehensively 

assessing its operational dynamics within carefully controlled and 

empirically designed environments. 

The progression of interviews transpired as a resilient mechanism for 

engagement, facilitating semi-structured dialogues with prominent figures in 

the field of artificial intelligence. The utilization of qualitative inquiry 

principles in these dialogues facilitated the exploration and expression of 

personal and professional perspectives on the ethical, social, and legal 

aspects of artificial intelligence. The subsequent interview transcripts 

served as valuable sources of detailed narratives, which were then 

analyzed to identify common themes. These themes provided additional 

support, contrasting viewpoints, and enriched perspectives to the 

conclusions drawn from the literature review and content analysis. 

3.1.2 Utilized Data Analysis Methods 

In the pursuit of data sources that align with the fundamental nature of the 

study, non-probability sampling methodologies have gained prominence. 

Considering the unique characteristics of the research landscape and the 
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need to access the knowledge of experts in artificial intelligence, purposive 

sampling emerged as the preferred methodology. The intentional method of 

participant selection allowed for the inclusion of individuals who possess 

extensive knowledge and experience in the field of artificial intelligence. 

This contributed valuable firsthand accounts, personal experiences, and 

cognitive insights to enhance the research process. 

The application of the interpretive framework of content analysis was 

skillfully utilized to analyze and interpret the qualitative data obtained from 

a range of literary sources. The methodology employed in this study 

involved a rigorous process of categorizing and analyzing textual data. This 

approach facilitated the identification of recurring themes, patterns, and 

initial insights that are relevant to ethical considerations, societal impacts, 

and the complex legal framework that AI is intertwined with. The process of 

content analysis has the ability to transform data into narratives that are rich 

in knowledge, thereby providing insights into the various dimensions 

associated with artificial intelligence.  

Data from the interviews were analyzed using theme analysis. Interviews 

with professionals, stakeholders, and people impacted by artificial 

intelligence (AI) technology were undertaken. Through thorough coding of 

interview transcripts and thematic analysis, recurrent themes pertaining to 

the social, legal, and ethical implications of AI were found. The obstacles 

and ramifications of AI incorporation into society were then thoroughly 

understood by interpreting these themes. Thematic analysis enhanced the 

research findings and contributed to a comprehensive investigation of the 

thesis issue by revealing complex viewpoints and insights from 

respondents. 

In conclusion, the employed research methodologies have facilitated a 

comprehensive comprehension of the complex ethical, social, and legal 

framework created by artificial intelligence technologies. The utilization of 

qualitative research methods, extensive literature analysis, content 

analysis, and strategic interviews resulted in an enhanced understanding of 

the various complexities inherent in the ethical, social, and legal dimensions 

of artificial intelligence. 



 

62 

3.2 The Rationale for the Selection of the 
Methodology 

The incorporation of a thorough literature review and the extraction of 

secondary data are essential in order to develop a robust foundational 

comprehension of the intricate terrain encompassing the ethical, social, and 

legal dimensions of artificial intelligence. The adoption of this particular 

methodology enables the integration of current knowledge, identification of 

crucial themes, and recognition of emerging trends within the field of 

artificial intelligence. The extensive array of academic sources provides 

valuable insights and diverse perspectives from experts and scholars, 

facilitating a comprehensive examination of the research issue within its 

appropriate context. Through an in-depth examination of existing research 

and pertinent documents, this study attains a comprehensive viewpoint that 

establishes a standard for interpreting and assessing the empirical findings. 

The duality of data collection methodologies, encompassing both 

descriptive and experimental approaches, arises from the necessity to 

comprehend both broad patterns and specific operational intricacies of 

artificial intelligence (AI) technologies. The descriptive approach aims to 

comprehensively explore the ethical, social, and legal considerations, in line 

with the study's objective of providing a comprehensive perspective on the 

impact of artificial intelligence. In contrast, the utilization of experimental 

methodology provides the chance to investigate particular scenarios and 

use cases, thus facilitating a comprehensive examination of the implications 

of artificial intelligence within controlled contexts. The inclusion of various 

methodologies in this study allows for a comprehensive examination of the 

subject matter, while also uncovering subtle details that may be disregarded 

in more general analyses. 

The utilization of non-probability purposive sampling is a deliberate strategic 

decision made in light of the research topic's specialized and domain-

specific characteristics. The emphasis on involving AI experts and 

stakeholders is in line with the objective of accessing firsthand perspectives 

and insights from individuals who possess extensive experience in AI 

development, policy creation, and implementation. The utilization of this 

specific sampling technique guarantees that the research is enhanced with 

genuine narratives and experiences that form the foundation of the ethical, 

social, and legal intricacies linked to artificial intelligence. By directing 

attention towards this specific group of participants, the study seeks to 
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uncover intricate viewpoints and perspectives that would otherwise remain 

unexamined in more comprehensive random sampling approaches. 

The use of content analysis has proven to be a valuable method for 

extracting significance from a wide range of textual data collected from 

various sources. The selection of this methodology is consistent with the 

study's aim to comprehensively classify, encode, and analyze written 

material in order to identify recurring themes, patterns, and emerging 

insights. The study utilizes content analysis as a methodological approach 

to systematically extract and integrate significant information pertaining to 

ethical considerations, societal impacts, and legal dimensions of artificial 

intelligence (AI). The chosen methodology enables the research to 

effectively analyze the qualitative data by incorporating various 

perspectives into a cohesive framework. 

The conduction of interviews as a method of data analysis is based on the 

necessity to obtain primary and personalized perspectives from individuals 

who are actively involved in the field of artificial intelligence. This particular 

methodological approach facilitates an in-depth exploration of the ethical, 

social, and legal aspects, providing a platform for participants to openly 

discuss their experiences, beliefs, and expert viewpoints. Interviews play a 

crucial role in connecting theoretical frameworks with real-life experiences, 

enhancing the qualitative findings obtained from literature reviews and 

content analysis. The interactive nature of interviews fosters a conducive 

environment for participants to engage in thoughtful introspection regarding 

the intricate facets that contribute to a comprehensive understanding of the 

multifaceted challenges associated with artificial intelligence. 

Through the incorporation of various research methodologies, this study 

enhances its comprehension of the ethical, social, and legal challenges of 

artificial intelligence (AI), thereby guaranteeing a thorough and 

knowledgeable examination of the research issue. 

3.3 Empirical Investigation: Interviews 

The conduction of interviews has been instrumental in facilitating 

comprehensive data gathering for the thesis, which explores the intricate 

terrain encompassing the social, legal, and ethical dilemmas presented by 

artificial intelligence. By actively participating in extensive discussions with 
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experts, stakeholders, and practitioners in the field of artificial intelligence 

(AI), I have been fortunate to acquire invaluable insights and perspectives 

that enhance the qualitative depth of the research. 

Through these interviews, an opportunity to delve into the nuanced 

dimensions of artificial intelligence's influence on society, the complexities 

of legal structures, and the ethical quandaries confronted by developers and 

users of AI has been utilized. The inclusion of firsthand narratives and 

experiences shared by the interviewees has contributed a humanistic 

perspective to the intricate matters being examined. The participant’s 

sincere and forthright answers have provided valuable insights into the 

practical obstacles and ethical quandaries that arise in relation to artificial 

intelligence (AI). This has contributed to a comprehensive comprehension 

of the various ways in which AI is perceived, encountered, and governed 

across diverse settings. 

In conclusion, the inclusion of interviews in my data collection methodology 

has not only bolstered the validity and comprehensiveness of my research, 

but has also cultivated a heightened understanding of the practical 

ramifications of the widespread integration of artificial intelligence in our 

society.  

The interview has been conducted with a total of five candidates, 

comprising:  

1- The first Interviewee is a researcher specializing in deep learning and 

an AI developer employed at Linkthat. The individual in question has 

held the position of Machine Learning Engineer at Canva and is 

presently engaged as an AI researcher and developer with the 

objective of creating innovative AI solutions. 

2- The Interviewee is a machine learning engineer plays a crucial role 

in assisting organizations in the development and implementation of 

artificial intelligence (AI) solutions to address practical challenges 

encountered in real-world scenarios. The individual possesses 

extensive expertise in the field of AI training and is presently 

employed as an AI data scientist in Mexico. 

3- The interviewee holds the position of a healthcare industry architect 

at Microsoft, where his primary responsibility entails assisting 

healthcare customers and partners in their transition towards utilizing 

the intelligent cloud through Microsoft Azure. 
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4- The interviewee is a Cloud Solution Architect at Microsoft, 

specializing in providing support for Mission Critical systems (SfMC) 

with the aim of ensuring comprehensive care for such systems. 

The interview encompassed a series of inquiries, which were as 

follows: 

• What are the primary ethical dilemmas that arise in relation to the 

advancement and implementation of AI technologies? 

• How can AI developers effectively establish transparency and 

accountability within their algorithms in order to effectively address 

ethical concerns? 

• How has AI influenced or disrupted traditional job roles and 

industries in your experience? 

• Could you provide an analysis of the various instances in which 

artificial intelligence (AI) has exerted a substantial influence on 

human behavior or social dynamics? 

• In the context of your professional background, have you 

encountered any legal complexities or uncertainties pertaining to 

artificial intelligence (AI) technologies? Could you kindly provide 

some examples, please? 

• In your perspective, what are the most pressing domains 

necessitating additional research or policy formulation to effectively 

navigate the intricacies of artificial intelligence? 

• What recommendations can be provided to policymakers, AI 

developers, and stakeholders in order to more effectively tackle the 

ethical, social, and legal challenges presented by AI? 
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4 Implementation / Testing / 
Evaluation Results 

4.1 Interview Perceptions and Interpretations 

This section discusses the perspectives and suggestions provided by 

experts in the field of artificial intelligence (AI) pertaining to the ethical, 

social, and legal implications of AI on society. Additionally, it explores 

strategies to develop AI systems that are reliable and safeguarded. The 

comprehensive responses are provided in Appendix B. 

Interviewee 1:  

When asked about suggestions for tackling the complex issues associated 

with artificial intelligence, the AI researcher interviewed shared valuable 

perspectives. The speaker placed significant emphasis on the significance 

of education and issued a warning against yielding to exaggerated 

enthusiasm surrounding artificial intelligence (AI), urging individuals with 

vested interests to acquire a comprehensive understanding of the practical 

ramifications of this technology. Furthermore, he emphasized the 

importance of dedicating time to understanding artificial intelligence (AI) 

systems, with a particular focus on the crucial considerations of robustness 

and security. The researcher advocated for the need of collaborative 

endeavours between academia, industry, and government in order to foster 

the development of sophisticated security measures. The researcher 

underscored the importance of safeguarding against vulnerabilities. 

 Furthermore, the researcher expressed apprehensions regarding the 

potential of AI to foster a perception of indolence among its users. The 

increasing reliance on AI systems for task handling and immediate problem-

solving may potentially diminish individual’s inclination towards critical 

thinking and problem-solving, thereby impacting their work habits and 

productivity. When prompted to present examples of significant effects of AI 

on human behaviour and social dynamics, the AI researcher provided 

insightful perspectives on various crucial domains. Initially, the author 

acknowledged the psychological and social ramifications of artificial 

intelligence (AI), highlighting the growing dependence of individuals on AI 

platforms such as ChatGPT. The increasing reliance on artificial intelligence 
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(AI) for information retrieval and human-computer interaction possesses the 

capacity to fundamentally alter individual’s perceptions and interactions with 

technology, thereby exerting an influence on their behaviours and attitudes. 

Moreover, the researcher emphasized a notable alteration in decision-

making procedures, whereby a considerable number of individuals currently 

depend on artificial intelligence (AI) as a source of guidance when making 

decisions. The alteration in the dynamics of decision-making, which is 

influenced by recommendations and predictions generated by artificial 

intelligence, carries significant implications for personal autonomy and 

individual agency. 

In relation to areas necessitating additional investigation and policy 

formulation in the field of artificial intelligence (AI), the researcher has 

identified ethical considerations in AI, security concerns, environmental 

sustainability (also known as green AI), and the optimization of efficiency as 

pivotal domains. The speaker underscored the ethical obligation to develop 

artificial intelligence (AI) systems devoid of bias and stressed the necessity 

of implementing robust security protocols. In addition, he espoused the 

adoption of environmentally sustainable AI technologies and resource-

efficient models as means to address and alleviate the negative effects on 

the environment. 

The researcher emphasized the importance of meticulous data selection, 

thorough model training, rigorous testing, and continuous quality checks as 

crucial measures to ensure ethical development of AI algorithms with 

regards to transparency and accountability. Regarding occurrences of bias 

and discrimination in artificial intelligence (AI), the researcher emphasized 

specific situations such as loan approval processes and job application 

evaluations. He emphasized the significance of thorough evaluation, the 

reduction of bias, and continuous monitoring from an ethical standpoint. 

Ultimately, the researcher presented concrete illustrations of the effects of 

artificial intelligence (AI) on job positions and sectors in the real world. 

These examples encompassed the alteration of design responsibilities 

through the utilization of AI metric tools, as well as the impact of AI on the 

domains of copywriting and coding. Additionally, the author observed the 

involvement of artificial intelligence (AI) in problem decomposition, wherein 

AI generates code for smaller components within larger systems. This 

highlights the significant impact of AI across different industries and 
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emphasizes the necessity for adaptation. Taken together, these 

observations underscore the significance of well-informed and prudent 

artificial intelligence (AI) advancement, the key domains necessitating 

additional investigation and policy formulation, and the ethical deliberations 

crucial for the responsible implementation and incorporation of AI across 

various sectors. 

Interviewee 2: 

During the interview, the AI researcher provided insights into various critical 

challenges and ethical considerations associated with the domain of 

machine learning and artificial intelligence (AI). One of the primary 

challenges that was discussed pertained to the application of user data for 

the purpose of training machine learning models. The researcher 

highlighted the necessity of tackling this challenge through the inclusion of 

terms and services clauses, emphasizing the significance of protecting 

personal information and upholding privacy considerations. 

Another notable challenge that was emphasized is the existence of biases 

within the data utilized for training artificial intelligence (AI) models. The 

researcher presented a specific instance to demonstrate how biases 

present in data, such as the association between gender and salary, can 

unintentionally sustain discriminatory practices if not adequately addressed 

during the training phase. This highlights the ethical obligation to 

acknowledge and address biases in order to guarantee that AI systems 

deliver equitable and impartial predictions. 

The interviewee expressed apprehensions regarding the automation of jobs 

and the potential ramifications for the labour force as artificial intelligence 

(AI) progresses further. The researcher emphasized the necessity of 

proactively addressing the challenge of job displacement as the field of 

artificial intelligence (AI) continues to advance, while also acknowledging 

that it may not be an immediate concern. Within the domain of education, 

the researcher examined the profound influence of artificial intelligence (AI), 

specifically focusing on Large Language Models (LLMs). The rapid 

production of high-quality essays by students poses a challenge to 

conventional pedagogical approaches. The researcher emphasized the 

importance for educational institutions to carefully contemplate the 

integration of AI technologies in order to augment education while 

safeguarding the development of student’s critical thinking and creative 

capacities. 
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Finally, the interviewee discussed the matter of content recommendation on 

social media platforms. He emphasized the tendency of AI-powered content 

recommendation algorithms to prioritize user engagement at the expense 

of content quality and accuracy. This prioritization has the potential to 

facilitate the spread of false or misleading information and further reinforce 

user biases. This observation necessitates a reassessment of content 

recommendation algorithms in order to ensure their alignment with wider 

ethical goals. 

In general, the observations derived from the interview highlight the 

complex difficulties and ethical deliberations that are inherent in the fields 

of artificial intelligence (AI) and machine learning. These challenges 

encompass a wide range of issues, including safeguarding data privacy, 

mitigating bias, and understanding the repercussions on employment, 

education, and the dissemination of content on social platforms. These 

considerations play a crucial role in providing guidance for the responsible 

development and implementation of AI technologies in the present-day 

society. 

Interviewee 3:  

During the interview conducted with an expert in the field of artificial 

intelligence (AI) in healthcare at Microsoft, the discussion centred around 

six key principles that are deemed essential for ensuring responsible and 

ethical AI practices. These pillars, including fairness, reliability, safety, 

privacy, inclusiveness, apparency, and accountability, were emphasized as 

crucial components in the development and deployment of AI technologies. 

The significance of transparency in the development of artificial intelligence 

(AI) was underscored by the expert, who urged developers to openly 

communicate their data sources and exhibit their commitment to data 

profiling, quality assessment, and distribution metrics. The importance of 

mitigating bias and promoting diversity in datasets was emphasized as a 

means of preventing the development of biased artificial intelligence 

algorithms. The interviewee emphasized the importance of remaining 

vigilant regarding edge circumstances and the necessity of incorporating 

disclaimers when employing AI in key domains such as medical diagnostics. 

The topic of drift detection in artificial intelligence (AI) models was 

examined, with a particular focus on the significance of continuously 

monitoring the performance of models in real-world situations and adjusting 

them to accommodate changing populations. In relation to the influence of 
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artificial intelligence (AI) on occupational positions, the specialist elucidated 

that AI ought to be perceived as a collaborative partner, augmenting human 

capacities rather than supplanting them. Regarding the future, the 

interviewee conveyed apprehensions regarding the ethical aspects of AI 

prediction models in domains such as healthcare. They underscored the 

imperative for comprehensive investigation, policy formulation, regulatory 

measures, and establishment of societal norms to effectively tackle these 

difficulties. This interview offers significant insights into the responsible 

advancement and ethical considerations of artificial intelligence (AI), 

specifically within the realm of healthcare. It also prompts relevant inquiries 

for subsequent research endeavours and the formulation of policies. 

Interviewee 4: 

During an interview with a security specialist from Microsoft, a 

comprehensive examination of the fundamental elements pertaining to the 

ethical considerations of artificial intelligence (AI) and its ramifications on 

the industry were deliberated. One prominent ethical concern that was 

emphasized is the matter of privacy, wherein Microsoft takes an active 

approach by incorporating privacy as a set of guidelines to assist developers 

in adhering to ethical issues right from the initial phases of the design 

process. Furthermore, the issue of accountability has surfaced as a 

prominent consideration, particularly within the realm of security. In 

response to the inquiry regarding strategies for AI developers to foster 

transparency and accountability, the interviewee acknowledged the nascent 

nature of rules in this domain and underscored the significance of toolkits 

as valuable resources to aid developers in effectively addressing ethical 

dilemmas. 

The expert highlighted notable effects of AI on conventional employment 

positions and industries, with a specific emphasis on its influence on 

security operations, particularly in the domain of incident management. The 

advent of artificial intelligence (AI) has significantly transformed the security 

domain by facilitating the provision of comprehensive insights into various 

incidents. This technological advancement has revolutionized security 

practices, allowing for the use of tactics such as reverse engineering 

attacks. Consequently, AI has empowered security professionals to 

effectively identify the underlying origins of breaches. 

The interviewee emphasized the significant impact of AI on human 

behaviour and social dynamics, specifically highlighting the efficacy of 

ChatGPT and the incorporation of AI functionalities into Microsoft products 
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as illustrative instances. Additionally, the expert emphasized the necessity 

for ongoing research in the domains of security breaches targeting machine 

learning systems and the wider societal implications of artificial intelligence, 

highlighting the significance of future exploration into these subjects 

especially when it comes to the cyber-attacks on the algorithms and the 

impact of AI on human behaviour. 

In brief, this interview with the security expert from Microsoft provides 

insights into the ethical quandaries associated with artificial intelligence (AI), 

the actions being implemented to tackle them, and the profound impacts of 

AI on employment positions, sectors, human conduct, and security. It 

underscores the persistent requirement for research and attentiveness in 

these domains. 
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4.1.1 Interviews Analysis of Results 

The table below demonstrates the final results of the interviews in the form 

of challenges, new findings and similarities amongst the interviewees. 

Interviewee Challenges Findings Similarities 

1 • lack of 

educations 

regarding AI 

• Robustness and 

security 

• Dependence 

and indolence 

• Effect of AI on 

Environment 

• Real world 

effect of AI on 

jobs 

• AI impact on 

human 

psychology 

 

• Ethical AI 

Development 

 

• Data Privacy 

and Bias 

Mitigation 

 

• Job 

displacement 

concerns 

 

• Transparency 

and 

Accountability 

 

• Educational 

and Content 

Concern 

2 • User data 

protection 

• Content 

recommendation 

algorithms 

• Educational 

impact of AI 

• Content 

Quality vs. 

Engagement 

 

3 • Concerns about 

Ethical AI in 

Healthcare 

 

• Bias 

Prevention 

Through 

Diversity 

• AI as a 

Collaborative 

Partner 

• Principles for 

Responsible AI 

4 • Privacy and 

Accountability 

• Transparency 

and Toolkit 

Usage 

• Transformation 

of Security 

Operations 
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Table 1 Comparison of Interview Findings 

In order to recognize the recurrent themes that surfaced from the interviews 

conducted with professionals in the domain of artificial intelligence (AI). The 

interviews consistently highlighted five critical points. The crucial ethical 

aspects of data privacy and the reduction of bias in AI systems were 

emphasized, emphasizing the importance of safeguarding user data and 

promoting justice in the development of AI. Furthermore, the interviewees 

consistently highlighted the importance of ethical progress in the field of 

artificial intelligence (AI), underscoring the necessity for clear norms and a 

steadfast dedication to accountability. Furthermore, the interviews 

recognized issues pertaining to job displacement caused by artificial 

intelligence (AI) and its ramifications for the labour market, underscoring the 

necessity of taking proactive measures to tackle this issue. Furthermore, 

there was a persistent emphasis on the significance of transparency and 

accountability in the development of artificial intelligence (AI). This 

encompassed various issues including effective sharing of data sources, 

continuous monitoring of models, and the responsibility of developers. 

Finally, the interviews explored the implications of artificial intelligence (AI) 

on education and the usage of content recommendation algorithms in social 

media. These discussions shed light on the intricate process of 

incorporating AI into education while simultaneously safeguarding critical 

thinking skills and maintaining a delicate equilibrium between content 

quality and user engagement. The identification of these recurring themes 

offers significant contributions to the understanding of ethical and practical 

implications within the domain of artificial intelligence, Discussion 

This analysis supports the theory that, artificial intelligence (AI) possesses 

the capacity to profoundly transform numerous sectors, yet it concurrently 

introduces ethical, social, and legal complexities. Additional research and 

the implementation of legislative measures are necessary to guarantee a 

fair and accountable integration of artificial intelligence (AI) into society. 
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4.2 Discussion and Interpretation 

The results indicate that Artificial Intelligence (AI) has brought about 

significant transformations across diverse sectors, encompassing 

healthcare, humanitarian aid, and social activities, with the capacity to 

facilitate economic growth, societal advancement, and human well-being. 

Nevertheless, the rapid growth of this phenomenon gives rise to a range of 

ethical, legal, and social quandaries that necessitate continuous 

examination. The restricted level of understandability exhibited by AI-driven 

technology, apprehensions regarding the safeguarding of data and privacy, 

as well as ethical deliberations, present notable hazards to users, 

developers, and governmental parties. The primary objective of this study 

was to examine the ethical, social, and moral ramifications associated with 

the implementation of artificial intelligence. 

The incorporation of artificial intelligence (AI) into routine tasks has given 

rise to ethical considerations pertaining to autonomy, accountability, and 

bias. The intricacy of accountability is amplified when artificial intelligence 

(AI) systems depend on intricate algorithms, and there is a mounting 

concern regarding the existence of bias within AI systems. In order to 

achieve fair and unbiased decision-making, it is imperative to possess a 

high level of technical expertise and a thorough comprehension of social 

dynamics and ethical principles. 

The data suggest that The Age of Artificial Intelligence (AI) represents a 

pivotal juncture in the annals of human civilization, as it is widely posited 

that the advent of intelligent machines and algorithms holds the potential to 

augment and amplify human capacities. The progress made in artificial 

intelligence (AI) technology has resulted in its utilization across various 

domains, including natural language processing, computer vision, machine 

learning, and robotics. These advancements have proven advantageous for 

sectors such as healthcare, finance, and transportation,etc. Nevertheless, 

it is imperative to acknowledge that artificial intelligence (AI) has the 

potential for misuse or the manifestation of detrimental behaviours. 

Consequently, the significance of law, ethics, and technology in governing 

AI systems is progressively paramount. According to the studies, Artificial 

Intelligence (AI) can be categorized into two main types: weak AI and strong 

AI. Weak AI refers to AI systems that demonstrate intelligence in specific 

tasks or domains, while strong AI aims to replicate the cognitive abilities and 

characteristics of a human mind. The distinction between weak and strong 

artificial intelligence (AI) was first introduced by philosopher John Searle in 
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1980, thereby initiating a critical examination of the fundamental 

characteristics of AI. The concept of Strong AI necessitates a level of 

generality, as opposed to general AIs that lack the capability to exhibit true 

cognitive abilities but can simulate general intelligence. 

Scholars from diverse fields are collaborating to advance the progress of 

creating resilient artificial general intelligence (AGI), capable of performing 

a broad spectrum of tasks at a level of intelligence comparable to humans. 

In contrast to narrow artificial intelligence (AI), which exhibits limitations in 

performing specific tasks. The notion of self-improving general-purpose 

systems pertains to the capacity of a system to augment its functionalities 

and adjust to artificial intelligence. These results build on existing evidence 

of the proliferation of disinformation, which refers to the deliberate 

dissemination of false or biased information with the intention to mislead, is 

an increasingly prevalent phenomenon that presents significant challenges 

to both commercial enterprises and democratic systems. Starting with 

Artificial intelligence (AI) agents which possess the capacity to produce 

textual content that supports various perspectives, enabling them to 

potentially influence public discourse by disseminating disinformation and 

promoting fabricated agendas. Corporations have the capacity to employ 

artificial intelligence (AI) agents in order to create narratives that appear 

credible in relation to their corporate social responsibility (CSR) initiatives. 

This utilization of AI agents can potentially facilitate the process of 

greenwashing by augmenting it with machine-based practices. Adversarial 

stakeholders have the capability to employ artificial intelligence agents in 

order to produce plausible narratives that portray corporations in an 

unfavourable manner. 

According to the recent scientific implication, In order to optimize the 

utilization of AI agents, it is imperative to establish and incorporate a 

concept of expertise and prestige pertaining to the source within the learning 

procedure. The revaluation of the concept of expertise within AI agents is of 

utmost importance, as it is based on the statistical assumption that a 

substantial and diverse collection of sources will effectively encompass the 

knowledge pertaining to a given subject matter. 

Artificial Intelligence (AI) that is commonly used nowadays is known as 

Narrow AI or Weak AI, it demonstrates efficacy within a particular domain. 

However, its performance is heavily reliant on both training data and 

programming, which are closely intertwined with the concepts of big data 
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and individual contributions. The development of artificial intelligence (AI) 

systems is highly dependent on extensive quantities of data, encompassing 

private and personal information, necessitating appropriate measures to 

ensure protection against unauthorized utilization and exploitation. The 

opacity of AI systems, specifically those employing machine learning and 

deep learning techniques, can hinder thorough examination, thereby 

increasing the potential for malevolent exploitation. 

It was clearly demonstrated that AI has the potential to inherit human biases, 

including those related to gender and race, which constitutes a significant 

factor to consider. Artificial intelligence (AI) systems continue to undergo 

training facilitated by human operators and rely on datasets generated by 

humans. These datasets are subsequently assimilated by AI systems and 

subsequently employed in practical, real-world scenarios. The 

consideration of accountability arises when an AI system fails to 

successfully execute a designated task. The Resolution of the European 

Parliament urges the prompt establishment of a legislative framework that 

governs robots and artificial intelligence (AI) systems with the ability to 

anticipate and adapt to scientific advancements projected in the near future. 

The prevalence of selection bias in datasets utilized for the development of 

AI algorithms is a widespread issue. This bias is evident in automated facial 

recognition systems and the datasets associated with them, leading to 

diminished accuracy when identifying individuals with darker skin tones, 

especially women.  

It is imperative for organizations to adhere to ethical standards during the 

development of artificial intelligence (AI) systems. The process of shifting 

from curation to creation encounters obstacles in the efforts to address 

biases and uphold fairness in AI-generated content. Artificial intelligence 

(AI) systems have the ability to acquire knowledge from large datasets, 

which may contain biases that can be reproduced in the generated content. 

This can result in the production of "real-time" deepfakes. The utilization of 

deepfakes has the potential to manipulate electoral processes, leading to 

the dissemination of misleading information among voters and ultimately 

eroding the foundations of democratic systems. Nevertheless, the utilization 

of deepfake technology also engenders apprehensions regarding its 

prospective application in military operations, wherein the dissemination of 

deceptive information and the fabrication of evidence may heighten 

hostilities and exacerbate armed conflicts.  



 

 

77 

The data contribute a clearer understanding of how Artificial intelligence (AI) 

has brought about a significant transformation in various industries through 

its ability to replicate human cognitive functions. This has resulted in the 

optimization of operational processes and a profound impact on human 

interactions. Nevertheless, the legal framework encounters various 

obstacles in effectively regulating these systems, encompassing issues 

related to liability, responsibility, and accountability. With the increasing 

autonomy of AI systems, it is imperative to establish comprehensive 

guidelines for developers, users, and stakeholders. The societal 

ramifications of AI's extensive integration encompass employment 

displacement and the potential amplification of societal disparities as a 

result of biased algorithms and decision-making driven by data. The 

imperative for ethical and responsible deployment of artificial intelligence 

(AI) is of paramount importance, given the growing autonomy and 

independence of AI systems. 

According to many studies, The importance of safeguarding data privacy 

and protection is paramount within the realm of Artificial Intelligence (AI) 

and its application in daily existence. The utilization of artificial intelligence 

(AI) engenders apprehensions pertaining to data accessibility, the 

categories of information it can retrieve, and the possibility of privacy 

infringements. The capacity of artificial intelligence (AI) to recognize 

patterns, acquire knowledge, and make predictions pertaining to individuals 

and collectives is substantial; however, it has the potential to generate data 

that surpasses what an individual intentionally divulged. The utilization of 

predictive technologies has the potential to deduce personal information 

pertaining to individuals who have made a deliberate decision to withhold 

such information. This gives rise to inquiries regarding the definition of 

personal information and its applicability to principles governing the privacy 

of information. Artificial intelligence (AI) methodologies, specifically machine 

learning, heavily depend on extensive datasets for the purpose of training 

and evaluating algorithms. This reliance on large amounts of data can 

potentially conflict with the principle of limited data collection. The 

proliferation of Internet of Things (IoT) devices, smartphones, and web 

tracking has resulted in the accumulation of data from these devices, which 

is subsequently utilized as input data for artificial intelligence (AI) systems. 

The rapid analysis of extensive datasets, including personal information, by 

artificial intelligence (AI) holds potential advantages in enhancing 
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information accessibility. Nevertheless, the improper utilization of social 

media platforms can result in significant repercussions, including the 

generation of financial gains for these platforms and the manipulation of 

consumer actions. AI-powered information systems have the potential to 

erode democratic processes through the erosion of trust, the exacerbation 

of social divisions, and the incitement of conflicts, ultimately leading to 

adverse public consequences. AI-driven surveillance can be employed by 

governments and influential entities to exert direct control and suppress 

individuals. 

Furthermore,  Artificial intelligence (AI) possesses the capacity to bring 

about a transformative impact on military and defence systems. However, it 

also presents a noteworthy peril in terms of depersonalizing lethal force and 

engendering the development of Lethal Autonomous Weapon Systems 

(LAWS). Autonomous weapons possess the capability to independently 

detect, identify, and engage human targets without the need for human 

intervention, thereby signifying a significant paradigm shift in the realm of 

warfare. These objects have the potential to be manufactured in large 

quantities at a low cost and can be readily deployed to cause harm on a 

large, industrialized level. There has been a continuous discourse 

surrounding the prevention of the proliferation of lethal autonomous 

weapons systems (LAWS) and the imperative to safeguard them against 

cyber infiltration or misuse. Artificial intelligence (AI) possesses the capacity 

to adversely affect the overall welfare of a substantial portion of society by 

means of social determinants of health, including exerting control and 

manipulation over individuals, as well as the potential for causing extinction. 

Furthermore, it is plausible that artificial intelligence (AI) may contribute to 

the continuation of moral shortcomings and hinder the progress of moral 

values. The evaluation of the consciousness and level of consciousness in 

highly developed artificial intelligence (AI) presents considerable difficulties. 

However, neglecting to prioritize the welfare of these AI entities could 

potentially result in severe risks to our survival. 

According to many scholars, it was mentioned that the utilization of AI 

technology gives rise to apprehensions regarding the possibility of bias and 

discrimination. Bias can arise due to inaccurate presumptions or data that 

does not adequately represent the population, resulting in prejudiced 

judgments influenced by variables such as race, gender, or socioeconomic 

standing. Artificial intelligence (AI) systems possess a level of impartiality 

that is directly proportional to the impartiality of the data on which they are 

trained. Consequently, if the training data exhibits bias, the resulting AI 
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system will inevitably reflect that bias. In order to mitigate bias, it is 

imperative that AI systems undergo training using a diverse array of data 

and undergo regular audits. Three primary sources of bias commonly 

manifest in artificial intelligence (AI) systems: data bias, algorithmic bias, 

and user bias.  

This analysis supports the theory that Artificial intelligence (AI) systems are 

progressively enhancing their capacity to execute tasks that have 

conventionally been carried out by human beings. This advancement has 

the potential to result in job displacement, economic upheaval, and the 

necessity to provide individuals with retraining opportunities. The matter at 

hand is intricately connected to apprehensions regarding privacy, as the 

implementation of AI technology has the potential to heighten the financial 

vulnerability of workers and compel them to relinquish their privacy. The 

increasing complexity of AI-related occupations has led to projections 

indicating that the implementation of AI-driven automation will result in a 

significant number of job displacements, ranging from tens to hundreds of 

millions, over the course of the next ten years. The ramifications will be 

particularly notable in low and middle-income nations, as it will entail the 

displacement of employment opportunities that necessitate lower levels of 

skill. Nevertheless, it is crucial to acknowledge that the planet's ability to 

sustain the exploitation for the purpose of economic production is limited, 

and ensuring a fair distribution of productivity within society is not a 

guaranteed outcome. The advent of automation has predominantly led to a 

reallocation of income and wealth from labour to capital proprietors, thereby 

intensifying global disparities in wealth. The current state of affairs regarding 

the scarcity or obsolescence of employment in society is marked by a 

notable deficiency in comprehending the psychological and emotional 

ramifications. Furthermore, there appears to be a dearth of attention given 

to the formulation of policies aimed at mitigating the adverse health 

consequences associated with unemployment. 

Moreover, throughout the study, it was noticable that Cyber threats pose a 

significant challenge for security personnel, causing significant harm to 

networks. Advanced technologies, such as artificial intelligence (AI), help 

enhance operational efficiency and protect organizations against cyber 

threats. AI can efficiently manage and process large volumes of data, 

enabling data transmission and detecting hidden hazards. However, AI can 

also lead to duplicative processes, reducing efficiency. AI can handle 
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repetitive cyber security tasks, alleviating the burden on security personnel 

while emulating human characteristics and excluding inherent limitations. 

This helps identify and mitigate inherent security vulnerabilities on a 

recurring basis, ensuring the security of the network.  

The study demonstrates a correlation between Trust in artificial intelligence 

(AI) and the social,ethical and legal impact it has as trust is crucial for AI‘s 

success, as it fosters user acceptance, promotes transparency and 

accountability, and mitigates AI bias. Trustworthy AI systems can offer 

justifications for their decisions, ensuring transparency and accountability. 

The concept of trust is also linked to the ethical advancement of AI, 

emphasizing user well-being, privacy, and adherence to ethical guidelines. 

The High-Level Expert Group on Artificial Intelligence (AI HLEG) endorses 

a comprehensive structure for Trustworthy AI, emphasizing three 

fundamental elements: adhering to laws and regulations, embodying ethical 

principles and values, and possessing robustness. Each component must 

function synergistically and exhibit overlapping functionality, and society 

should strive to harmonize them if conflicts arise. The successful integration 

of AI into society depends on trust, as it contributes to user acceptance, 

promotes fairness, and upholds ethical standards. 

The guidelines by the European Union is proven to provide a 

comprehensive framework for trustworthiness in AI systems, focusing on 

ethical principles and practical application within socio-technical systems. 

They aim to foster and secure ethical and robust AI systems, addressing 

legality and potential opportunities and critical concerns. The guidelines are 

intended for all stakeholders 

AI ethics are becoming increasingly important for governance, but existing 

mechanisms often fail to ensure ethical alignment. Organizations like 

Google, Intel, Oxford, Cambridge, and Stanford have developed ethical 

guidelines for AI systems, but implementation remains discretionary. The 

industry lacks tools and incentives to translate ethics principles into 

verifiable and actionable criteria. Ethics-based auditing, involving 

independent auditors to evaluate safety, security, privacy, and fairness 

assertions, is a promising approach. Professional services firms like 

Microsoft and Deloitte are developing frameworks to assist clients in 

creating and implementing AI systems. However, it is crucial to maintain a 

realistic perspective on the achievable outcomes of ethics-based auditing. 

It plays a significant role in promoting and upholding good governance 
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principles, similar to how businesses rely on physical infrastructures for 

success. 

These results should be taken into account when considering how to 

achieve Trustworthy AI, inclusivity and diversity are crucial throughout the 

system's life cycle. This includes engaging stakeholders, ensuring equitable 

access, and removing inadvertent biases. Data sets used by AI systems 

may contain historical biases, incompleteness, and bad governance 

models. Addressing these issues through oversight processes and hiring 

from diverse backgrounds can prevent prejudice and discrimination. 

Encouraging fair competition and hiring from diverse backgrounds can also 

help ensure diversity in AI systems. 

When it comes to suggested mitigations and precautions to be taken to 

ensure a safe and trustworthy AI, many scholars have came to an 

agreement that AI model‘s security involves implementing advanced 

algorithms like AES-256 for data encryption, secure storage, and secure 

transmission. Access controls are also crucial to restrict authorized 

individuals from accessing confidential information. An informed user base 

is essential for defence against security threats, including phishing attacks 

and deepfake manipulation. Regular training sessions can help users 

recognize potential security threats and understand appropriate reporting 

protocols. Principles governing secure AI design include data minimization, 

privacy incorporation, secure data handling protocols, user consent, 

anonymization, and privacy-preserving technologies. Software security 

architecture is crucial for protecting data, models, and algorithms from 

unauthorized access, manipulation, or misuse. A thorough analysis of 

potential risks is necessary, and a comprehensive AI security architecture 

and deployment solution should be developed. Acquiring and enhancing 

proficiency in software security architecture for AI systems involves 

identifying security requirements and adhering to regulations, standards, 

and best practices. Furthermore, selecting appropriate security patterns for 

your AI system, addressing common security issues in software design and 

implementation is necessary for ensuring safety and security of algorithms. 

Addressing knowledge gaps among team members is crucial in the 

interdisciplinary nature of machine learning applications. The security 

design pattern involves segregating input from features, which are extracted 

from raw input for training models. However, preprocessing steps can cause 
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issues in reproducibility during prediction, so it's essential to differentiate 

between inputs and features. 

AI systems are assessed through a task-oriented methodology, which 

signifies their growing significance without necessarily implying a 

commensurate rise in cognitive capabilities. The domain of artificial 

intelligence (AI) exhibits a wide range of subfields and is experiencing rapid 

expansion, rendering its classification challenging. According to a study 

conducted by Russell and Norvig (2016), there is evidence to suggest that 

artificial intelligence (AI) is undergoing a shift from rule-based systems to 

machine learning techniques. This transition allows machines to acquire 

knowledge and enhance their performance through learning processes. The 

anticipated impact of this shift is poised to bring about significant 

transformation across multiple industries. Nonetheless, the absence of 

secure environments for educational and exploratory endeavors within 

public service may impede the capacity of representative governments to 

effectively address challenges. Furthermore, the utilization of AI in the realm 

of public service has the potential to be exploited for the purposes of 

surveillance and monitoring, thereby impinging upon the fundamental rights 

and societal entitlements of individuals. 

The utilization of natural language processing and machine learning 

methodologies in platforms such as ChatGPT is significantly transforming 

consumer content by facilitating the development of dynamic and interactive 

experiences. The transition from human curation to AI-driven content 

creation presents advantages such as customized responses, efficient 

handling of extensive inquiries, and user preference customization. 

4.2.1 Limitations of the Research 

The present study has endeavored to conduct a thorough analysis of the 

ethical, legal, and social dilemmas presented by artificial intelligence (AI). 

However, it is crucial to recognize certain inherent constraints within this 

research. The primary objective of this study is to gain a comprehensive 

understanding of the ethical, social and legal dimensions of artificial 

intelligence (AI). Additionally, it briefly addresses security concerns, 

specifically adversarial attacks, but does not extensively explore advanced 

research on safeguarding machine learning algorithms against such 

attacks. Furthermore, it is widely recognized that AI has a psychological 

impact on human behavior. However, a comprehensive examination of this 

facet is imperative in order to gain a complete understanding of the extent 
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to which AI influences human behavior. Furthermore, the primary focus of 

this study revolves around the regulations and policies pertaining to artificial 

intelligence (AI) specifically within the European context. It is important to 

note that this regional specificity may restrict the applicability of the research 

findings to a broader global context, as AI regulations and policies can 

exhibit substantial variations across different regions and countries. The 

ethical analysis in this study is inherently subjective and open to 

interpretation, as different individuals and groups may possess diverse 

ethical perspectives, thereby introducing subjectivity into the analysis. 

Ultimately, the research incorporates interviews as a method of data 

collection, which has the potential to introduce bias in the selection of 

participants, despite attempts to ensure a varied and representative sample. 

It is important to take into account these limitations when interpreting the 

findings and conclusions of this research. However, it is worth noting that 

the research provides valuable insights into the ethical, legal, and social 

challenges of artificial intelligence, thereby establishing a basis for future 

research efforts in these significant domains. 

4.2.2 Recommendations for Future Research 

Based on the comprehensive investigation undertaken in this study 

concerning the ethical, legal, and social complexities linked to artificial 

intelligence (AI), a number of significant recommendations arise from the 

knowledge acquired, incorporating valuable contributions from interviews. 

Initially, the participants emphasized the crucial necessity of conducting 

further research on 'green AI' and its environmental consequences. They 

proposed that additional studies in this field are required to enhance our 

comprehension of AI's ecological impact and develop strategies to reduce 

it. In addition, Future studies should take into account the importance of 

prioritizing the advancement of machine learning (ML) architectural patterns 

in order to improve their security and deployment, in line with the concerns 

expressed by the participants. 

 In order to enhance the robustness of artificial intelligence (AI) systems, it 

is imperative to cultivate collaborative efforts across academia, industry, 

and government sectors. This collaboration will facilitate the advancement 

of sophisticated security protocols to counter adversarial attacks. The issue 

of the psychological impact of artificial intelligence (AI) on human behavior, 

specifically in relation to user trust and societal consequences, necessitates 
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a demand for more extensive scholarly investigation. Such research has the 

capacity to influence the development of AI systems that prioritize the 

mental well-being and welfare of users. 

 In order to effectively tackle the worldwide scope of challenges associated 

with artificial intelligence (AI), it is advisable to foster international 

cooperation and engage in meaningful discussions among policymakers. 

This collaborative approach aims to establish a comprehensive regulatory 

framework that surpasses geographical limitations, thereby facilitating the 

responsible and fair utilization of AI technologies. Simultaneously, it is 

imperative to provide support for initiatives that seek to increase public 

awareness and promote the development of digital literacy with regards to 

the capabilities and limitations of artificial intelligence. This will enable 

individuals to make well-informed decisions. Moreover, Further research is 

needed to establish interdisciplinary cooperation among professionals 

hailing from diverse domains, including artificial intelligence, ethics, law, 

sociology, and psychology, in order to effectively address the complex 

obstacles that emerge from the incorporation of AI into societal frameworks. 

Finally, it is crucial to actively engage with a wide range of stakeholders, 

including industry leaders, policymakers, researchers, and civil society 

organizations, in order to promote comprehensive solutions and guarantee 

the responsible development and implementation of artificial intelligence 

(AI). These recommendations collectively provide a comprehensive 

framework for addressing the ethical, legal, and social aspects of artificial 

intelligence (AI) and progressing towards a more ethical and inclusive AI 

ecosystem. 
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5 Conclusion 

The advent of artificial intelligence has initiated a period of notable 

technological progress, leading to significant transformations across various 

aspects of our society. The widespread incorporation of Artificial Intelligence 

(AI) systems, algorithms, and machine learning models has had a profound 

impact on various aspects of our lives, professional endeavors, and societal 

engagements. As we traverse this dynamic and constantly changing terrain, 

it becomes increasingly apparent that the relentless advancement of 

artificial intelligence (AI) is accompanied by a myriad of complex challenges 

that encompass various realms such as ethics, society, and the legal 

system. This thesis undertakes an exploratory investigation to deconstruct, 

examine, and comprehend the complex challenges and their significant 

ramifications for both the current and future contexts. 

Through my investigation of ethical obstacles, I have discovered the 

complex network of moral quandaries that is intertwined within the realm of 

artificial intelligence (AI) development and implementation. The emergence 

of decision-making systems powered by artificial intelligence has sparked a 

wide range of ethical inquiries. Transparency, accountability, and fairness 

have emerged as fundamental principles within the ethical dialogue 

pertaining to artificial intelligence. The rise of algorithms with inherent biases 

has emphasized the necessity for ethical principles in the advancement of 

artificial intelligence. The integration of artificial intelligence (AI) into our 

daily lives necessitates the prioritization of ethical considerations in its 

design, deployment, and governance. 

The concept of ethical artificial intelligence (AI) extends beyond mere 

adherence to guidelines, encompassing a dedication to ethical values. The 

conscientious management of artificial intelligence's influence on society, 

economy, and humanity as a whole is required. The statement necessitates 

the acknowledgment that artificial intelligence (AI) should not be regarded 

solely as a tool, but rather as an entity with the capacity to fundamentally 

transform the very essence of our being. The ethical ramifications of artificial 

intelligence (AI) are extensive and wide-ranging, encompassing various 

aspects such as self-driving vehicles making moral judgments during 

accident situations and AI algorithms exerting influence on democratic 
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processes. In order to ensure the alignment of AI systems with human 

values, it is imperative to incorporate the principles of transparency, 

fairness, and accountability at their core. 

The societal impact of artificial intelligence (AI) is unquestionable. Artificial 

intelligence (AI) is causing significant disruptions in various sectors, leading 

to changes in employment patterns and giving rise to complex discussions 

regarding the ethical consequences of AI in social contexts. The legal 

framework pertaining to artificial intelligence (AI) is currently undergoing a 

dynamic phase of change, as it endeavors to keep pace with the swiftly 

advancing technological environment. Nevertheless, the existence of 

uncertainties remains, thereby requiring a unified methodology to tackle the 

legal ramifications of artificial intelligence. The implications discussed here 

span across various domains, including the privacy of personal data, and 

determining responsibility for decisions made by AI systems. 

The proliferation of artificial intelligence (AI) has wide-ranging societal 

implications. The impact of technological advancements extends beyond 

mere technological progress, as it serves as a transformative force that is 

restructuring conventional job roles, modifying industries, and shaping 

human behavior. As artificial intelligence (AI) further integrates into our 

everyday routines, inquiries regarding the ethical implications of AI within 

social dynamics gain heightened relevance. The implications of artificial 

intelligence (AI) on employment, for instance, necessitate meticulous 

examination. Artificial intelligence (AI) possesses the capacity to enhance 

productivity and optimize various sectors; however, it also engenders 

apprehensions regarding the displacement of jobs. The ethical 

considerations pertaining to this matter can be categorized into two main 

aspects: firstly, the need to ensure fair allocation of advantages resulting 

from artificial intelligence (AI), and secondly, the necessity to minimize the 

socio-economic repercussions on individuals whose employment prospects 

may be jeopardized by automation. 

The legal framework is also contending with the challenges presented by 

artificial intelligence. The issue of ownership and authorship is brought to 

the forefront when considering intellectual property rights in works 

generated by artificial intelligence. The distinction between content 

generated by humans and content generated by artificial intelligence is 

becoming progressively indistinct. The presence of this ambiguity 

underscores the need for a reassessment of copyright legislation in order to 
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guarantee its continued applicability and equity in the era of artificial 

intelligence. 

In addition, the preservation of data privacy emerges as a pivotal element 

within the legal complexities presented by artificial intelligence. The 

extensive data consumption of artificial intelligence has generated 

apprehensions regarding the safeguarding of personal privacy. Artificial 

intelligence (AI) exhibits the potential to extract valuable insights from 

extensive datasets; however, it also introduces vulnerabilities concerning 

data breaches and unauthorized access. The legal framework pertaining to 

data privacy, as illustrated by regulations such as the General Data 

Protection Regulation (GDPR), aims to achieve a harmonious equilibrium 

between fostering innovation and safeguarding individual rights. 

Nonetheless, the expeditious rate at which artificial intelligence (AI) is 

advancing necessitates the ongoing adjustment of these regulations to 

guarantee their efficacy and congruence with the ever-changing 

technological environment. 

A comprehensive analysis of the obstacles presented by artificial 

intelligence necessitates an examination of the topic of security. There are 

numerous security concerns associated with artificial intelligence (AI), which 

include adversarial attacks, privacy breaches, and vulnerabilities within AI 

systems. The presence of adversarial attacks, which involve the deliberate 

manipulation of input data with the intention of deceiving AI algorithms, 

presents substantial risks in critical domains such as autonomous vehicles 

and medical diagnosis. The increasing processing of personal and sensitive 

information by AI systems has led to a growing concern regarding privacy 

breaches. The security of personal data in an AI-driven world is brought into 

question due to the capacity of AI to extract sensitive information, even from 

seemingly innocuous data. 

As I explore the domain of AI security, it is imperative to also contemplate 

strategies for constructing AI systems that are robust in terms of security. 

The vulnerabilities and challenges that have been identified should not 

discourage us, but rather serve as motivation to develop comprehensive 

measures for protecting artificial intelligence. The development of secure 

artificial intelligence (AI) necessitates a comprehensive strategy that 

addresses various dimensions, including technical and ethical aspects. 
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One of the key aspects of addressing the security concerns associated with 

AI systems involves implementing technical measures to bolster their 

resilience against adversarial attacks. In order to address this matter 

effectively, it is imperative to employ methodologies such as robust machine 

learning and the creation of algorithms that possess inherent resistance to 

manipulation. Privacy-preserving artificial intelligence (AI) techniques play 

a crucial role in addressing privacy risks by allowing AI systems to process 

sensitive data while maintaining the confidentiality of the data. In addition, it 

is imperative to ensure the security of the AI supply chain, encompassing 

all stages from data collection to model deployment, in order to mitigate the 

potential exploitation of vulnerabilities by malicious entities throughout the 

AI development process. 

The incorporation of ethical considerations is of equal importance in the 

development of secure artificial intelligence. In order to safeguard the core 

principles of transparency, fairness, and accountability, it is imperative that 

security measures are harmonized with ethical principles. The ethical 

frameworks that prioritize the well-being and rights of individuals should 

guide the development and deployment of artificial intelligence (AI). 

Constructing a robust artificial intelligence (AI) system encompasses more 

than just technical obstacles. It represents a moral obligation that 

necessitates the careful negotiation of the intricate convergence between 

technology and ethics. 

Looking forward, the ethical, legal, and social dimensions of artificial 

intelligence (AI) continue to be dynamic and complex. The trajectory of 

artificial intelligence (AI) in the coming years is defined by a persistent 

process of development, characterized by progressions that will have 

profound effects on our societies and economies, the full extent of which we 

are only just starting to comprehend. As artificial intelligence (AI) 

technologies continue to advance and are utilized in various fields, it is 

essential for us, as individuals, researchers, policymakers, and global 

citizens, to adjust and address the forthcoming challenges and 

opportunities. 

It is imperative that our actions in the development of artificial intelligence 

(AI) remain guided by ethical considerations. Ensuring transparency in the 

decision-making processes of artificial intelligence (AI) is of utmost 

importance. It is imperative that individuals and parties involved possess the 

capacity to comprehend and scrutinize the determinations rendered by 

artificial intelligence (AI) systems, particularly within vital sectors such as 
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healthcare, finance, and criminal justice. In order to ensure that AI systems 

are held responsible for their actions, it is imperative to establish 

accountability mechanisms. Ensuring the integration of the principle of 

fairness is imperative in the development of artificial intelligence (AI) in order 

to mitigate the potential amplification of societal biases and discriminatory 

practices. In addition, it is imperative that the legal framework regulating 

artificial intelligence (AI) undergoes concurrent development with 

technological progress. The implementation of regulations specifically 

designed for artificial intelligence (AI) is crucial in order to effectively tackle 

the distinct challenges presented by this technology. The scope of these 

regulations should be comprehensive, covering a diverse range of concerns 

such as data privacy, intellectual property, and the attribution of liability in 

relation to decisions made by artificial intelligence systems. The 

involvement of international cooperation and agreements will be of utmost 

importance in influencing the global legal framework pertaining to artificial 

intelligence (AI). 
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Appendix 

5.1 Appendix A Other Possible Mitigations 
for a Secure AI 

5.1.1 Microsoft AI Governance Blueprints 

Microsoft published a whitepaper titled "Governing AI: A Blueprint for the 

Future" with the objective of examining the optimal approach to governing 

artificial intelligence (AI). 

 

 

 

 

 

 

 

 

 

 

The whitepaper suggests that A key element to ensuring the safer use of 

this technology is a risk-based approach, with defined processes around 

risk identification and mitigation as well as testing systems before 

deployment. The AI Act sets out such a framework and this will be an 

important benchmark for the future. the government would define the class 

of high-risk AI systems that control critical infrastructure and warrant such 

safety measures as part of a comprehensive approach to system 

management. New laws would require operators of these systems to build 

safety brakes into high-risk AI systems by design. The government would 

then oblige operators to test high-risk systems regularly. And these systems 

Figure 13 Microsoft Blueprint for Governing AI [66] 
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would be deployed only in licensed AI datacenters that would provide a 

second layer of protection and ensure security. 

The AI Act acknowledges the challenges to regulating complex architecture 

through its risk-based approach for establishing requirements for high-risk 

systems. At the application layer, this means applying and enforcing existing 

regulations while being responsible for any new AI-specific deployment or 

use considerations. It’s also critical to advance the transparency of AI 

systems and broaden access to AI resources. While there are some 

inherent tensions between transparency and the need for security, there 

exist many opportunities to make AI systems more transparent. The AI Act 

will require that AI providers make it clear to users that they are interacting 

with an AI system. Similarly, whenever an AI system is used to create 

artificially generated content, this should be easy to identify. Important work 

is needed now to use AI to protect democracy and fundamental rights, 

provide broad access to the AI skills that will promote inclusive growth, and 

use the power of AI to advance the planet’s sustainability needs. [66] 

5.1.2 OWASP Security Guidelines Against Adversarial Attacks [67] 

To mitigate the capabilities of artificial intelligence (AI), one approach is to 

subject the model's behavior to either human control or automated 

oversight, wherein an additional algorithm establishes boundaries and 

constraints. 

One potential approach to imposing constraints on the capabilities of 

artificial intelligence (AI) systems involves the reduction of privileges. This 

can be achieved, for instance, by refraining from establishing a connection 

between an AI model and an email service, so mitigating the risk of 

disseminating inaccurate or misleading information to external recipients. 

In the context of data poisoning attacks, the manipulation of training data or 

the alteration of data labels can effectively influence the behavior of the 

model. The potential consequences of this action include compromising the 

integrity of the model or influencing its decision-making process in favor of 

the individual initiating the attack. The aforementioned assault exhibits 

characteristics akin to a Trojan horse, whereby the model's functionality 

appears normal under typical circumstances, but upon encountering 

particular modified inputs, it is compelled to make predetermined decisions. 

Language models such as ChatGPT, specifically LLMs (Large Language 

Models), generate source code by leveraging a vast training dataset 

comprising code samples sourced from many online platforms. However, it 
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is important to acknowledge that this training dataset may potentially contain 

instances of security vulnerabilities or other forms of malicious behavior that 

have been introduced into the code. Countermeasures include the 

safeguarding of the data pipeline and the implementation of quality 

assurance measures for data. 

Regarding evasion attacks, one notable technique involves deceiving 

models through the use of fraudulent input data. This attack can be 

executed through three distinct methods: 1) through the manipulation of the 

model input, commonly referred to as the black box approach, 2) by crafting 

input that is specifically meant to exploit the model parameters, known as 

the white box approach, and 3) by utilizing data poisoning as the foundation 

for generating the input. The most effective approach to mitigating 

adversarial attacks involves the utilization of robust-performing models, in 

conjunction with various mitigation strategies. These strategies encompass 

measures such as poisoning mitigation, restriction of access to model 

parameters, exclusion of confidence values from the output, throttling, as 

well as the implementation of monitoring and detection mechanisms to 

identify manipulation types, including physical patches in images. 

Furthermore, it is possible to enhance the training process by using 

adversarial samples, so increasing the model's resilience against 

manipulated input. This objective can also be accomplished by employing a 

method known as randomized smoothing. 

In the context of membership inference attacks, the objective is to ascertain 

whether a given data record, such as an individual, was part of the training 

dataset used to train a model, using just black-box access to the model. The 

issue at hand can be categorized as a non-repudiation challenge, when an 

individual is unable to refute their affiliation with an organization of a 

sensitive nature.  Overfitting, which refers to the phenomenon where a 

model becomes excessively specialized in recognizing patterns within the 

original training set, poses an increasingly significant concern. One potential 

approach to mitigating overfitting involves employing strategies such as 

constraining the model's complexity, increasing the size of the training 

dataset, or introducing noise into the training data. 

Furthermore, model invasion assaults refer to attacks that involve 

interacting with or evaluating a model. Through these attacks, it becomes 

possible to estimate the training data with varied degrees of accuracy. This 

issue becomes more problematic when the training data includes 

confidential or copyrighted information. In order to adhere to best standards, 
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it is advisable to refrain from including sensitive or personal data within the 

training set. Additionally, it is crucial to prevent models from overtraining, 

which can be achieved by employing adequately large training sets. 

Implementing restrictions on access to the model can serve as an additional 

measure to deter unauthorized manipulation or examination. The field of 

generative artificial intelligence also has its own set of issues in this context. 

Query-answer models have a potential risk of generating responses that are 

derived from sensitive training data, potentially leading to memorizing. On 

the other hand, Generative AI systems have the capability to generate text, 

images, or videos that may contain sensitive or copyrighted content. One 

noteworthy scenario arises when a Generative chat system is intentionally 

exploited to disclose confidential sensitive information, as exemplified by 

the instance of Bing in February 2023. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


