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Kurzfassung

Ein wichtiger Teil der Softwareentwicklung ist die Verschleierung von Software. Sei es, um das Verhalten
von Schadsoftware zu verschleiern oder um das geistige Eigentum zu schiitzen und AnalystInnen das Re-
verse Engineering der Programmlogik zu erschweren.

Aus diesem Grund hat sich in den letzten Jahren ein Katz-und-Maus-Spiel zwischen Analystlnnen und
Obfuskationsmethoden, zum Schutz von Software, entwickelt. So gibt es eine Vielzahl unterschiedlicher
Obfuskations-Techniken mit unterschiedlichen Zielen, was sie zu schiitzen versuchen, wie zum Beispiel
schutz vor automatischer Analyse von Software. In dieser Arbeit wird untersucht, wie praktikabel diese Ob-
fuskationsmethoden sind und wie sie die daraus resultierende ausfiihrbaren Dateien beeinflussen.

Das Programm Obfuscation abcdef wurde im Zuge dieser Arbeit entwickelt, um eine Moglichkeit zu eta-
blieren, Obfuskations-Techniken fiir deren bestimmten Verwendungszweck auf einfache Weise zu priifen,
ob eine Obfuskations-Technik geeignet ist und die endgiiltige ausfiithrbare Datei praktikabel ist und sich wie
beabsichtigt verhilt. Das Framework ist in der Lage, die Laufzeit, die CPU-Nutzung, die Nutzung des vir-
tuellen Speichers, die Entropie von Dateien, den Mime-Typ und die DateigroBe von ausfithrbaren Dateien
zu messen. AuBlerdem konnen verschiedene Compiler ausgewihlt werden um die Leistung verschiedener

Binérdateien in Bezug auf Verschleierung, Optimierung Compilerunabhingig zu vergleichen.






Abstract

A big part of software engineering is software obfuscation. Whether to disguise the behaviour of malware
or protect the intellectual protperty and complicate the analysis process in order to comprehend the logic of
the program.

For this reason, a game of cat and mouse has developed over the years between analysts and obfuscation
methods to protect software. Thus there exist a lot of different obfuscation methods with different objectives
what they try to protect, for example automatic analysis of software. In this thesis the practicability of these
obfuscation methods is investigated and their influence on the resulting executbale files.

The Obfuscation abcdef was developed alongside this thesis to provide a way to evaluate obfusaction tech-
niques for their specific use-cases and to test the resulting executable on practicability and if it behaves
as intended. It is capable of measuring the runtime, Central processing unit (CPU) usage, virtual memory
usage, entropy of files, mime type and file size of executable files. Additionally different compilers can
be selected to perform compiler-independent comparison of different binaries in terms of obfuscation and

optimization.
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1 Introduction

According to the Kaspersky security bulletin 2020-2021 [[1]] 70% of the computer connected to the internet
in the EU experienced at least one malware attack and over 56000 unique users in the EU were attacked
by ransomware. The number of malware derivates is growing steadily, one of the reasons is the redesign
regarding flexible working places. Another reason is, that obfuscation is often used in malware develop-
ment to hide the malware from Antivirus or Endpoint Detection and Response (EDR) solutions. Due to
obfuscation it is possible to modify malware that it is semantically the same but always appears different by

execution, which raises the effort to detect the fraudulent behaviour of the malware.

Obfuscation is also used to protect the intellectual property of companies like software solutions and com-
puter games. According to DataProts Piracy Statistics from 2021 [2] almost 20% of computer users con-
fessed to having pirated software at least once. Between 2015 and 2017 the software industry lost over $46
billion to piracy. Thus there is a constant battle between the software industry and cyber criminals. With
constant increasing protection mechanisms and a fast paced industry the performance of the software should
not suffer from its protection, especially if some of these protection mechanisms are combined, it can be rel-
evant for the performance and the semantic of the software. Thus it is important that software manufacturer
are able to compare different techniques and choose the best suitable and performant obfuscation technique

to protect their software.

Most of the obfuscation research is done with small dummy programs where the traceability/reproducibility
is easy and researcher can understand every detail oft the program. For research purpose it is often only
necessary to proof if and how obfuscation techniques work. In such a research case it would unnecessarily
bloat the work if bigger software is used. However obfuscation techniques are effecting the performance
and some of them also the semantics of the test software which is often not considered. Thus this thesis
was created to provide a framework which uses different compiler and obfuscation techniques to aide with

the analysis of bigger software and show the difference between software of various sizes. The framework
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named obfuscation abcdef is also capable of measuring the performance statically and dynamically to help
researchers compare compiler and obfuscation methods to show if this techniques are practicable for their
use cases. The goal was to provide a central framework which consists of various existing obfuscation tools
and compiler to provide a uniform workflow in which those tools get executed automatically to make the

output comparable.

1.1 Thesis Outline

This document is organized in several parts and it gives an overview of obfuscation techniques and a de-
tailed explanation of the framework developed alongside this paper. It is possible to perform static as well
as dynamic analyses with the framework. Furthermore this work demonstrates how different obfuscation
techniques and compiler options affect the behaviour of test programs dependent on their file size and the
number of arguments they process. This thesis focueses on the benchmarks like memory usage, runtime,

filesize and entropy of these compiled binaries

In the current problem with obfuscation and malware is introduced. The describes the
basics to understand the terms and techniques to use the framework and how the obfuscation techniques

work. It also describes terms used to measure the programs which originate from the framework. Related

work and in what way this thesis differs from them is described in [chapter 3| [chapter 4] describes the

obfuscation abcdef and details about its inner working. This chapter is mandatory for these users who want
to modify or contribute to the framework.

In the details about the measurement and the performance difference between big and small test
programs is discussed and concludes the topic with the outcome of the benchmark measurements

and future work.

1.2 Research Question

The main focus of this paper is to show how different obfuscation techniques and optimization level effect
the performance of programs by letting known algorithms work with different size of input data and to offer
a framework to the community, which is able to evaluate their techniques and algorithms in use. Detailed

attention was paid to the runtime, file size and entropy of the compiled test programs.
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In this section the technical background, details and concepts of obfuscation are explained. To fully under-
stand the framework, developed alongside of this thesis, a basic understanding of benchmarking is required
and will get elaborated in this chapter as well. The fundamentals of compilers are also necessary for this

thesis and get explained in this chapter. This chapter will end with an overview of Docker [3|.

2.1 Static analysis

By static code analysis the software is not executed, thus the name static analysis. This analysis method is
the opposite of dynamic analysis explained in As it is not safe to run arbitrary software, static
analysis is often the preferred way to start analysis of malware, because the impact of the malware samples
is unknown and so it is safer to start with static analysis, where the programs do not get executed. Static

analysis can be performed either manually or automatically. [4]]

2.1.1 Manual static analysis

Manual static analysis is very time consuming, because a human has to analyse the software without running
it. Not only the software code can be reviewed, it is also possible to extract data from the executable file or

check hashes if someone else already analysed the same software [5]].

2.1.2 Automated static analysis

Automated static analysis is most of the time the preferred way due to its speed. Tools are also capable of
evaluating programs much more frequently [4]]. It is not possible to analyse software only with automatic
static analysis methods because this tools rely on pattern matching and can not determine the exact logic

behind. Tools can also produce false negatives or false positives which would falsify the analysis results.
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2.2 Dynamic analysis

Dynamic analysis is a practicable technique to analyse software. It analyses the program while it gets exe-
cuted. The advantage of dynamical analysis is the software is inspected while execution, thus the software
reveals more information like run-time, polymorphism and the correlations between threads and processes.

There are different dynamic analysis techniques which will get discussed in the next chapters. [6]

2.2.1 Instrumentation based dynamic analysis

This technique inserts code at any stage of the compilation process. This process is called instrumentation
and is used to simplify the process of analysing the behaviour at runtime. This code can be inserted to

monitor the performance or conduct other analysis methods [6].

2.2.2 VM profiling based dynamic analysis

Via debugging and profiling inside the Virtual Machine (VM) the dynamic analysis is performed. The
profiler gives detailed information about the inner operation of a program. The heavy lifting is carried out
by the profiler which only needs an interface on the VM. Technique benchmarks of the heap, the memory

and other run-time specific operations can get examined with this analysis method [6].

2.2.3 Aspect oriented programming

With Aspect oriented programming (AOP) the code for analysis must not get injected like by instrumenta-
tion based dynamic analysis, furthermore the instrumentation part is a built-in feature of the programming
language itself. Programming languages like C++ and Java have their own AOP extensions. Thus it is easier
for developer to inject their profiles into existing applications. This technique is not relevant for this thesis

and got inserted for the sake of completeness [6].

2.3 Obfuscation

Some software needs protection against intellectual property theft, or to hide the functionality of itself. Thus
several obfuscation techniques got developed. The idea behind obfuscation is to make the recovery of the
internal software logic difficult. Most of the time this is achieved by introducing redundancies into the orig-
inal program. The semantics of the software must be the same as in the original program. The software is

cloaked by using opaque constants, which are add blocks of junk code that will never get executed. Another
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method is to confuse the static analyzer by using one-way functions. Regardless which obfuscation approach
is applied, all of them have different vulnerabilities. Opaque predicates can be defeated by symbolic execu-

tion. Every obfuscation technique can be circumvented with enough time, determination, effort and skill. /7]

2.3.1 Reverse Engineering

Most of the times software is distributed in binary form, which is hard to read and understand for humans.
But with the right tools and techniques it is possible to analyze the code. This process is called reverse
engineering, it aims to recover higher-level representations (e.g. assembly code or pseudo code) of the

software to analyze its nature [§]].

2.3.2 Classification of obfuscation techniques

On the one hand obfuscation transformation is classified according to the data or information it protects
inside the software. The simpler ones target the lexical structure of the software like formatting the source-
code or change the names of variables used. On the other hand obfuscation techniques are categorised on
the basis of the operation they perform on the data or information. These kind of techniques manipulate the
aggregation of control or the data in use. Most of the time the logic, which got introduced by the program-
mer, gets broken up or new constructs get added by inserting bogus data. The positional order of data also
gets scrambled to cloak the relation between two or more objects located next to each other as there could
be useful information for a reverse engineer and for the semantics of a program it is not mandatory in which

order these objects get declared. [9]

2.3.3 Data Obfuscation

This category of obfuscation techniques modify how data is stored in software to hide it and make analysis
more expensive. Since the data is in modified form on the hard disk, the software must convert the data to

its original state at runtime. Some of these techniques are described by Collberg et al. [[10].

Change data sequence

To make it harder for analysts to identify variables they can get split into several pieces. Two functions are

involved in this process. The first one obfuscates the data, whereas the second one obtains the original value
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at runtime. Boolean variables can be split into multiple Boolean variables. This technique can also be used
for obfuscating integer and string variables. Multiple arrays can either be merged into one array, folding
arrays by increasing the number of dimensions or decreasing the number of dimensions. One array can get
split into multiple subarrays to hide its coherence.

Another fundamental obfuscation technique is to reorder components of data. Most of the time are logi-
cally related data structures physically close inside the binary. This relation is broken up to make the data

structures harder to understand for analysts. [[10]

Encoding

Strings and other data often provide useful information for analysts which can speed up the reverse engineer-
ing process. This process also uses two functions, one to encode static data and the other one to dynamically

decode the data. Zhou et al. [11]] introduced a variant of data encoding with mixed Boolean-Arithmetic.

Conversion of static data to procedures

In this obfuscation method static data gets replaced with a function. This function transforms the data back
to its original form at runtime. This method can be used with static strings to not leak information about the

binary or its purpose for static analysis.

2.3.4 Static code rewriting

By static rewriting the program gets modified during compilation. This chapter uses the same approach as

[subsection 2.3.3| The only difference between static code rewriting and data obfuscation is the target of the

obfuscation, which are binary code obfuscation and data obfuscation respectively.

Instruction replacement

Many instructions can be replaced by one or more semantically equivalent instructions. It preserves the se-
mantic of the program. For example, instead of adding 3 to the value in rax register (add rax, 3) it is possible
to increment the rax register three times (inc rax; inc rax; inc rax). It is possible to write shellcode [12]
where all instructions are in the range of American Standard Code for Information Interchange (ASCII)

characters and thus can form grammatically correct English sentences [13]].
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Opaque predicates

Opaque predicates is a Boolean-valued function where the value is known to the obfuscator at obfuscation
time. On the other hand it is hard to determine the outcome for the deobfuscator. Additional code is added
if this obfuscation technique is used. Thus they have to be cheap and resistant against deobfuscation attacks.
If opaque predicates are created it is very hard for deobfuscation tools to crack. This technique is hard
to solve for static analysis tools but if the program ins analysed in run-time it is possible to circumvent
the obfuscation method. [[14] Opaque predicates have a static behavior and can be defeated by running the
program. To prevent this weakness Palsberg et al. [15]] introduced dynamic opaque predicates where opaque

predicates evaluate to different results between different runs of the software.

Inserting dead code

Code can be rewritten by inserting dead or irrelevant code, code which gets never executed is inserted in
the binary in the obfuscation step. This pieces of code cannot get reached and will never get executed. This
can make analysis of a program more time consuming because there is more code to analyze. Especially
in combination with the insertion of dead or irrelevant code makes the analysis of a binary
hard. [9]] Irrelevant code insertion [16] is a concept which places instructions like xchg rax, rax inside the
binary. These instruction have no effect on the semantic of the program but can make analysis of the software
more complex. The difference between dead and irrelevant code is, that the irrelevant code can actually be

reached and executed.

Loop transformation

Loop transformation improves the performance and space use of software [17]. Whereas some of them
increase the complexity of loops and therefore are well suited for obfuscation. Some of the purpose of loop
transformation is to use the cache more efficient or split a loop into more loops to increase the speed of
the software. The same techniques can be applied to introduce more complexity to the software and make

analysis more elaborate.

Function splitting

On one hand the control flow can be split into two or more paths which look different from an analyst’s
perspective but semantically these paths are equivalent. Whereas on the other hand it is possible to merge

more functions into one, this function contains the parameters of both functions. Some instructions reoccur
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more often than others. If functions are similar it is possible to use the equivalent instructions in both

functions. This concept was developed by Jacob et al. [[18]].

Control flow obfuscation

As the name intends this method obfuscates the control flow graph. In this technique a dispatcher is used
which determines which instructions gets executed next. This is determined on the basis of opaque vari-
ables [19]. Control flow graph flattening can be implemented in several ways. It can modify the CALL
instructions [20] or by using traps and signal handler which redirects the control flow to where it is intended
to be [21]].
Other static obfuscation techniques are:

1. Reordering

2. Aliasing
3. Name scrambling
4. Parallelize Code
5. Remove library calls
6. Breaking relations

[22]

2.3.5 Dynamic code rewriting

Dynamic algorithms transform the program at runtime instead of obfuscation time like the static methods

described in[subsection 2.3.4] It is possible to turn the static obfuscation methods into dynamic methods by

including the obfuscation in the software itself [[23[]. In a nutshell examples of this category of obfuscation

techniques execute different code than the statically visible code which is unveiled by static analysis.

Packing and Encryption

Packers are programs which take an executable file as input and perform compression on it to obfuscate the
content of the executable file. This stub, which is a section of code, is stored in a new executable file with
a second stub, which performs the decompression on the previously obfuscated executable inside the new
executable. Thus the decompressed file is only available in memory and never gets stored on the hard disk
and therefore an analysis of the initial executable is not possible with static analysis techniques. Cryptors
are similar to packers, whereas packers compress the input executable, cryptors obfuscate the input file by

encrypting it. The Cryptor runs a decryption routine at runtime to deobfuscate the encrypted content of the
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executable and afterwards jumps to the decrypted stub and executes it [24]. There are several open source as
well as commercial packers available. These tools are used by malware authors to achieve polymorphism.
Polymorphism is a technique to create randomly created copies of files, which are in fact a mutation and

thus harder to detect by automatic analysis tools [25].

Dynamic code modification

By dynamic code modification template functions are placed in the executable file. At runtime these tem-
plate function get modified to contain the original function which gets executed in memory. Therefore static
analysis tools are not capable of analysing this obfuscation technique [[9]. A variation of this technique has

been introduced by Kanzaki et al. [26] where code containing errors gets patched at runtime to run correctly.

Environmental requirements

Statically generated keys for encryption have to get delivered with the binary to decrypt its content. This
is the weakness of the obfuscation technique discussed in With the key it is possible for an
analyst to decrypt the data or code inside the executable file. If the key is otherwise created dynamically
via environmental dependencies where the key gets generated from several classes of environmental data
the key is not delivered within the binary. Only if all environmental criteria are met the information can
be decrypted, otherwise no information is revealed by the executable file [27]. As introduced by Sharif
et al. [28]] it is possible to to trigger a different behaviour of malware if certain conditions are triggered.
This conditional code obfuscation must fulfill a specific branch condition which gets triggered by an one-
way hash function. If this condition is met a specific code gets executed which encrypts the code with the

previously derived key from the satisfied condition.

Virtualisation based obfuscation

Virtualisation based obfuscation uses a custom VM interpreter. The target program’s functionality gets
converted into byte code of the VM [29] [30]]. In this setup the target software gets executed in an controlled
environment inside the VM and the instructions are only known to the VM, which makes analysis of this
obfuscation technique expensive. It is possible to implement polymorphism using virtual obfuscation, by

using a different VM for each part of the program [31].
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Anti analysis

Anti analysis obfuscation techniques try to prevent analysis by disrupting debugger and disassembler. De-
bugger can be detected by using timing analysis, detecting breakpoints from debugger and their impact on
the system or using Operating System (OS) Application Programming Interface (API). By using impossible
disassembly or jump targets with the same destination it is possible to confuse a disassembler. The result is
that the disassembler generated code is distorted. It is also possible to insert constant conditions to jump to
a location inside an assembly instruction because the branch which evaluates to false will most of the time
be processed first by a disassembler. If the condition always evaluates to true the disassembler interprets the

code in a false way [3].

2.3.6 Defeating obfuscation

As obfuscation techniques evolved the opposing side also discovered new techniques to defeat obfuscation
techniques. One technique has its roots in fuzzing and is called symbolic execution. It can be used for

reverse engineering and circumvent obfuscation techniques.

Symbolic Execution

Symbolic execution is used in software testing to detect as many paths in the program’s control-flow-graph
as possible. For each path discovered an individual set of input gets generated to reach the part of the code
and check if the software is prone to errors or uncaught exception. The generation of test cases is one major
strength of symbolic execution because it provides a specific test case which triggers the bug.

Symbolic execution uses symbolic values instead of specific data values as input. The computed output by
a program is expressed as a function or the symbolic input value. Executable paths in the control flow are a
sequence of true and false branches. Program paths can then get visualised in a tree representation and the

goal of symbolic execution is to traverse all possible knots of the tree and explore all leaves of the tree [32].

Deobfuscation with Dynamic symbolic execution (DSE)

Dynamic symbolic execution (DSE) is when symbolic execution cannot handle some concepts of the pro-
gramming language like self-modification, and some program paths need to get discovered by a dynamic
approach and get added to the control-flow graph dynamically. This technique is a good candidate to defeat
simple obfuscation techniques, like packing or self-modification.

Symbolic deobfuscation is based on DSE to defeat packed software or reconstruct the control flow graph of

10
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software to make deobfuscation easier. Through the symbolic values it is possible to simplify the control-
flow-graph of obfuscated software.

Dynamic symbolic execution also has its weakness. It is possible to use techniques in order to make the
analysis of DSE slow or cause it to fail. According to [33]] anti DSE techniques are categorised into three
categories:

Complex constraints: Path constrains can be designed so they are impossible to solve for symbolic execu-
tion. With non-linear operations it is possible to prevent DSE from discovering all paths.

Path divergence: It is possible to defeat DSE obfuscation if the symbolic execution engine does not compute
all path constraints correctly. This can lead that paths are missed or wrong paths are taken.

Path explosion: Every path constraint has to be calculated and stored in memory in order to explore them. If

the number of possible paths is too large it is not possible to explore them in a realistic amount of time. [34]

Deobfuscation with LLVM

With LLVM it is possible to lift binaries into the LLVM-IR which is the internal language of LLVM. If a
software is in the LLVM-IR the instructions get converted to a SMT formula to use a SMT solver following

a analysis of the program with symbolic execution with the program KLEE [35]]. [|36]

2.4 Malware

Malware is a combination of the word malicious and software which is an accurate description it is basically
malicious unwanted software. This kind of software causes damage or harms systems intentionally, it is
furthermore capable of replicating, propagating or executing of itself. After infecting computer systems
malware endangers the confidentiality and integrity of these systems. To avoid detection malware often uses

polymorphic or metamorphic techniques [37].

2.4.1 Polymorphism

A polymorphic malware is able to mutate itself when it infects new host systems which makes the identifica-
tion for detection systems difficult. These virus change their decryption or decompressing routines, creating
many instances of itself in different form.

Polymorphic engines are a software which modifies other software by creating a different version of the
initial program by changing the code. The semantic behaviour of the initial program is equal to the newly

created one. This behaviour is often used to avoid detection from antivirus software and is explained in
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fsection 2.3.5[[38].

2.4.2 Metamorphism

Metamorphic code is capable of rewriting its own code with each infection similar to polymorphism but
metamorphic code does not modify the packing or encryption routine it changes its own code and reprograms

itself. This is a technique to hide the software from detection software and make analysis of the program

harder. Metamorphic obfuscation techniques are discussed in [subsection 2.3.5|[38]].

2.5 Digital rigths management (DRM)

Digital rigths management (DRM) enables a secure exchange method of digital products, like copyright-
protected video, text, music over electronic media or the internet. This mechanism is for the content owners
to distribute the material securely and authorize users. [39]

DRM is a heterogeneous terminology, which most of the time means protection mechanisms like copy-
protection measures, access control, copyright protection etc. Unfortunately almost every DRM imple-
mentation was circumvented. Thus the entertainment industry forced a law behind DRM to prohibit the
removal of these protections [40]. Obfuscation techniques such as encryption and packing and others are

the foundation of DRM these techniques were explained in detail in [section 2.3]

2.6 Compiler

Every Computer system runs software which is written in programming languages. Programming languages
describe operations a system should perform but between executing a software, the program needs to get
translated into a form that a computer is able to understand. The software that performs that translation is
called compiler. For most programming languages one or more compiler exist which can translate source-
code, written in the specified programming language, to an executable file can get executed by a computer.
There is another way to execute source-code on a computer. An inferpreter is a language processor which
does not produce a program as output it rather interprets the source-code directly and executes the instruc-

tions [41]].
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2.6.1 Compilation Steps

A compiler is actually a set of programs which have all different tasks to create an executable program.
Preprocessor: If a preprocessor exists, it is responsible for gathering all source files when the source-code is
split into multiple source files. It is also possible to define macros in source files, these macros get expanded
by the preprocessor.

Compile: This step is called compile step, it produces assembly code which is easier to debug and easier to
manage. Sometimes the name can cause confusion because it is the same as the whole concept of translating
source-code into a program.

Assembler: An assembler produces position independent code as output.

Linker: The linker joins the object files and libraries together because large programs are often compiled in
pieces. Furthermore the linker resolves external memory addresses, which reside in other files.

Loader: In the end the loader loads the files into memory and resolves the entry point and passes the

execution to the program so it can get executed by the OS [41] [42].

2.6.2 Compiler Optimization

Compiler optimization is a process which modifies the output of a compiler (executable file) so that some
of the attributes are minimized or the efficiency and speed is maximized. Some of them could be time
minimization, memory minimization or work as power efficient as possible. The latter one is especially
relevant for portable computers like mobile phones.

Optimizing compiler output aims to produce the best suited machine code from source-code files, where
best suited depends on the aforementioned requirements and on the application itself. Furthermore some of
the optimization techniques are mutually exclusive, it is not often possible to make the code faster, more
memory efficient and minimize the power consumption.

Algorithms for optimization differ in their complexity as well. A optimization method can be removing
a simple loop constant or more complex one such as removing a complete subroutine. Changes due to
optimization modify the logic the programmer initially wrote into a more efficient variation which can

change the semantic of the program. [43]]

2.6.3 Compiler Testing

It is commonly hard to evaluate the effectiveness of compiler because it has many dependencies like hard-

ware, the OS, which optimization goal the program has etc. Even if these categories are the same it is hard
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to determine on which measurement the quality should get measured. Benchmarks, Code Characteristics,
compiler effectiveness, instruction-level parallelism only to name a few [44]]. One challenge in compiler
testing is the construction of test programs. Like in every other software test, test cases are a central point
of compiler testing. There are three main challenges for constructing test programs. Validity of the test

programs: Due to language constructs it is not trivial to generate test programs. If invalid test programs get

generated the process is not useful for compiler testing. As described in[subsection 2.6.1|a compilation con-

sists of multiple steps and if the process is aborted in the initial steps the compiler is not tested completely.
Diversity of the test programs: To get a high code coverage of the underlying compiler the test programs
have to be diverse. As syntactical diverse programs trigger different paths in the compiler code. If more
paths are covered more bugs can get revealed. By using various language constructs in the test programs
the greater the chance to generate an invalid test program gets. Specific requirements imposed by a testing
method: If for instance two compiler should get compared by inputting the same test program, the program
should not contain undefined behaviour. Another test case is if compiler crashes are inspected, it is possible

to have undfined behaviour in it. [45]] [[17]]

What you see is not what you execute (WYSINWYX)

As described in programs are nowadays most of the time written in high-level programming
languages and get translated to machine code. If the analysis of code is performed on source-code level it is
possible that the resulting executable after compilation behaves different due to compiler optimization. For
example if a password string is saved in memory via a pointer and the location where the pointer refers to
gets overwritten with NULL Bytes, followed by a free of the pointer the compiler might optimize the code
and omit the string modification, leaving the password in memory. This phenomenon is called What you

see is not what you execute (WYSINWYX) and can lead to bugs in:

—

memory-layout details

2. register usage

3. execution order

4. optimization performance
5

. artifacts of compiler bugs

Many security exploits rely on this behaviour and can be crucial in aspect of security of the systems where

this programs are running. [46|]
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2.7 Benchmark

Software benchmarking is to compare performance metrics like cost, cycle time, productivity or quality to
another software. Benchmarking provides a snapshot at a given moment and shows how the performance of
a program is compared to the other test candidates. [47]]

Software benchmarks make software comparable to other. This is mandatory due to competition on the
market and some environments are time critical, thus the software which is used in those environments is

time critical as well.

2.7.1 Creating Benchmarks

For performance testing usually benchmarks get created. Which means a workload that tests the system
under real conditions. During this test, it is determined how the system will behave in practice.

During benchmarking one problem arises. How can be determined if the benchmark data is actual represen-
tative? Via monitoring it can be determined how the system was used earlier and most likely will be used in
the future.

Additionally it must be considered if the benchmark should test a normal workload or a stress workload to
push the system to its limits. The duration of the test is also a critical factor. Such test time frames can get
from several seconds to more than 20 hours. Thus the benchmark is highly dependent on the environment

and the system it examines. Hence there is not one way to do benchmarking. [48|

2.7.2 Benchmark Suites

The goal of benchmark suites is to provide a wide variety of different computation patterns with state of
the art algorithms for different situations. The environment like multicore CPUs, power limits and several
accelerators like Graphics processing unit (GPU), Field-programmable gate array (FPGA) and STI Cells

has to be taken into account in benchmark suits. [49]]

S2CBench

With 13 programs the S2CBench collection has the three main objectives to enable the comparison of High
Level Synthesis (HLS) tools, test language support features, synthesis optimization techniques and perfor-
mance and finally help researchers analyze and compare their own techniques.

Every program of the 13 programs in the S2CBench suite is designed to test a specific feature. All programs

are categorized according to one of the following application domains:
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—

Automotive and Industrial

Quick sort design sorts (gsort)

Sobel filter

Security

Advanced Encryption Standard (AES) cypher
kasumi

md5

Snow

Y © N2k wD

Telecommunications

H
e

Adaptive differential pulse-code modulation

[u—
—

. Fast Fourier Transform

—_
[\

. Consumer

—_
W

. Fir

_
o

. Decimation

—_
|9

. Interpolation

—_
@)

. Inverse discrete cosine transformation

17. Disparity

The design of the benchmark ranges from small single process designs like quick sort of FIR filter to larger

multiprocessor designs like kasumi and disparity. [S0]

Rodinia

The Rodinia benchmark suite mostly targets GPU and CPU. For selection of the benchmarks the Berkeley
Dwarfs [51]] are used. The Berkeley Dwarfs are defined at a high level of abstraction to allow reasoning
about the program behaviour.

Features of the Rodinia suite are, the four included applications and five kernels. They are running par-
allelized for multicore CPU systems. Furthermore optimization techniques take advantage of the on-chip
resources if the applications are run. The workloads consist of parallelism, data access patterns and data
sharing characteristics. As in the C2Bench suite the Rodinia suite also covers many representative appli-
cation domains for applications. Another feature is that the applications within one dwarf show different

features. [49]]
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2.7.3 Obfuscation benchmarking

Benchmarking compares performance metrics of one program, like described in to another.
Through obfuscation these metrics change depending on the obfuscation technique in use. Banescu et.
al [[52]] examined how these obfuscation techniques can be defeated by symbolic execution. The goal of this
research was to compare symbolic execution with programs and the obfuscated counterparts and which free

obfuscation technique can stand attacks through symbolic execution.

2.8 Docker

Docker [3] is an open source platform. It is capable of running applications and aids in developing and
distribution of software. Container are the instances in which the application built in docker with all its
dependencies are packaged. Docker can interfere with other third-party instruments which makes it easy
to deploy and mange docker containers. Applications get virtualised within container environments, this is
done by adding an extra layer of deployment. Hence it is easy to test the code and deploy it to the production

environment with the aide of the light weighed design of docker. [53]]

2.8.1 Container compared to other types of virtualisation

The difference between containers and hypervisor-based virtualization is that that the former performs vir-
tualization on operating system level, whereas the latter solution virtualizes at hardware level. The outcome
is the same but there exist some major differences.

On the one hand hypervisors come in two different flavours Type 1 and Type 2, where the first runs directly
bare metal on hardware and the second introduces an addition layer within a guest OS. Representatives of
the Type 1 group are open-source Xen and VMware ESX. Type 2 hypervisor are Oracle Virtual Box and
Vmware Server.

Container on the other hand protect parts of the underlying OS and make them available to the container. If
two container are run on the same host system it is not possible for them to recognize the other container

with which they are sharing resources, because of the isolated processes, network layer etc. [54]
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Obfuscation modifies the program internal data and code, with the goal to hide its logic or protect the internal
data of the program. One key element in modifying the program is to keep the unmodified and the obfuscated
program semantically equivalent, which means the result of the program stays the same [55] [|56].

Most of the research in obfuscation is done with small test programs or dummy programs to showcase the
purpose of the technique. This small programs are often used because it is easier to understand the details
of the program which is in fact not always possible in larger programs. Especially the practicability of the
obfuscation techniques with larger programs is often not taken into account which is also an important factor
for the evaluation of obfuscation techniques. In conjunction with this thesis a framework was created to test

the ability of obfuscation techniques and compilers in creating programs.

Software Obfuscation is widely used in Malware and is still almost unexplored compared to the state-of-the-
art code analysis. There is also a big difference between obfuscation techniques regarding the effectiveness
of de-obfuscation techniques and code analysis tools. Therefore different defence strategies are more or less

effective against various obfuscation techniques [22].

3.1 Symbolic Execution

Symbolic Execution is widely known in software testing [32]. This technique explores several program
paths in a predefined time frame. It generates some input values for the explored paths and checks if any
errors are present. Current analysis methods like DSE are able to defeat software obfuscation techniques.
Dynamic analysis and the inference ability of static analysis provide a robust foundation for the success
of symbolic deobfuscation. It is unclear how strong the protection mechanism are against DSE-based at-
tacks [55]. One key goal of the framework provided in this thesis is to support the inspection process of
different obfuscation methods with different input programs, and moreover to compare the performance of

various obfuscation methods.
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3.2 Tools

Klee [57]] is capable of generating tests which achieve a high coverage on complex programs. It is a popular
source-level DSE tool. Other binary-level DSE tools are ANGR [58]] which provides a basis for all kinds of
analysis types with static and dynamic obfuscation techniques. Binsec [59] is another tool which uses DSE
to explore paths of programs and feed them in an automatic solver. The solution is used as a new test input
to expand the amount of paths. Another tool is fuzzball [|60]] or S2E [[61]]. The latter is a platform which also

uses symbolic execution and is used for prototyping custom analyses.

3.3 Tigress

Tigress [62] is a freely available state-of-the-art obfuscation tool capable of performing many standard
obfuscation techniques on source-code. It allows a precise control over which obfuscation technique is
used. Additionally it is possible to mix more than one obfuscation method [63]]. This tool is included in the

framework of this thesis and was used in the initial phase to perform the feasibility tests.

3.4 Compiler

Compilers are a crucial part of each system because every software running on a computer has been pro-
cessed by a compiler or a compiler-like tool. Thus the importance of the correctness of compilers is a
influential aspect in Information Technology (IT). Compiler testing [44]] and performance is also a big part
of the obfuscation abcdef which uses different compilers and obfuscation techniques to inspect the perfor-
mance and feasibility of test programs. To perform a variety of analysis, like comparison of performance, it
was mandatory to include different compilers [[64]]. It is possible to select different compiler or obfuscation
techniques for programs.

A phenomenon called WYSINWYX [46] occurs when source-code programs get translated to machine-
code programs and thereby a mismatch is created between what the programmer meant and what gets
executed by the processor. This behaviour also infects the obfuscation abcdef, because through the various
obfuscation techniques used it is possible that the semantic of the programs gets distorted. One approach to

test compiler is the differential testing where at least two compiler get designed and implemented with the
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same specification. The results of these compilers are compared to identify compiler bugs [45[]. Another
approach for testing compiler is Metamorphic testing [65]]. It constructs metamorphic relations which effect

the input of the compiler would change the output.

3.5 Benchmarks

A tremendous part of software engineering nowadays is Software Performance Engineering (SPE), which
is about devolution software systems that meet certain performance requirements [66]. Benchmarking is an
operation whose aim is the comparison of performance metrics which include cost, cycle time, productivity
or quality to another [47]]. Synthesizable SystemC Benchmark (S2cbench) [50] suite consists of 12 + 1
programs. Each program is designed to test a particular feature belonging to a category according to its
application domain. The main objectives of the S2cbench suite are to enable the comparison of commercial
HLS tools, test tools features classified as language support, tool performance and synthesis optimization
techniques. The last objective is to help researchers compare and analyze their own techniques which is
related to the obfuscation abcdef developed in this paper. Rodinia [49] is another benchmark suite. It
focuses on programs running on accelerators such as GPUs or FPGAs. The application in this framework
have been implemented for for GPUs and multicore CPUs using CUDA and OpenMP. The main focus of
this thesis was to determine the correctness and performance of test programs. Additionally it was analyzed
how different obfuscation techniques effect the performance of the test programs and if different size of test

data processed by this programs effect the performance.

3.6 Test programs

Practical code obfuscation with benchmarks and how virtualisation based obfuscation is defeated by sym-
bolic execution based analysis and deobfuscation methods is shown in the work from Banescu et. al. [67].
Along with this work a set of small programs was provided [68]. Benchmarking is a critical process in
design due to the high requirements for performance. These benchmarks target different areas of computa-
tion like integer performance and floating point performance [|69]]. Benchmark examples were distributed in
various categories [[70]. Some of these formats are the FSM format which uses KISS2 format or multi-level
formats like BLIF. The obfuscation abcdef uses sort and hash algorithms which come out-of-the-box with

the framework.
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3.7 Sandbox

In state-of-the-art malware analysis, sandboxes [71] are indispensable. Sandbox software virtualises an
environment to securely run programs in an controlled environment. Virtual machines, containerized envi-
ronments and emulated environments are often referred to as sandboxes due to their similarities. A Sandbox
is capable of analyzing the target program without the aid of human interference [72]. The framework cre-
ated alongside this thesis is similar to sandbox software. However, the framework described in this thesis
does not virtualise an environment, it is similar to a sandbox due to the fact, that both software solutions
are able to process a high amount of test programs in a short time without much configuration changes in-
between. Additionally the framework measures the test programs in terms of performance with dynamically

and statically analysis.

3.8 Malware Repositories

Like the drebin dataset [[73|] the framework in this thesis contains several basic programs. Unlike the drebin
dataset, wich contains over 5500 samples from 179 different malware families, the programs coming with
the obfuscation abcdef consist of sort and hash programs. The samples inside the drebin dataset where
gathered from 2010 to 2012 via a MobileSanbox project and comprise of Android malware. As previously
discussed the framework is similar to malware sandboxes like VirusTotal [[74] where about 70 different
malware engines perform analysis on an uploaded file or cuckoo [75] which runs the test program in a

sandbox environment and returns a report afterwards.
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The goal of this thesis is to show, if programs can be obfuscated. Furthermore, if obfuscation methods
influence the practicability of the software. For performance measurements and checks, if the software
runs correctly after being obfuscated, a framework was created. The framework is explained detailed in the

following chapters.

4.1 Overview

Generally the framework provides scripts to compile software with different compiler, like clang, gcc and
tinycc and obfuscation tools. It creates a directory structure and allows to generate test cases for the programs
as input. The scripts in the framework can get executed as standalone programs or combined with other
scripts. The following steps are possible:

1. Check the dependencies of the framework [section 4.2]

2. Check the structure which the framework needs to work [section 4.3

3. Check the style of the shell and python3 [76] scripts

4. Compile the source files [section 4.5}

5. Generate test cases for the programs

6. Compare the return values of the programs and their output[section 4.7}
7
8

. Measure the performance of the programs

. Compare the results of the previous step [subsection 4.8.1}

The framework consists of several shell scripts, which are responsible for starting and controlling the exe-
cution of the python3 scripts. The shell scripts are parsing the names from the files and pass them over to
the python3 scripts as program arguments.

The actual work of checking the return values, the output, which is printed to sfout and the performance
measurements is done by python3 scripts. For starting the framework or a modular use of it a makefile [[77]]
is used. The Configuration for the framework is in the config directory. Every program gets compiled by

searching its source code in the src directory. For naming conventions the framework parses the names

23



4 Framework

of the compiled programs from the source files. The absolute path in which the framework was installed
has to be added in the config/config.sh file, this file is included in every shell script and contains important
variables, like the install directory and the compiler version to use, and other functions. For each compila-
tion a new directory is created in the out folder, this folder has the naming convention run_timestamp. The
source codes of the programs, which get compiled and measured, are located in the src directory. For each
program the source file has to be in a directory within the aforementioned src directory. The compile folder
contains the scripts, which initiate the compiler [64] or tools, like tigress. The name of these scripts will
be used to create the directories in the out/run_timestamps folder, where the compiled programs are located
after compilation. Additionally the optimization level and other compiler flags [78]] can be configured in the
compile scripts. In the compare folder the python3 programs reside for the comparison of the return values
and the output, the program to measure the performance and record the statistics of the program file itself

and a python3 script, which compares the collected data.
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4.1.1 Visual representation of the framework

For visual representation and a better understanding of how the framework, works the graphics[Figure 4.1]

[Figure 4.2) and [Figure 4.3| were created. On the left side in the graphics the inputs for the processes or script

are shown. The processes, which are conducted by scripts, are represented in squares in the middle of the
image. If the scripts have outputs, they are shown in diamond forms on the right side of the graphics.
Basically the framework is divided into 3 main steps, checking the content, prepare analyses and last per-

form the analyses.

In the first part the dependencies like gcc, tigress and python3 are checked, if they are installed on the current
system. The obfuscation abcdef also needs a predefined folder structure, where scripts are executed and
outputs are copied to, the second step is performed in the structure check phase. When basic scripts of the
framework are rewritten, the style check is responsible for checking the source-code for coding conventions

in order to eliminate errors.

Input Qutput

programs

gce Dependency
: Check
figress

python3

list of directories
compare
|::> Structure Check
config
compile
list of scripts
python scripts
I::> Style Check
bash scripts
Cfiles

Figure 4.1: Part 1 Content checking: The general contents and scripts are checked in this part. On the left
side of the image the inputs for the processes, which is represented in the forms in the middle,

are shown.

The second part of the framework is responsible for the creation of binaries with the intended compiler and
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tools. First the C programs get selected by the compile scripts. These contain instructions, how the C files
get compiled and moreover the obfuscation technique that should be used to obfuscate the executable file,
is defined in these files. After this step the compiled binaries, which are ready to get executed, are stored on
the disk in the run folder. Every time the compile source step is executed a new run directory gets created,
where all following steps store their output in. The currently used test programs require arguments to run,
these are either provided via file input or command line arguments. These arguments get created in the
generate testcases step and get passed to the program either via command line arguments or file input. The
last step in the second phase is to run the programs a few times and check, if they provide the same return
value and output. The results of this step are saved to disk in a Comma-Separated Values File (CSV-File)

file in the ret_compare folder, which exists in every run directory.

Input Qutput
C programs compile scripis
bubble sort gcc default i
::> ::> Compile source compiled binaries
] files
merge sort opaque predicates
quick sort control flow graph flatten
IMI files
200 integers : Generate
testcasze files
20 hexstrings festcases
10000 integers

v file with retur
values

testcase file |:|I> compiled binary CDmE;rueercetum

Figure 4.2: Second part of the framework: prepare for analyses. In this part the files get compiled and the
inputs for the test programs are generated. Basic checks are performed, if the programs execute
and exit gracefully. On the left side the inputs in form of rectangles are shown. The processes
are square forms in the middle. The diamonds on the right hand side represent the output of the

processes.

In the last phase, which is enclosed in the red square, the actual performance measurements are recorded.

The previously compiled binaries are executed with the arguments from the test case files. After several
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executions of one program the results are written to disk in a CSV-File or JavaScript Object Notation (JSON)
file. The last step is to open those CSV-File files and compare the results and modify the output to only

display the suitable results.

Input Qutput

testcase file I::> compiled binary ::> pef"r"rgfr';l;;ece ::>

csv file with
performance
measure

output

testcase file |:|'> compiled binary ::> s mets ::>

Figure 4.3: Part 3 of the framework: Performance measuring and analyses. On the left the input to the
binaries and the binaries themselves are shown as rectangles. In the middle of the graphic the

processes and on the right side the output in form of diamonds are represented.

4.2 Dependency Check

This part of the framework is responsible for checking, if the requirements are met to compile all programs
and afterwards measure the results. In the current version the scripts checks, if GNU Compiler Collection
(GCC) [79], tigress, python3 and the following python3 modules are installed:

1. Python magic

2. Pandas

3. Psutil

4. Capstone

5. Elftools

4.3 Structure of the folders

This script’s purpose is to verify, if every directory exists in the root directory of the framework. These
directories are the aforementioned compare, compile, config, out and src folders. If these checks succeeded

the scripts verifies if the folders contain the scripts and source code files. In the compile folder the scripts
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have to be executable, this gets also examined by the script.

4.4 Style check of the scripts

To avoid errors this script checks, if all programs and scripts in the framework are written properly. This
step helps to prevent errors, which result from sloppy programming. It checks the python3 scripts, the
bash scripts and the C source-code files for errors. This script does not have to be executed every time
the framework is used, as all other steps, it should rather help researchers, who are modifying parts of the

framework to avoid errors in the code and thus reduce the time troubleshooting.

4.5 Compile

After all checks exited without errors and the files are in their specific directory, the script, accountable
for compiling the source files, gets executed. This script generates the main output directory, where the
compiled programs will be located. Basically the directory name consists of two parts, the first part always
starts with "run" run and the second part is a timestamp consisting of year, month, day, hour, minute and
second respectively. As all programs need input either from a file or command line arguments a folder for
these files is created in the run directory. For every compile script in the compile directory the name of
this script is taken and truncated to only contain the obfuscation methods. With this string a new directory
is created inside the run directory. Inside this folder all programs compiled with the same compiler and
tool will be located. That is how the programs are grouped logically on base of their obfuscation and
compile method. Every compile script gets executed for each program in the directories in the src folder.
Additionally the compile time gets measured and the result gets written to a log file in the run directory,

where the final program after compilation resides.

4.5.1 Compile Scripts

A central part of compile scripts is the config.sh, which resides in the config directory in the root directory of
the framework. Inside of this script the terminal colors and warning color map can be configured. Moreover,
the configuration for the compiler and tigress software is centralized in the config.sh script. This script
determines the selection of compiler, its version and the obfuscation method, which should be used. For
tigress is it mandatory to have the function names of the test programs. This information is crucial to select

the parts of the code which should get obfuscated and inside the config.sh script a function is defined to
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parse the functions out of the source code files from the test programs.
Which obfuscation methods are used is defined by the files in the compile directory. These files are symbolic
links to centralised scripts in the same directory, which contain the configuration for the specific compiler
or tool to use. The centralised scripts parse the options and check the exported variables from the configs.sh
for the options, which should get used to compile the test programs. The symbolic link files refer to these
centralised scripts. The naming convention of the symbolic links determine the options according to the
name. Afterwards two examples are given:

* compile-gcc-oslatest-O0.sh

* compile-tigress-3_1-virtualize_gcc_oslatest_0O3.sh
The first part of the name is the compile or obfuscation tool which should be used and the version of the

software. If the test program gets obfuscated, the obfuscation method comes afterwards, as can be seen in

the second entry in [subsection 4.5.1] The last mandatory part is the optimization level of the compiler in

use.

4.6 Test cases

Test cases can be created on their own without executing the whole workflow. If no command line arguments
are provided, the script make_testcases.sh finds the name of the latest created directory with compiled
programs in it and creates test cases for this run. In the second step the script checks, if a test case directory
already exists. Otherwise it creates that folder. With the previously parsed directory name as argument
the python3 script testcases.py gets executed. This script generates the test cases for every program. An
obligatory prerequisite for this script is the structure of the test cases. This information is parsed from the

Initialization/Configuration File (INI-File). In the following listing a example entry can be seen:

[selectionsort_file ]

testcase=fileinput

size=100
type=int
args=<in>

outfilename=selectionsort_file.outfile

The line test case defines the method, if the entry is fileinput the program needs a file name of a file as
argument. Otherwise the test case entry defines the type of the input. In the current version the value of the

entry can be of either int, string or hexval. The size argument is also mandatory because it defines the length
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of the test case file. When the source program needs a file as input, the input type of the input is defined in
the type variable. The args variable is used to define the ordering of the arguments. If the source program
needs the input file and the output file as arguments, the ordering can be defined in that variable. When an

output filename is provided, the name of this file has to be given in the outfilename variable.

The testcase.py script performs basic checks, if the INI-File is in the correct format, as described above.
Furthermore, the two mandatory variables testcase and size must be present in the INI-File.

After the basic checks the script verifies, which test case types are present in the INI-File. Currently the
following test case formats are supported: int, string, hexval, which is a string containing Hexadecimal val-
ues. These test case variations are supported to be either passed as command line arguments or as file input
to the test programs. After the test case type is parsed, the according function in the modules_testclass.py
is invoked to create the according files. If one or more test programs expect the same test case file format,
for example a string with 100 Bytes, only one file is created. All test programs, which await the same test
case, use the same file to be consistent during the test runs, where the performance and the correctness is
revisited. All implemented test case classes work similarly. The length of the string or hexadecimal value
is taken from the INI-File, then the random ASCII-string or the Hexadecimal string with the previously
retrieved length is created and written to a file in the run directory in the festcases folder. For the int test
case, the length is the amount of integer numbers written to the file, not the length of the file. There is no
difference between the test case files, which are passed as arguments to the test programs and the test cases,

which are passed as file input. The test case files get stored with the following name pattern:

"test_class" _length_.args

4.7 Compare return values

To determine if programs are able to run and if they are able to run correctly and exit gracefully, the out-
put and the return values of a program gets verified. The central script responsible to start this section of
the framework is start_compare_return.sh. After the various compiled programs with different obfuscation

methods get run and their return values, standard output and file output get written to a CSV-File [80].

In the first steps the script start_compare_return.sh checks, if an argument was provided to the script. If so
it sets the current compiled directory to the value of the first argument. Otherwise the last directory, which

got compiled, is taken for the comparison of the return values. After the initial step the obfuscation methods
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used and the obfuscated programs get parsed from the run directory. The program names get passed to the
python3 script compare_return.py as arguments. The python3 script executes the programs and saves the
returned values inside a CSV-File. This is done for every executable in the run directory. Additionally only

the programs with the same source file and different obfuscation or compiler are compared.

For all scripts in the compare directory it is mandatory to parse the paths to the test program names, compile
directory, argument files, INI-File, name of the output CSV-Files and the absolute path to them. This is
done with a helper class, which provides the methods to parse these information. One key difference of the
test programs is how the test cases are provided, either per file input or as command line arguments. For
that reason the script has to parse this information from the INI-File. If the test program awaits the test
case as file input, the name of the test case is provided, otherwise the file containing the right test case is
opened and the content is passed to the test program via command line arguments. This is done for each
obfuscation/compile method of each program. The programs with the same source file are run by the script
and the output and exit code get filled in a pandas data frame, which gets written to disk in form of a CSV-
File. The CSV-File gets written to a folder named compare_ret in the run directory. The output of the same
test program with other obfuscation/compilation techniques gets saved to the same CSV-File. These files

have the following naming convention:

"test_program_name" _return_val.csv

4.8 Measure Performance of the Programs

For the performance measurements the script start_measure.sh is responsible. In the first step it parses
the directory for the last directory where the test programs reside in, if this directory is not provided via
command line arguments. After the correct folder has been provided or found by the script, it iterates over
all directories within the run directory and executes the python3 script measure.py with the programs to run
as command line arguments. The script measure.py awaits a second command line argument beside the path
to the executable, which is the -JSON flag. It decides, if the output is a CSV-File or in JSON format. The
python3 script measure.py uses the helper class, which is responsible for parsing folder names, program
names, argument files, INI-File and output file names. The second class is in the module_metric.py file
and does the heavy lifting by providing the logic to perform the static and dynamic measures on the test

programs.
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4.8.1 Module measure

The last script in the framework opens the previously saved CSV-File files and saves them into pandas data
frames. In the actual version of the framework this script displays the runtime, virtual memory usage, data,
return value, file size on disk and the entropy of the binary file. Additionally the average, median, maximum
and minimum values are printed to stdout. The format of the script is adapted to display the same programs
(merge sort, quick sort, etc) with all compile techniques next to each other. With the formated output the
difference in performance is more clear.

With the data saved in the pandas data frames the script draws plots for the file size, runtime and entropy of
the test programs. For the entropy and the file size bar plots get generated to compare the attributes to the
same program compiled with other obfuscation techniques and optimization levels. In the current setting
the framework runs all programs six times and all six runtime elements are taken to draw a box plot graph.
These graphs get saved to a newly created results folder inside the current run directory, where for every

program a folder exists for separation.
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In this section, the benchamrk results are presented and analyzed.

5.1 Sample set

For benchmarking with the obfuscation abcdef, a sample set was taken from the github repository [67]]. The
samples are limit to the hash and sort software. These samples were modified to accept arguments provided
via command line or input file. The output and return values of the program were modified, in order to
provide a uniform comparable output of the programs with which the obfuscation abcdef can deal with.
Input files were integrated to the framework, because command line arguments are limited in size and it was
the purpose to investigate how these programs perform in obfuscated form with large input. All programs
are build on a modular basis because tigress needs the name of the function that are obfuscated during the
compile step. This sample set was specifically crafted for benchmarking obfuscation techniques and the
output is deterministic.
The following hash algorithms are included in the test sample set:

* bkdrhash

* bphash

* dekhash

* djbhash

e elfhash

* fnvhash

* jshash

* pjwhash

* rshash

* sdbmhash
For the category sort algorithms, the subsequent five are included in the benchmark tests.

¢ bubblesort
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* insertionsort
* mergesort
* quicksort

¢ selectionsort

5.2 General benchmark setup

Obfuscation abcdef in the current version examines the latest GCC version and three obfuscation methods,
which are generated by tigress and tinycc. For the GCC compiled programs the optimization level zero
to three are investigated. The same optimization level are taken into account by the programs, which get
compiled with different obfuscation techniques. For benchmarking the following obfuscation techniques
are investigated in more detail: control-flow graph flattening, opaque predicates and virtualization. Test
programs compiled with tinycc are compiled with the version 0.9.27 and the latest available version which
is installed dynamically during installation of the framework.

The following properties of the test programmes were observed in detail during the benchmark: Virtual
memory, the runtime, return value, file size and the entropy of the executable file. All test programs are
run six times in the current setting and the performance of each execution is ascertained. The number of
executions per program is six to prevent outliers. Additionally the average, median, minimum and maximum
are calculated for each program attribute. The end results are provided via pandas data frames and exported

to a CSV-File, where all benchmarks can be compared.

5.3 Correct runs of test programs

The test programs got compiled with the compiler/optimization techniques listed in this section. There are
30 programs in total, which were run twice during the tests. One time with an argument size of 100 and the
second time with an argument size of 10,000. All test programs exited gracefully and the output was exactly
the same, thus it is assumed, that the programs run correctly and the optimization and obfuscation did not
affect the semantics of the programs.

* compile technique

* gcc 9.3.0 optimization level 0

* gcc 9.3.0 optimization level 1

* gce 9.3.0 optimization level 2

* gcc 9.3.0 optimization level 3
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* tigress 3.1 control-flow flattening with gcc optimization level 0
* tigress 3.1 control-flow flattening with gcc optimization level 1
* tigress 3.1 control-flow flattening with gcc optimization level 2
* tigress 3.1 control-flow flattening with gcc optimization level 3
* tigress 3.1 opaque predicates with gcc optimization level O

* tigress 3.1 opaque predicates with gcc optimization level 1

* tigress 3.1 opaque predicates with gcc optimization level 2

* tigress 3.1 opaque predicates with gcc optimization level 3

* tigress 3.1 virtualization with gcc optimization level 0

* tigress 3.1 virtualization with gcc optimization level 1

* tigress 3.1 virtualization with gcc optimization level 2

* tigress 3.1 virtualization with gcc optimization level 3

* tinycc 0.9.27 default

* tinycc oslatest default

5.4 Measurements of entropy, file size and runtime

The programs compiled using virtualisation are the biggest, based on the file size. It is also not possible to
find differences between programs using inputs from files and those which use command line based on the

criteria above.

35



5 Benchmark

5.4.1 Runtime of the programs

For the visualization of the runtime the programs generate box plots, moreover it was conducted the longer
the runtime of the program is the less the measurements get falsified from operation performed by the OS.
The hash programs with input of 10,000 string length, the hash programs with input size of 100 and the sort
programs with the input size of 100 are too fast to distinguish, which optimization and obfuscation technique

is slower than the others, as can be seen in with the jshash as example.

prog_tinycc-latest-default B\
prog_tigress-3_1-flatten_gcc_oslatest_O1 }—‘:I:'—’
prog_tigress-3_1-flatten_gcc_oslatest_02 H

prog_gcc-oslatest-02 ‘—‘:H—f
prog_tigress-3_1-flatten_gcc_oslatest_03 }— b—{
prog_gcc-oslatest-O1 }— —’
prog_tigress-3_1-virtualize_gcc_oslatest_03 '—D———,—{
prog_tigress-3_1-virtualize_gcc_oslatest_02 }—‘:\-\ o
prog_tigress-3_1-virtualize_gcc_oslatest_O1 ’—D:)—{
prog_gcc-oslatest-03 }—H:)—'
prog_tigress-3_1-virtualize_gcc_oslatest_00 ’—‘:)—{
prog_tigress-3_1-flatten_gcc_oslatest_ 00 }— H
prog_gcc-oslatest-O0 @
prog_tinycc-0_9_27-default ’—u—'—'

0.002 0.004 0.006 0.008 0.010 0.012

Figure 5.1: Runtime of jshash in seconds with string length of 100.
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The sort programs with input of 10,000 integers are slower than the other programs and thus provide more
informative results as can be seen in From this figure it can be deduced, that the virtualisation
obfuscation method with no optimization is tremendously slower than all other programs. Generally the

virtualisation obfuscation technique slows down the runtime for all programs.

prog_tinycc-latest-default .

prog_tigress-3_1-flatten_gcc_oslatest_O1 &3
prog_tigress-3_1-opaque_gcc_oslatest_02 l
prog_tigress-3_1-opaque_gcc_oslatest_O1 '

prog_tigress-3_1-flatten_gcc_oslatest_02 0'

prog_gcc-oslatest-02 |
prog_tigress-3_1-flatten_gcc_oslatest_03 *o

prog_gcc-oslatest-O1 '

prog_tigress-3_1-virtualize_gcc_oslatest_03 }—D—( o
prog_tigress-3_1-virtualize_gcc_oslatest_02 Q—rﬂ-l
prog_tigress-3_1-virtualize_gcc_oslatest_O1 F[—I
prog_gcc-oslatest-03 *)
prog_tigress-3_1-virtualize_gcc_oslatest_00 #3

prog_tigress-3_1-opaque_gcc_oslatest_03 |

prog_tigress-3_1-flatten_gcc_oslatest_00 }ﬂ
prog_gcc-oslatest-00 f
prog_tigress-3_l-opaque_gcc_oslatest_O0 §>
prog_tinycc-0_9_27-default ‘F
0 1 2 3 4 5

Figure 5.2: Runtime in seconds of selectionsort program with 10,000 integers as input.
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5.4.2 File size of the programs

By comparing the file size of the test programs, it is evident, that some obfuscation techniques generate
smaller binaries than others. This behaviour is consistently evident in both hash programs and sort programs.
Different sort programs compiled with the same obfuscation technique and optimisation level are relatively
equal in size to the same program compiled and optimized with other techniques. Also the file sizes are
constant over different test programs. For example smdbhash and elfhash, both compiled with tinycc 0.9.27,
are almost the same size. As can be seen in the virtualization obfuscation technique is always
the biggest in terms of file size, whereas the programs compiled with tinycc are much smaller. In general
the tinycc programs are the smallest, followed by the gcc and control-flow graph flattening programs. The
second largest are the test programs compiled with opaque predicates and the largest programs are the ones
containing the virtualisation obfuscation technique. The figure [Figure 5.3|is used as an example, the results

have a similar distribution for every test program.

prog_tinycc-latest-default mm size

prog_tigress-3 1-flatten_gcc_oslatest O1
prog_tigress-3 1l-opaque_gcc_oslatest 02
prog_tigress-3 1l-opaque_gcc_oslatest O1
prog_tigress-3 1-flatten_gcc_oslatest 02
prog_gcc-oslatest-02

prog_tigress-3 1-flatten_gcc_oslatest O3
prog_gcc-oslatest-O1
prog_tigress-3_1-virtualize_gcc_oslatest O3
prog_tigress-3_1-virtualize_gcc_oslatest 02
prog_tigress-3_1-virtualize_gcc_oslatest O1
prog_gcc-oslatest-03
prog_tigress-3_1-virtualize_gcc_oslatest OO0
prog_tigress-3 1-opaque_gcc_oslatest 03
prog_tigress-3_1-flatten_gcc_oslatest OO0
prog_gcc-oslatest-O0
prog_tigress-3_1-opaque_gcc_oslatest_00
prog_tinycc-0_9 27-default

obfuscation technique

0 50000

Figure 5.3: File size in Bytes of mergesort with file input.
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The hash programs are relatively the same on source code level, thus they do not differ regarding their
file size. In terms of optimisation level, the compiler flag does sometimes not influence the file size e.g. for
programs compiled with gcc and the control-flow graph obfuscation technique. If the programs are compiled

with virtualization, the one without optimization is by far the largest as can be seen in [Figure 5.4]

prog_tinycc-latest-default mm size

prog_tigress-3 1-flatten_gcc_oslatest O1
prog_tigress-3 1-opaque_gcc_oslatest 02
prog_tigress-3 1-opaque_gcc_oslatest O1
prog_tigress-3 1-flatten_gcc_oslatest 02
prog_gcc-oslatest-02

prog_tigress-3 1-flatten_gcc_oslatest O3
prog_gcc-oslatest-O1
prog_tigress-3_1-virtualize_gcc_oslatest 03
prog_tigress-3_1-virtualize_gcc_oslatest_02
prog_tigress-3_1-virtualize_gcc_oslatest O1
prog_gcc-oslatest-03
prog_tigress-3_1-virtualize_gcc_oslatest 00
prog_tigress-3 1-opaque_gcc_oslatest O3
prog_tigress-3 1-flatten_gcc_oslatest OO0
prog_gcc-oslatest-00
prog_tigress-3_1-opaque_gcc_oslatest 00
prog_tinycc-0 9 27-default

obfuscation technigue

0 20000

Figure 5.4: djbhash file size in bytes.
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5.4.3 Entropy of the programs

The behaviour of the test programs regarding the entropy are very similar to the ones regarding the file size

described in [subsection 5.4.2] The hash programs are almost the same, therefore the entropy is constant

between different hash test programs.

The entropy of the programs is consistent across different test programs, as their characteristics are almost
the same. Furthermore the relation between the different compile and optimization techniques stay the same.
For example programs with opaque predicates show the largest entropy among the obfuscation techniques
used.

Another aspect is, that the programs compiled with tinycc have the highest entropy. The reason for this
behavior is the small file size, which is related to the high entropy in this case. In figure those

properties can be seen by the example of the pjwhash program.

prog_tinycc-latest-default EEm entropy
prog_tigress-3_1-flatten_gcc_oslatest_O1
prog_tigress-3_1-opaque_gcc_oslatest 02
prog_tigress-3 1l-opaque_gcc_oslatest O1
prog_tigress-3 1-flatten_gcc_oslatest 02
prog_gcc-oslatest-02

prog_tigress-3 1-flatten_gcc_oslatest O3
prog_gcc-oslatest-O1
prog_tigress-3_1-virtualize_gcc_oslatest O3
prog_tigress-3_1-virtualize_gcc_oslatest 02
prog_tigress-3_1-virtualize_gcc_oslatest O1
prog_gcc-oslatest-03
prog_tigress-3_1-virtualize_gcc_oslatest OO0
prog_tigress-3 1-opaque_gcc_oslatest O3
prog_tigress-3 1-flatten_gcc_oslatest OO0
prog_gcc-oslatest-00
prog_tigress-3_1-opaque_gcc_oslatest 00
prog_tinycc-0_9 27-default

obfuscation technique

<) -
rJ

Figure 5.5: File entropy of pjwhash
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6 Conclusion

In this thesis an overview of obfuscation techniques was given. For the evaluation of different obfuscation
techniques a framework, named obfuscation abcdef was developed to provide a fast approach to compile and
test obfuscation techniques on programs and measure their output. The framework is capable of measuring

the following properties of an executable file:

* virtual memory usage
* runtime

* CPU usage

* File size

* File entropy

* Mime type

The file size, file entropy and runtime were analyzed in detail. It can be concluded that the source code of
programs does not directly affect the entropy of the final binary, only the compiler or obfuscator influences
the entropy. This behaviour is equally if the file size is analyzed.

If the test programs are big enough, the optimization flags of the compiler can limit the size and runtime
of the final executable. This was evident by analyzing the sort algorithm programs with 10,000 arguments,
where the virtualization obfuscation method without optimization was slower by the factor 100, than the
same program compiled with GCC using optimization. If the programs are too small, a difference cannot be
noted regarding the file size, entropy and runtime also the optimization does not affect small executables.
The tinycc compiler creates very small binaries, which have a much higher entropy, than the other executa-
bles. The two attributes entropy and file size are coherent, because a small file will result in an high entropy.
If optimization is used, there is no impact noted by the programs compiled with GCC and with the obfusca-

tion method control-flow graph flattening.
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6.1 Future Work

The obfuscation abcdef is a simple way to evaluate executables and their performance. The current version
is limited to specific programs, because all programs receive the same input file, as it was configured in the
INI-File, thus if it gets modified the other programs are working with the modified input file. Furthermore,
the current test cases are only written for integer values, strings and hexadecimal strings. If steganographic

tools are chosen as test programs the test cases for pictures must get added.

In this thesis, the obfuscation abcdef was currently only tested with small sized programs, however as
shown small executable files are hard to analyze, because their runtime is very small and the obfuscation
techniques and optimization levels do not have a high impact so the practicability with huge programs was
not considered. Moreover, the obfuscation techniques were limited to control-flow graph flattening, opaque
predicates and virtualization, more exhaustive tests with more obfuscation techniques and combinations
should be considered and the tool in use was tigress 3.1, although the framework can be extended in order
to use different tools.

Further research could show if the entropy, file size and compiler in use can provide information about the

implemented obfuscation technique.
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Glossary

AES Advanced Encryption Standard

AOP Aspect oriented programming

API Application Programming Interface

ASCII American Standard Code for Information Interchange
CFG Control-flow graph

CPU Central processing unit

CSV-File Comma-Separated Values File

DES Data Encryption Standard

DRM Digital rigths management

DSE dynamic symbolic execution

EDR Endpoint Detection and Response

FPGA Field-programmable gate array

GCC GNU Compiler Collection

GNU GNU’s Not Unix

GPU Graphics processing unit

HLS High Level Synthesis



Glossary

INI-File
IT

JSON

LLVM

Malware

MATE

obfuscation abcdef

OS

S2cbench
shellcode

Initialization/Configuration File

Information Technology

JavaScript Object Notation

LLVM is a toolkit which convert instruction into a form
that is understood and can be executed by computers.
With LLVM it is possible to create new computer lan-
guages and improve them. It is possible to lift bina-
ries into LLVM Intermediate Representation Language to

modify them or use them otherwise.

Malicious computer software

man-at-the-end

obfuscation automatic benchmark compilation dynamic
evaluation Framework, is the name of the framework de-
veloped alongside this thesis. It is capable of measuring
the performance and the possibility of obfuscation tech-
niques with test programs.

Operating System

Synthesizable SystemC Benchmark

Shellcode is a small piece of opcodes which get injected
into an exploited program and afterwards gets executed.
It is written in assembly language and gets translated to

hexadecimal opcodes
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SPE Software Performance Engineering

VM Virtual Machine

WYSINWYX What you see is not what you execute
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